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Context

Homomorphic Encryption (HE):

Encpkpm1q

Encpkpm2q

‹

p‹ P t`,ˆuq

Encpkpm1 ‹ m2q

sk

Dec m1 ‹ m2

“Noisy encryption”

Each ciphertext contains a noise.

After each homomorphic operation the noise grows.

Decryption remains correct until the noise reaches a certain bound.
ùñ Limited number of operations.
ùñ “Somewhat” Homomorphic Encryption (SHE).

Purpose of this work

Arithmetical optimization of a certain type of SHE schemes.
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Introducing RNS and FV

Chinese Remainder Theorem

Pairwise coprime integers Bq “ tq1, . . . , qku: “RNS base” (q “
śk

i“1 qi ),

ϕ : Zq
„
Ñ Zq1 ˆ . . .ˆ Zmk

(isomorphism)

Residue Number Systems

Large x P r0, qq Ø k small residues px mod q1, . . . , x mod qkq.

Non positional number system.

Parallel, carry-free arithmetic `,´,ˆ,˜ on residues.

Base extensions Bq “ tq1, . . . , qku Ñ B “ tm1, . . . ,m`u

Fast but approximate: x in Bq Ñ |x |q ` αq in B.

Sometimes, possible to add an extra modulus m to correct α
efficiently.
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Introducing RNS and FV

Where everything happens in FV scheme (Fan and Vercauteren, 2012)

R “ ZrX s{pX n ` 1q, n “ 2h Ø integer polynomials of degree ă n

t: plaintext modulus (given), m P Rt “ R{tR (coeff. modulo t)

q: ciphertext modulus (ąą t), c P Rq ˆRq (coeff. modulo q)

rxsq is px mod qq in r´q{2, q{2q (centered remainder),

|x |q is px mod qq in r0, qq (classical non negative remainder).
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Introducing RNS and FV

Context: Rq “ ZqrX s{pX
n ` 1q

Common optimizations for arithmetic on...

...coefficients: Residue Number Systems

q free of form: choose q “ q1 . . . qk (small prime moduli qi )

Zq » Zq1 ˆ . . .ˆ Zqk

...polynomials: Number Theoretic Transform

Optimized polynomial product (for n a power of 2): Opn log2pnqq
(matches with RNS representation)
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Introducing RNS and FV

“Ladder” of representations

Cost to
climb up/down

Integers Polynomials Main purposes

positional coefficient
comparison, division,
round-off on coeff.

Opn log2pqq
2
q

Opn log2pnqq

RNS coefficient
optimized integer

arithmetic

RNS NTT
optimized polynomial

arithmetic
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Introducing RNS and FV

“Ladder” of representations

Cost to
climb up/down

Integers Polynomials Main purposes

this work positional coefficient
comparison, division,
round-off on coeff.

Opn log2pqq
2
q

Opn log2pnqq

RNS coefficient
optimized integer

arithmetic

RNS NTT
optimized polynomial

arithmetic
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Introducing RNS and FV

χkey and χerr : “small” distributions on Rq; U : uniform distrib. on Rq

Key Generation

1 sample s Ð χkey

2 sample pa, eq Ð U ˆ χerr

3 output pk “ pp0,p1q “ pr´pas ` eqsq, aq (RLWE sample)
sk “ s

Encryption

rmst P Rt to be encrypted, public key pk,

1 sample pe1, e2,uq Ð pχerr q
2 ˆ U

2 output pc0, c1q “ pr∆rmst ` p0u ` e1sq, rp1u ` e2sqq (with ∆ “ t
q
t u)

rc0 ` c1ssq “ r∆rmst ` v sq
v : “fresh noise”
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Full RNS variant of FV decryption

The decryption process

pc0, c1q encrypting rmst , with noise v : rc0 ` c1ssq “ ∆rmst ` v ` qr

1 scale-down: t
q ¨ rc0 ` c1ssq “ rmst ` v 1

q ` tr

2 round-off: trmst ` v 1
q ` tr s “ rmst ` tv 1

q s` tr

Bound on noise: }v}8 “ maxp|v i |q ă
∆´|q|t

2 ñ tv 1
q s “ 0.

Decpc , skq “ rt tq ¨ rc0 ` c1ssqsst “ rrmst ` tr st “ rmst .

Issue for RNS (non positional) representation

How to compute pt tq ¨ xs mod tq in RNS? (q, t known; input x mod q in RNS)
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Full RNS variant of FV decryption

Computing a round-off in RNS

In RNS, exact division can be done efficiently, so we use:

Z

t

q
¨ x

V

“
tx ´ |tx |q

q
` b, pb P t0, 1uq

1 fast approximate extension of |tx |q (in RNS) to RNS base ttu:

řk
i“1 |tx

qi
q |qi ¨ |

q
qi
|t mod t “ |tx |q ` αq mod t pα P r0, kq X Zq

2
tx´p|tx |q`αqq

q “ t tq ¨ xu´ α “ t tq ¨ xs´ E mod t (with E “ α` b ď k)

Remark: since tx cancels modulo t, only compute
´p|tx |q`αqq

q mod t.

An error occurs

Error E corrected ñ correct decryption.
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Full RNS variant of FV decryption

Correcting the error

Rewrite in Z: tx “ t tq ¨ xsq ` rtxsq

If gap ε ą 0 (´q
2 ` ε ď rtxsq ď

q
2 ´ ε) then scale by γ P N:

Z

γ
t

q
¨ x

V

´ E “ γ

Z

t

q
¨ x

V

`

Z

γ
rtxsq
q

V

´ E

Now comes the trick

If γε ě k ` 1
2 then |tγ

rtxsq
q s´ E | ă γ

2

ù computing
”Y

γ t
q ¨ x

U

´ E
ı

γ
“

Y

γ
rtxsq
q

U

´ E gives exactly the error

Strategy

1 Compute tγ t
q ¨ xs modulo t and modulo γ.

2 Use centered remainder modulo γ to correct the error.
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Full RNS variant of FV decryption

DecRNSppc0, c1q, s, γq
Require: pc0, c1q an encryption of rmst , and s the secret key, both in

base q; an integer γ coprime to t and q
Ensure: rmst

1: for m P tt, γu do
2: spmq Ð

řk
i“1 |γt

qi
q ¨ pc0 ` c1sq|qi ˆ | ´

q
qi
q´1|m mod m

3: end for
4: s̃pγq Ð rspγqsγ
5: mptq Ð rpsptq ´ s̃pγqq ˆ |γ´1|tst

6: return mptq

Contributions

Better asymptotic complexity: Opn3q Ñ Opn2 log2pnqq.

Very flexible in terms of parallelization.

Modified bound for noise: }v}8 ă
∆´|q|t

2 ´k∆
γ .

(although no significant consequence in practice)
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Full RNS variant of FV multiplication

Homomorphic multiplication of pc0, c1q by pc 10, c
1
1q

Issues in original process for an RNS variant

1 Computing pc̃0, c̃1, c̃2q “ pc0c 10, c0c 11 ` c 10c1, c1c 11q over Z (lift).

2 division+round-off: ĉi “ t tq ¨ c̃i s .
(“degree-2” ciphertext: ĉ0 ` ĉ1s ` ĉ2s2

“ ∆rm1m2s ` v mod q)

3 Relinearizing: pĉ0` ĉ2s2, ĉ1q
s private
ÝÝÝÝÑ pĉ0` ĉ2ps2`e`asq, ĉ1´aĉ2q.

§ But large noise }ĉ2 ˆ e}8 ă q ˆ nBerr! Original solution is to...
§ decompose ĉ2 “ b0 ` b1ω ` . . .` b`´1ω

`´1 in radix ω.
§ Public key: rlk “ ps2 ¨ p1, ω, . . . , ω`´1q ` ÝÑe `ÝÑa s,´ÝÑa q.
§ Smaller noise }pb0,b1, . . . ,b`q ¨

ÝÑe }8 ă `ω ˆ nBerr.
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Issues for RNS representation

Lifting in Z, dividing and rounding, using positional system in radix ω...
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Full RNS variant of FV multiplication

Problem 1: Computing the products pc̃0, c̃1, c̃2q

}c̃i}8 ă„ nq2: no lift in Z, just use a larger base than tq1, . . . , qku

Solutions: Introducing a second RNS base B
Step base q1, . . . , qk base B Y tm̃u

0 ci , c 1j

1 ci , c 1j
fast approximate

extension
rci sq ` qui , rc 1j sq ` qu 1j

to be reduced

2 ĉi Ð MRed qm̃prci sq ` qui q

3 c̃0 Ð c0 ˆ c 10, etc c̃0 Ð ĉ0 ˆ ĉ 10, etc

Only fast approximate RNS base extensions to get rci sq, rc 1j sq in B,

+ low cost Montgomery reductions of the approximations “ui ,u 1j”.
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Full RNS variant of FV multiplication

Problem 2: Division and round-off ĉi “ t t
q
¨ c̃i s in RNS

Context ‰ decryption: no large enough gap q
2 ´ }rc̃i sq} ě ε ą 0, no

guaranteed correct RNS round-off.

Solution: Fast approximate RNS round-off

Step base q1, . . . , qk base B Y tmu

0 c̃i c̃i

1 t ¨ c̃i
fast approximate

extension
|t ¨ c̃i |q ` qũi

2 ĉi Ð
t¨c̃i´p|t¨c̃i |q`qũi q

q

3 ĉi “ t t
q ¨ c̃i s` ei

(}ei }8 ď k)

efficient exact

extension
ĉi , |ĉi |m

(use |ĉi |m to correct the fast extension efficiently)

Approximate round-off ñ new analysis of noise growth provided.
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Full RNS variant of FV multiplication

Problem 3: Access to positional system

ĉ2 “ b0 ` b1ω ` . . .` b`´1ω
`´1 in positional system with radix ω

Recall: replace ĉ2 ˆ e
}.}
„ q ˆ nBerr ù pb0,b1, . . . ,b`q ¨

ÝÑe
}.}
„ `ω ˆ nBerr

Solution: Just use RNS representation...

If ω „ qi (i.e. ` “ k), use RNS representation for a fairly equivalent effect.

ĉ2 “ b0 ` b1ω ` . . .` b`´1ω
`´1 pbi “ |tĉ2ω

´i u|ωq

ĉ2 “ d1
q
q1
` d2

q
q2
` . . .` dk

q
qk

modq pdi “ |ĉ2
qi
q |qi q

}bi}8 „ }di}8 ñ }pb0,b1, . . . ,b`´1q ¨
ÝÑe }8 „ }pd1,d2, . . . ,dkq ¨

ÝÑe }8

ñ bound `ω ˆ nBerr becomes kω ˆ nBerr

Public key: s2 ¨ p1, ω, . . . , ω`´1q `ÝÑe `ÝÑa s ù s2 ¨ p
q
q1
, . . . , q

qk
q `ÝÑe `ÝÑa s
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Full RNS variant of FV multiplication

Contributions

Prior costly operations over Z ù fast RNS base extensions.

Fairly equivalent noise growth (mult. depth unchanged most of the time).

Same number of polynomial products ñ same asymptotic complexity.

Better complexity for operations on coefficients.

Well suited for parallelization.
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Experiments

Software implementation

in C++,

based on NFLlib (dedicated to RNS polynomial arith. in R with NTT),

compared witha standard approach with NFLlib+GMP 6.1.0,

on laptop under Fedora 22 with i7-4810MQ CPU @ 2.80GHz, g++
5.3.1, Hyper-Threading and Turbo Boost turned off.

ahttps://github.com/CryptoExperts/FV-NFLlib
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Experiments - Speed-up factors

ν bit-size of moduli log2pnq 11 12 13 14 15

30 k 3 6 13 26 53

62 k 1 3 6 12 25

t “ 210

γ “ 28
(sufficient; practical)

11 12 13 14 15

5

10

15

20

log2pnq

Decryption

ν “ 30

ν “ 62

11 12 13 14 15

2

3

4

log2pnq

Multiplication

ν “ 30

ν “ 62

nÕñ NTT’s dominate computational effort ñ speed-up Œ.
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Conclusion

Optimization of arithmetic on polynomials at the coefficient level.
§ Benefits to SHE schemes like FV.
§ No more need of any positional system: only RNS.

Possible greater noise growth, but not that significant in practice.

Opens the door to highly competitive parallel implementation of
homomorphic encryption.
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