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Abstract. Block ciphers are versatile cryptographic ingredients that are
used in a wide range of applications ranging from secure Internet commu-
nications to disk encryption. While post-quantum security of public-key
cryptography has received significant attention, the case of symmetric-
key cryptography (and block ciphers in particular) remains a largely
unexplored topic. In this work, we set the foundations for a theory of
post-quantum security for block ciphers and associated constructions.
Leveraging our new techniques, we provide the first post-quantum secu-
rity proofs for the key-length extension scheme FX, the tweakable block
ciphers LRW and XEX, and most block cipher encryption and authen-
tication modes. Our techniques can be used for security proofs in both
the plain model and the quantum ideal cipher model. Our work takes
significant initial steps in establishing a rigorous understanding of the
post-quantum security of practical symmetric-key cryptography.
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1 Introduction

1.1 Background

Block ciphers. A block cipher is a keyed family of efficiently implementable
permutations on {0, 1}". Tt is secure if, for a uniformly random key k, the per-
mutation 7 is indistinguishable from a random permutation to adversaries with
forward and inverse access. The most well-known block cipher is the Advanced
Encryption Standard (AES) [DBNT01], a core component of modern Internet
security.

Block ciphers are ubiquitous in real-world cryptography. They are versa-
tile ingredients that can be adapted to a variety of cryptographic applications.
Their security can be increased via simple key-length extension schemes like FX
[KR96,KRO01]. They can also be expanded into an exponentially-large family of
ciphers via tweakable constructions like LRW and XEX2 [LRW02,Rog13]. Finally,



by means of block cipher modes, block ciphers can be used to construct a mul-
titude of symmetric-key encryption and/or authentication schemes, with a wide
range of options for both security and performance (see, e.g.,[Dwo01,Dwo07],
[Dwo10a,GLL17]). In applications, block cipher modes are ubiquitous in secure
communications, while tweakable ciphers are commonly used in disk encryption
schemes.

Post-quantum security. The impact of large-scale quantum computation on the
security of block ciphers and associated cryptographic constructions is not fully
understood. While Shor’s algorithm [Sho94] spurred intense scrutiny of the im-
pact of quantum computers on public-key cryptography, post-quantum security
of symmetric-key cryptography has received scant attention. While there are
no known dramatic quantum attacks against currently-deployed symmetric-key
schemes, there are important reasons to understand this setting (and the block
cipher case in particular), as we now explain.

First, it is in principle possible that some symmetric-key schemes in use today
are not post-quantum secure’. Second, many symmetric-key constructions rely
crucially on security proofs, and only a handful of such proofs for post-quantum
security are known (mainly for Even-Mansour-type constructions [ABKM22],
[ABK™24,BEM24] and the Ascon scheme [Hos25]). Finally, fine-grained bounds
in proofs inform parameter selection when deploying symmetric-key schemes,
and such bounds are essentially unavailable in the post-quantum case. Instead,
practitioners typically assume that one can simply double the key length to
avoid Grover search. However, the few results we do have indicate that this is
sometimes overkill [ABKM22] and could in principle even be insufficient [BSS22].

1.2 This work

In this work, we set the foundations for a theory of post-quantum security for
block ciphers and associated constructions. We then apply our techniques to
give the first post-quantum security proofs for a variety of schemes, including
key-length extension schemes, tweakable block ciphers, and block cipher modes.
Our work takes significant initial steps in establishing a rigorous understanding
of the post-quantum security of practical symmetric-key cryptography.

Our techniques can be used for security proofs both in the plain model (i.e.,
without any special assumptions or idealizations) as well as the ideal cipher
model (ICM), a commonly used model in relevant classical proofs. In the ICM,
one assumes that a perfect block cipher = was sampled (i.e., 7 is a uniformly
random permutation for all k), and all parties have oracle access to it. In the
traditional classical setting, this oracle access allows anyone to make queries of
the form

(z,k) — () and (z,k) = 7 ' (2). (1)

® One can easily construct relatively natural examples of schemes that are secure
against classical computers but not against quantum computers. However, we doubt
that this holds for any currently-deployed schemes.



In a post-quantum setting, however, adversaries in possession of a quantum
computer will be able to execute the circuits of AES in superposition. It is thus
natural to also grant quantum adversaries such access in the ideal cipher setting,
via black-box unitaries

k) [2) ly) = [k} [2) [y © 7)) and (k) [2) |y) = [F) [2) |y€B7T;Zl($)>(-2)

The resulting model is called the quantum ideal cipher model (or QICM)®
[CHL*25,5519]. Proving results in the QICM has turned out to be difficult.
Classical techniques are based on transcripts and do not translate to this set-
ting. While Zhandry’s compressed oracle [Zhal9] offers a formidable replacement
of query transcripts, it only applies to random function oracles, and extending
it to permutations and ideal ciphers has proved challenging. Moreover, the post-
quantum setting involves mixed query types: the ideal cipher is queried both
classically (through the construction) and quantumly (directly by the adversary).
This is the right post-quantum model: the construction is always a classical ci-
pher implemented by the honest party on a classical computer using knowledge
of the secret key, while the block cipher is a public algorithm. Moreover, correct
modeling of the construction oracle is crucial, as many commonly used ciphers
are insecure under quantum construction queries [KLLN16] but secure when
only classical queries are allowed [ABKM22].

In this paper, we consider attackers that have quantum access to the ideal
cipher but classical-only access to constructions involving the secret key. We refer
to this model as the post-quantum model. In previous literature, this model is
sometimes called the Q1 model [BHNP19,HS18,JST21,KLLN16], in contrast
with the (unrealistic) Q2 model where all oracles can be queried quantumly.

We summarize our results below and provide a more technical summary later.

1. QICM resampling. We give a general resampling lemma that can be used
to ascertain the ability of a quantum adversary to detect modifications to
the ideal cipher (e.g., in a simulation as part of a proof). Previous resam-
pling lemmas only held for random functions and permutations [ABKM22],
[ABK*24,GHHM21,Hos25|. This new tool can be combined with an adap-
tation of a proof approach of [ABKM22] to yield a powerful technique for
QICM security proofs. We apply this technique to establish further results
below.

2. FX construction. We prove post-quantum security of the FX key-length
extension scheme in the QICM. This problem has evaded analysis for a num-
ber of years (a 2021 result only held for non-adaptive adversaries [JST21]).
The bound we give for the number of queries needed to achieve a constant
distinguishing probability is tight. A straightforward application of our result
establishes security for the lightweight cipher PRINCE [BCGT12].

5 The ICM (resp., QICM) is the natural block cipher analogue of the well-known
Random Oracle Model (ROM, resp., QROM), which is often used to model hash
functions in security proofs.



3. Tweakable ciphers. We prove security of two widely-used tweakable block
ciphers (LRW and XEX2) in both the plain model and in the QICM (with
different bounds). We note that XEX2 is the basis of the XTS-AES disk
encryption scheme used by most operating systems.

4. Block cipher modes. Finally, we observe that the security proofs of most
block cipher modes (including all modes used in secure Internet traffic) trans-
late easily to the post-quantum setting. Moreover, one can translate classical
security bounds to post-quantum ones simply by replacing the appropriate
strong pseudorandomness advantage term with its post-quantum analogue.

1.3 Technical summary of results

A proof technique for the QICM. The first proof of post-quantum secu-
rity of a block cipher construction was for the plain Even-Mansour construc-
tion [ABKM22]. Since then, the technique of [ABKM22] has been extended
to show security of tweakable Even-Mansour [ABK™'24], the Ascon lightweight
cipher [Hos25|, key-alternating ciphers [BEM24,BBC*25]. The technique has
even been adapted to give certain proofs in the quantum Haar-random oracle
model [HY24].

At a high level, the technique of [ABKM22] can be described as follows. The
goal is to show indistinguishability between (i.) a pair of “real” oracles (E), |E))
and (ii.) an “ideal” uncorrelated pair (R, |E)). In both worlds, the first oracle is
classical and the second oracle is quantum. Starting with a real-world ¢-query
sequence

E), Egey, |E) s Erys - - | E) , Egry (3)

we switch the classical queries to the ideal case, one-by-one. A naive j-th hybrid
would then be

E),R,....|E), R,|E), Egy, .| E), Ege - (4)

J q—3

Unfortunately, this does not work: showing indistinguishability of hybrids j7 — 1
and j would require first showing that the adversary cannot extract the key k
during the last ¢ — j queries; indeed, with knowledge of k one easily notices the
switch in past queries. This leads to a circular argument.

Instead, when switching classical queries to the ideal case, we also modify F
(for all remaining queries) in a small number of locations, and then reset these
modifications at a later stage:

|E).R.....|E) . R |EV) Eg),....|EV) EY) . (5)

J q—J

where EU! denotes the quantum oracle with roughly j modified locations. Making
such modifications necessitates the use of a particular technical ingredient: a



resampling lemma”. Such a lemma states that an adversary cannot detect such
modifications unless it has made a very large number of quantum queries to F
prior to the modification being made.

Ideal cipher resampling. In this work, we develop the above technique in the case
where F is an ideal cipher. This enables first full post-quantum security proofs for
a variety of block cipher constructions. The key technical advance is a resampling
lemma for the ideal cipher model. Consider the advantage of a computationally
unbounded distinguisher D in the following three-phase experiment.

1. Anideal cipher E : {0,1}™ x {0,1}" — {0,1}™ is sampled, and D gets (two-
way) quantum-query access to E. Then D (adaptively) selects and outputs
a description of a distribution M.

2. A sample (k, sg, s1) is drawn from M, and Fy(so) and Eg(s1) are swapped
(b=1) or not (b=0).

3. D continues with access to (the possibly modified) F, and eventually outputs
a guess b’ for b.

We show that the advantage of D is at most 44/q - 2", where h is the min-
entropy of M and ¢ is the number of phase-1 queries made by D. The bound is
independent of the number of phase-3 queries.

The full technical statement appears in Section 3. Using this lemma and the
hybrid technique above, we prove the security of several constructions below.

FX construction. The FX construction [KR96,KR01] transforms a block cipher
E:{0,1}"x{0,1}"™ — {0,1}™ with key length m into another block cipher with
the same block size but a longer key. The formal definition is as follows.

Definition 1 (FX construction). Let m and n be positive integers. Let E :
{0,1}™ x {0,1}™ — {0,1}™ be a block cipher. The FX construction is defined as

FXE(2) = By (z @ k1) @ ko, (6)

where K = (ko, k1, ko) with ko < {0,1}™ sampled independently and uniformly,
and the marginal distributions of k1, ke € {0,1}" are uniform. For the remainder
of this paper, we use K to denote this distribution over K.

For post-quantum security in the QICM, the relevant quantity is the distin-
guishing advantage

Advi =

paPr AR <] pr AR < 1}’ (7)

of an (unbounded) adversary A in distinguishing FX from a random permuta-
tion R using gc classical queries, while making gg quantum queries to E. Both

" One also needs a reprogramming lemma (to reset these modifications at a later stage)
but this is a relatively straightforward quantum search lower bound [ABKM?22].



forward and inverse queries are allowed. In Section 4, we show that

Advi\X < 4(gc/9g + 909c) - o~ (m+n)/2 for go <« 2" (8)
AdvE‘X < q% -QTm for go ~ 2" (9)

For calculating the number of queries required for constant success probability,
our bounds are tight. For small gc as well as go = 2™ (i.e., the full codebook
case), Grover search for remaining keys matches the bound. For ¢¢ = 2n/3 BHT
collision-finding [KM12] also matches our bound.

In contrast, in the classical ideal cipher model, the FX construction is tightly
secure (i.e., indistinguishable from an independent uniformly random permuta-
tion) with distinguishing advantage [KRO01]

AdVFX < 4rX - 4E

A = om+n (10)

against an adversary making grx queries to FXg and gg queries to E.

Applications to lightweight ciphers. A relatively straightforward application of
lower bound for FX establishes post-quantum security of the PRINCE [BCGT12]
cipher in the QICM. Concretely, the security of PRINCE is derived from that
of a closely related variant of the FX construction, which we denote by FX and
define formally in Section 4.3. The post-quantum security of FX then follows
directly from the same security for FX, as in Section 4.3.

Another application of our FX analysis is PRIDE. Since PRIDE instanti-
ates FX with the constraint k; = ko, the relevant construction in the QICM
is FXky, k1, 5y (), which is already covered by our general proof. Because our
analysis relies only on the marginal uniformity of the keys, this special case fits
directly within our framework. As in Section 4.3, the post-quantum security of
PRIDE follows immediately from our FX result.

Tweakable ciphers. As a second major application of our technique for the
QICM, we establish post-quantum security of two tweakable block ciphers: LRW
and XEX2 in Section 5. Tweakable block ciphers like LRW have a variety of appli-
cations, e.g., to modes for authentication and authenticated encryption [Rog04].
The XEX2 cipher forms the core of the widely-used and standardized XTS-AES
disk encryption scheme [P1606,Dwo10b]. The LRW construction is defined by

LRWkE”kh, (1,2) = Ex(z ® hiy (7)) @ hypr (7). (11)

Here, 7 is a tweak parameter, h is an XOR-universal hash function, and F is a
block cipher. XEX2 is defined similarly, except that (roughly speaking) Ej. (for
independent k') is used in place of h. Our post-quantum bound for distinguishing
LRW from an ideal tweakable cipher is similar to that for FX, but with an
additional additive term of 6q20 - 27", This corresponds to a (purely classical)
collision attack that is possible against LRW but not against FX. For XEX2, our
bound is qé -27™ 4 3¢% - 27", and is derived from Theorem 1 below.



In the classical setting, LRW achieves birthday-bound security. In the ideal
cipher model, its distinguishing advantage is bounded by approximately 2~"/2 4+
2-™/2 Prior work [LRWO02,JN20] establishes that any classical adversary re-
quires ¢ = 0(2”/ %) queries to distinguish LRW from an ideal tweakable cipher,
and this bound is tight due to the existence of matching collision-based at-
tacks. Similarly, the standardized XEX2 construction used in XTS-AES [P1619]
has been extensively analyzed [CSR*08,LM08,Rogl3], exhibiting comparable
birthday-bound security in the classical model.

In the post-quantum setting, our additional term qzc - 27™ in the bound
corresponds directly to the classical collision attack that also limits LRW ’s
classical security. The remaining terms in our bound arise from the inherent
quantum speedups in key search and collision finding.

Block cipher modes. In Section 6, we give the following general lifting theorem
for establishing post-quantum security of block cipher modes.

Theorem 1 (informal). Let Exp be a security experiment and Con a construc-
tion instantiated with a block cipher E. Then the post-quantum security of Con
1s bounded as follows:

Exp-P :

AdVER LR (q,1) < Advyr™Pq' 1) + 6(q), (12)
where ¢’ is the number of E-queries made by Con and the challenger, (q,t) de-
notes the (query, time)-complexity of the quantum adversary, and §(q) is the
classical information-theoretic security of Con.

While this lifting theorem is straightforward to prove, it offers a useful and rather
general observation for establishing post-quantum security for a wide variety of
block cipher modes, including CBC, ECBC, CMAC, GCM, and GCM-SST. It can
also be applied in the QICM, with the SPRP advantage term becoming (¢’)%/2™,
corresponding to a lower bound for quantum key search. This also yields lower
bounds for LRW and XEX2, although, in these cases, better bounds are available
using the hybrid technique discussed above.

We remark that while Theorem 1 applies to FX, LRW, and XEX2 in the ideal
cipher model, our hybrid-based analysis yields significantly tighter bounds.

1.4 Related Work

We review related work on post-quantum (Q1l-model) security of keyed sym-
metric ciphers, focusing first on lower bounds and then on attacks. Since our
results concern query lower bounds, we distinguish between offline computation
time and queries to an “offline primitive” (e.g., a public random permutation),
a distinction not always made in cryptanalytic work.

Alagic et al. [ABKM?22] proved a tight lower bound for Even-Mansour using
the hybrid technique, later extended to tweakable Even—Mansour [ABK™24].
These methods have since been applied to key-alternating Feistel [BBCT25],
multi-round Even-Mansour [BEM24], and Ascon [Hos25].



All these ciphers admit attacks that begin with a small number of classi-
cal queries, followed by Grover search on the offline primitive to recover the
key. Kuwakado and Morii showed that BHT collision finding [BHT97] yields an
Even-Mansour key-recovery attack using 0(2"/ 3) classical and quantum queries,
time, and space [KM12]. Bonnetain et al. improved this via the offline Simon
algorithm, matching the query complexity while requiring only polynomial quan-
tum space [BHNT19].

The offline-Simon algorithm also applies to key recovery on the FX, demand-
ing O(2(m+7)/3) classical queries while maintaining poly(n) classical memory.
Additionally, the earlier meet-in-the-middle attack [HS18] on the FX requires
O(23(m+7)/7) classical queries and O(2(m+™)/7) classical memory. Bonnetain et
al. [BSS22| propose the first general quantum key-recovery attack in the post-
quantum setting on a symmetric block cipher, offering a super quadratic speedup
compared to the best classical attacks. Their work extends the offline-Simon al-
gorithm to attack the 2XOR Cascade construction [GT12], achieving a 2.5x
quantum speedup in the exponent over the best-known classical attack.

2 Preliminaries

Notations and definitions. Sampling an element s uniformly at random from
a set S is denoted by s <— S. We let P(n) denote the set of all permutations
on {0,1}™. A block cipher E : {0,1}™x{0,1}™ — {0,1}" is a keyed permutation,
i.e., Ex(-) = E(k,-) is a permutation of {0, 1}" for all & € {0,1}™. We also define
the swap operator swap,, ,, : X — X as

i
e (13)
T, otherwise.

swap, ., (7) = {

That is, swap, , exchanges a and b and leaves all other elements unchanged.
For an oracle O, we write =0 to denote two-directional access, i.e., the
adversary gets access to both O and O~!. Given a function F' : {0,1}* — {0,1}¢,
we let |F') denote the appropriate quantum oracle |z) |y) — |z) |y ® F(x)) for
making quantum queries to F. So, for example, the notation A=) denotes an
algorithm A4 that can make classical queries to a function F' (forward only) and
quantum queries to a permutation P (in both the forward and inverse direction).

A reprogramming lemma. For a function F : {0,1}* — {0,1}" and a set B C
{0,1}¢ x {0,1}™ such that each z € {0,1}* is the first element of at most one
tuple in B, define

R s

The following is taken verbatim from [ABKM22, Lemma 3]:



Lemma 1 (Reprogramming Lemma). Let D be a quantum distinguisher in
the following experiment:

Phase 1: D outputs descriptions of a function Fy = F : {0,1}* — {0,1}"
and a randomized algorithm B whose output is a set B C {0,1}* x {0,1}"
where each x € {0,1}¢ is the first element of at most one tuple in B. Let
By ={z|3y: (z,y) € B} and ¢ = max, (0,1} {Preslr € B1]}.

Phase 2: B is run to obtain B. Let Fy = F(B) . A uniform bit b is chosen, and
D is given quantum access to Fy.

Phase 3: D loses access to Fy, and receives the randomness r used to invoke B
in phase 2. Then D outputs a guess .

For any D making q queries in expectation when its oracle is Fy, it holds that

|Pr[D outputs 1| b= 1] — Pr[D outputs 1|b=0]| < 2q-+/c. (15)

3 Ideal Cipher Resampling

The hybrid technique described in Section 1.3 is rather general, and could in
principle be applied to a wide variety of settings. One particular setting of in-
terest is the Quantum Ideal Cipher Model, where the oracle |E) gives quantum
oracle access to the ideal cipher, and the oracle E ;) gives classical oracle access
to some construction based on E (e.g., a tweakable cipher.) The main technical
ingredient that is then required is an appropriate resampling lemma. We now
briefly introduce the Quantum Ideal Cipher Model (QICM) and state our new
resampling lemma for that model.

Quantum Ideal Cipher Model. The QICM was first discussed in [HY18]. Define
E(m,n) to be the space of all keyed permutations where the key k € {0,1}™
and the input z € {0,1}". In the quantum ideal cipher model, we treat the
underlying block cipher as an ideal cipher FE < £(m,n), meaning that for each
key k, the function Fj is a random permutation. Additionally, adversaries have
quantum-computational capabilities in this model, and are thus allowed to make
both forward and backward quantum queries to the ideal cipher.

In the security notions mentioned above, we consider algorithms having only
classical access to secretly keyed primitives. When we consider constructions of
keyed primitives (e.g., a tweakable block cipher) from public primitives (e.g.,
a random permutation), however, we provide the distinguisher with quantum
oracle access to the public primitive. Thus, for example, a quantum distinguisher
in the QICM can apply the unitary operators

(k) [2) [y) = |k) [2) | Ex(2) © y) (16)
) @) y) = |k) |2) | B (2) @ ) (17)

to quantum registers of the adversary’s choice. We will denote an algorithm A
with such access to a block cipher E by A=),



A resampling lemma for the QICM. We give a resampling lemma for ideal cipher
model, generalizing [Hos25, Lemma 3]. Our generalization differs from [Hos25]
in that it works in the QICM rather than the random permutation model, and
in that it allows an arbitrary (distinguisher-chosen) distribution of the key and
resampling points, rather than restricting to uniform sampling.

Lemma 2. Let D = (Dy,D1) be a quantum distinguisher interacting with the
following experiment:

Phase 1: Choose a uniform ideal cipher E € E(m,n) and give D quantum
access to E and E~1. Then Dy outputs a distribution D over {0,1}m+2",

Phase 2: Sample (ko, so,51) € {0,1}™x{0,1}"x{0,1}"™ according to D. Define
E©) = F and EM as

B (2) =

{Ek*(a:), if k* # ko, "

Ey- O swapg, s, (x)7 ’Lf k* = kOa

where swapg o 14s the transposition swapping so and s1. A uniform bit b €
{0,1} is chosen, and D is given ko, s, $1 along with quantum access to E®),
Finally, D outputs a guess .

For a distribution D on {0,1}™2"  define

e = max D(kj,s5,87) - 19
(b o (kg 50, 51) (19)

Then for any distinguisher D making at most q queries to E in Phase 1, it holds
that

[Pr[D outputs 1| b=1] — Pr[D outputs 1 | b=0]| < 4,/2"-q-¢. (20)
The proof follows the approach of [ABKM22,Hos25], which proceeds by

bounding the trace distance between the quantum states produced after Phase 1
in the original case (b = 0) and the reprogrammed case (b =1).

4 Post-Quantum Security of FX

4.1 Post-Quantum Security

We now state and prove a post-quantum security bound for FX (Definition 1).
As in the classical case discussed above, we are concerned with the maximum
distinguishing advantage between FX and an independent uniformly random
permutation in the ideal-cipher model.

10



Theorem 2. Let A be an adversary making qo classical queries to its first oracle
and qg quantum queries to its second oracle. Then

Pr [AinK[E],\im _ 1}
(ko.k1,k2)¢—{0,1}m+21; B E(m,n)

b [asnin
R+P(n);E«&(m,n)
4 n 2 Jic
“qcv/9q ———F4qQvd4c:
27 (2" — go + 1) ERVCTE

Proof. For a general adversary, whether a particular classical query is made in
the forward or inverse direction can be chosen in an arbitrary, adaptive manner.
Without loss of generality, we consider adversaries who fix this order in advance;
this incurs a factor 2 cost in the total number of queries. Our proof will proceed
using a hybrid-by-classical-queries approach. We will now give the proof in the
case where every classical query is in the forward direction. The case where the
relevant classical query is in the inverse direction is handled analogously, and we
omit the detailed proof.

We begin by setting down a way of modifying a given cipher based on a
choice of key and a list of classical queries to an FX oracle. Let E € &(m,n),
K = (ko, k1, ke) < K, and fix a list {(x1,y1), (z2,92),- - ., (Tgc» Yge ) }- Each pair
(x;,y;) represents an input—output pair of a classical query. Repeated queries
are not allowed, i.e., z; # z; for all i # ¢'. For any j < ¢c¢, let T; be the
list containing the first j queries. The “modified cipher” after j-many queries is
denoted ETiK | and is given by

,_ Ew(z)  ifk* #ko
B (2) = v 21
@ (@) {E,Q’K(x) i k= ko. 2

where EQ’K is defined as follows. First, define ET0-K = E and for all j € [1, q¢],

T;,K Tj_1,K
B (2) = swapEkTg,l,K(Ij@kl)yijB]C2 o BN (2). (22)

Note that the above definition differs from prior work [ABKM22,ABK™24],
[BBCT25]. Specifically, E7#'X is now constructed recursively based on ETi-1-%
whereas in previous work, it was not. Roughly speaking, E75-X denotes a slight
modification of E that remains consistent with the transcript 7}, as stated in
Proposition 1. The proof is straightforward and we omit the routine details.

Proposition 1. For any E € E(m,n), K = (ko,k1,ke) < K, j € {1,...,qc},
transcript T; = {(x1,%1), . . -, (&}, y;)} without repetition, and any i € {1,...,j},
it holds that

E;QK($1 D ki) D ke = y;.

11



For compactness, we occasionally write E7 in place of ETi-K when T b and K are
understood from the context. We also set E° = E.
We now define a sequence

Ho, Hy, Hj, H) H, Hj,... H)_ (23)

of hybrid experiments. Each experiment begins with sampling uniform R € P(n)
and F € £(m,n), and a uniform key K = (ko, k1, k2) + K. The remaining steps
of each hybrid are as follows.

Experiment H;.

1. Run A, answering its classical queries using R and quantum queries using
E, stopping immediately before its (j + 1) classical query. Let T be the
list of classical queries so far.

2. For the remainder of the execution of A, answer its classical queries by
FXx[ETi-K] and its quantum queries by ET5-%.

Experiment H]1 .

1. Run A, answering its classical queries using R and its quantum queries using
E, until A makes its (j + 1)%* classical query, which we assume to be in the
forward direction. Let T} be the list of classical queries so far.

2. Define set S = {0,1}"\{z1 D k1,--- ,x; ® k1}. Choose uniform s € S, and
define EM as

E(P(x) _ Ep+(x) if k* # ko
p (Eko o swapkl@xHI,S) (z) it k* = ko.

Continue running .4, answering its remaining classical queries (including the
(j + 1)) using FXgx [(EM)T5K], and its quantum queries using (EM1))75-K,

Experiment H? .

1. Run A, answering its classical queries using R and its quantum queries using
E, until A makes its (j + 1) classical query, which we assume to be in the
forward direction. Let Tj41 be the list of classical queries so far, and Tj the
subset consisting of the first j queries.

2. Answer query j + 1 as in H}, Le., with (j + 1) query using y,41 :=
FX[(EM)T5K](2;41). Then construct E7T! = ETi+1K as defined adap-
tively as in Equation 21. Continue running A, answering its remaining clas-

sical queries using FXy [ETi+1: K] and its quantum queries using ETi+1-5

Experiment Hg’ .

1. Run A, answering its classical queries using R and its quantum queries using
E, stopping immediately after its (j 4+ 1) classical query. Let T 41 be the
set of classical queries so far.

2. For the remainder of the execution of A, answer its classical queries using
FXk [ET+5] and its quantum queries using E7+105 je. [EIT1).

12



We can compactly represent the hybrids {H],H1 H2 H HJ+1} as the ex-
periments in which A’s queries are answered using the followmg oracle sequences.
Let (EM)J denote (E( ))TJ’

,R,|E),--- ,R,|E), FXg[ E’7 |,|E7) JFXk [E7],|E7), -
H}:|E s By |E)  FXg[(E ))”] [(EWY) FXr[(EWY], (ED),-
v R, |E> ) FXK[(E(1 )J] |EJ+1> ) FXK[Ej+1]7 |Ej+1> T
H3|E 7Rv |E P 7Ra |E>a R a|E]+1> aFXK[Ej+1}7‘Ej+1>a"'
Hj+1 :|E 7Ra |E>a 7R3|E>a R a|E> aFXK[Ej+1}>‘Ej+1>a""

j classical queries (74+1)st classical query qgc—j—1 classical queries

Then we establish the following bounds on the distinguishability of H; and
H, 1, step by step, for 0 < j < gc:

Lemma 3: | PrlA(H;) = 1] - PrlA(H}) = 1] <4,/ —¢
2m(2" —j)

Lemma 4: Hj = H}

Lemma 5: sz = Hi’

27+ 1)
om+n

Lemma 6: |Pr[A(H§-’) =1 -PrlAH;11) =1]| <2-¢9g,j+1
where qg j+1 is the expected number of queries A makes to P in the (j + 1)

stage, i.e., the stage between the (5 + 1)t and (j + 2)"¢ classical queries.
Using the above, we have

| PrA(Ho) = 1] - ac) =

‘IC 1
[ 49 [2(j +1)
( 2n + 2 4Q.i+1 om+n
lIc 1
/ | 2qc
( 2m 271 + 2: 4Q.j+1 2m+n>
7=0

“qenag + \/7%3\/(170 (24)

IN

IN

2m(2n —qc + 1)

Remark. When ¢¢o < %2", our bound can be simplified to

8
W(QC\/@‘FC]Q\/(]?)«

As g¢ approaches 2™ (in particular when go = 2™), the bound above is no
longer tight. In this case, as explained in Section 6.2, the distinguishing problem

13



between (R, E) and (FXk, F) is equivalent to the UNIQUE-SEARCH problem on

2
ko. By Corollary 2, this yields an advantage of gﬁ{.

We now prove Lemma 3, Lemma 4, Lemma 5 and Lemma 6.

Lemma 3. Forj=0,...,qc,

_ 1y _ 4Q
|[Pr[A(H;) = 1] - PrlA(H;) = 1]| < 4 man—j)

Proof. In this lemma, we bound the distinguishability of H; and HJ1
Hjl : ‘E> >R7 |E> P 7Ra |E> ; FXK[(E(l))J]a |(E(1))J> ) FXK[(E(I))j]v (E(l))ja e

Let A be a distinguisher between H; and HJ1 We construct from A a distin-
guisher D for the resampling experiment of Lemma 2. D does:

Phase 1: D is given quantum access to an ideal cipher E. It samples a uni-
form R <+ P, and then runs A, answering its quantum queries with F
and its classical queries with R (in the appropriate directions), until .4 sub-
mits its (j + 1)%* classical query z;41. At that point, D has a list 7; =
{(z1,91), -+, (zj,y;)} of the queries/answers A has made to its classical
oracle thus far. Next, D constructs a distribution D on {0,1}™+2" and its
sampling algorithm I7. To sample a tuple (ag, 20, 21) + D, II does the fol-
lowing:

1 : Sample uniform ag € {0,1}™ and 2o € {0,1}™.
2 : Construct S ={0,1}"\{z0® 1 S xjy1, - - ,20Px; D1}
3 : Sample uniform z; € S, and output (ag, 20, 21)-

Phase 2: Dis given (ko, so, s1) < D and quantum oracle access to a cipher E®),
Then D sets ki = 41 @ So, ka2 ’C|k0,k18 and K = (ko, k1, k2). It then
continues running A, answering its remaining classical queries (including the
(j + 1)%) using FXg[(E®)T5K], and its remaining quantum queries using
(BN K D outputs whatever A does.

Defining St = {z1®k1, - 2;®k1 }, we have s; € {0,1}"\ S from algorithm
II. In phase 1, distinguisher D perfectly simulates experiments H; and H]1 for
A until the point where A makes its (j + 1) classical query. In phase 2, we first
note that k; is uniform since sg is uniform and independent of z;;,. If b = 0,
D gets access to E(®) = E in phase 2. Since D answers all quantum queries
using (E(®)T5-K and all classical queries using FXg[(E(©)75K], we see that D
perfectly simulates H; for A in that case. If, on the other hand, b = 1 in phase 2,
then D gets access to (EM)T5K  where

5O (g = [P @) if B ko
k Eko o swapsO’ 51 (l‘) if k¥ = k‘o .

8 This denotes the conditional distribution of ks given (ko, k1). Note that while this
conditional distribution may depend on (ko, k1), the induced marginal distribution
of ko is uniform by definition of K.

14



Since k1 = 50 ® =41, it holds that

ED (@) = { @) if k* # ko
kb Eyp, 0 swapkl@thsl(x) if k* = ko .

Moreover, the fact that sy (and hence so @ 11), ko and ko are uniform implies
that D perfectly simulates HJ1 for A. Applying Lemma 2 thus gives

[PrA(H,) = 1] - PrlA(H}) = 1]| < 4 /qq = 2",

where,
; D(ko. s0,51) 1
= max ,80,81) = ————.
(kg osg.s)efo,ymezn 00T T gman (gn — )
Therefore, we have
[Pr[A(H,) = 1] — PrlAH}) = 1]| <4,/—29
J J — 2m(2n _ ])

Lemma 4. For j=0,...,qc, Hj1 = HJ2

Proof.

Hj: |E),R|E), - R|E), FXg[(EW)V]|(EW)) , FXp[(EMY], (D),
H? : ‘E> 7R7 |E> [ vRv |E> ’ FXK[(E(I))JL |Ej+1> 7FXK[Ej+1]7 |Ej+1> PR
We first prove the following proposition.

Proposition 2. For any K = (ko,k1,ke) < K, 7€ {1,...,q9c}, i€ {1,...,5},
and all r € {0,...,j}

(B (w @ k) = BN (@@ k),
when s ¢ {x1 ® k1, 7; © k1 }.

Proof. We will do a proof by induction on r. We start by the base case r = 0.
We note that since the classical queries are not repeated, zj+1 ® k1 ¢ {1 &
ki,---x; @k} Additionally since s ¢ {z1 @ k1,---x; ® k1 }, we have that for all

26{1,,]}

(E’E:i))TO,K(m,L' D k)= E]ii)(xl @ ki) = Ej, o SWap, . @k, (i D k)
= Eko ($Z D kl)

Assume for some » — 1 > 0 that

(EI(CE))TT,l,K(mi P kl) — E]Z;,.,l,K(mi D kl)

15



Then by the definition,

1 : NT,—
(E;(go))T”K(xi Dk = swap(Ei,t))T“l’K(wr@lﬁ),yr@kQ o (El(co))T' VK (g @ k)

_ To1, K
— swapEkTg,l,K(Ir@kl)’y@l€2 o B,/ (z; ® k1)
By induction, the proposition holds for all r € {0, ..., j}. O

In particular, for all ¢ € {1,...,j},
(B i@ k) = B @ )

To prove H]1 and H? are identical, it suffices to show that the quantum

oracles (E™M)7 and E/*! are identical. Note that (E,(Cl))J = BT for all k* # ko,
we only need to consider the case where k* = k.
In both HJ1 and H?, the response to the (j + 1)5¢ classical query is:
ef . .
i1 & FXg[(ED)V DK (241) = (BT K (211 @ k) © ke
1

(1)
- HSwap(El(cg))Ti71'K($i®kl)7yi@kz © Eko (xj'H ® kl) D ko
i=J

T, K

1
- Hswap(Eko)Ti’l’K(mi@kl)yyi@kz © By (s) @ kg = By, (s) @ ka,
=i

where the fourth equality comes from Proposition 2. We use “[]” to denote

sequential composition of operations, i.e., [["_; fi = fio---o f,. By rearranging

—1
T, K .

5= (Ekg ) (yj+1 @ k2), it follows that for any = € {0,1}",

(1)yj
(B, ) ()
= SWAR(ED i1 (s 0k), ys0ks OO SVAPED (zr@k), vk © By, 0 sWapy, ok, s(2)
= SwapEigl(zj@kl),yjeakz O OSWAPE, (2 @hy), y) ks © B, oswap, g, ()
_J )
= Eko ) SWapijrl@kl’(E.;O)—l(ijrl@kQ)(x)

_ ) J _ i+l
B swapEJko (zj41®k1), yj410k2 © Eko (z) = Eko (),

where the second equality comes from Proposition 2. This concludes the proof
that (EM)7 = EI+1 Tt follows that H} = H. O

Lemma 5. For j=0,...,qc, H} = H .
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Proof.

H? : |E> aRv ‘E> s T 7R7 ‘E> ) FXK[(E(l))j]v |Ej+1> ) FXK[EjJrl]a |Ej+1> P
H?: |E),R,|E), - ,R,|E), R BT FX g [BITY) | BT

We observe that H? and H? differ only in the response to the (j + 1)%* classical
query. In H?, this query is answered using

yirr = FXg[(ED)T K (200) = B (s) @ ks,

as shown in Lemma 4. In contrast, in Hf the same query is answered with
Yir1 = R(zjt1).

Next, we prove that y;,; is distributed the same in both H? and H;’ Recall
Proposition 1, we have

yi = BN (@ k) @k, Vie 1],
and since s € {0,1}" \ {z1 ® k1, ..., z; ® k1}, it follows that in H?,
T, K n
yj+1:Ekg (S)@kQG{Ovl} \{y17-~'7yj}'

T, K . . .
Moreover, because £’ is a permutation, the mapping
0

T, Dk — inEkTg’K(JSi@h)@kQ

is injective. Since s is chosen uniformly from {0,1}"\ {z1 @ k1,...,z; ®k1} and
ko is uniform, the output y;41 is uniformly distributed over {0,1}"\{y1,...,v;}
in H? In H?, since classical queries are not repeated, y;j4+1 = R(x;41) is also
uniformly distributed over {0,1}™ \ {y1,...,y;}. Thus, the distribution of y;;1
conditioned on all previous queries is identical in the two hybrids.

Moreover, in both H? and H;-’, the construction of E7*! follows exactly the
same procedure, i.e., from the first j + 1 classical input—output pairs and E as
specified in Equation 21. Consequently, the two hybrids yield identical distribu-
tions, and hence H? = H? a

Lemma 6. For j =0,...,9c — 1,

23 +1)

PrlA(H}) = 1] - PrlA(H;11) = 1] € 2-q0,j11 omin

where qq j+1 is the expected number of queries A makes to |E7TY) in the (j+1)**
stage in the ideal world (i.e., in Hy ).

Proof. Let A be a distinguisher between H;’ and H;; ;. We construct a distin-
guisher D for the experiment from Lemma 1:

17



Phase 1: D samples uniform F € £(m,n) and R € P(n). It then runs A,

answering its quantum queries using R and its classical queries using F, until
after it responds to A’s (j + 1) classical query. Let Tj1q = {(x4,:) 1] be
the list of classical queries by A thus far. D defines F'(a, ko, z) = Ej, (z) for
a € {1,-1}.
It also defines the following randomized algorithm B: sample K + K and
write K = (k§, k], k3). Then it computes the set B of input/output pairs
to be reprogrammed so that F(5)(a, ki, ) = (E,Zg“’K)a(:z:) for all a, kg, x.
Finally, D outputs (F, B).

Phase 2: Bisrun to generate B, and D is given quantum access to an oracle Fy,.
D resumes running A, answering its quantum queries using Fj. Phase 2 ends
before A makes its next (i.e., (j + 2)"?) classical query.

Phase 3: D is given the randomness used by B to generate k. It resumes run-
ning A, answering its classical queries using FXx[ETi+1%] and its quantum
queries using ET5+1-% Finally, it outputs whatever A outputs.

It is immediate that if b = 0 (i.e., D’s oracle in phase 2 is Fy = F)), then A’s
output is identically distributed to its output in H; ., whereas if b =1 (i.e., D’s
oracle in phase 2 is F; = F(B)), then A’s output is identically distributed to its
output in H;’ It follows that |Pr[A(H?) = 1] —Pr[A(H;;) = 1]| is equal to the
distinguishing advantage of D in the reprogramming experiment of Lemma 1.
To bound this quantity, we bound the parameter ¢ and the expected number of
queries made by D in phase 2 (when F' = Fp).

The value of € can be bounded using the definition of E,Zg“’K and the fact

) a
that F5)(a, kf,x) = (E,Z;,Z“’K) (z). Fixing E and Tj41, the probability that
any particular input (a, kg, z) is reprogrammed is at most the probability (over
k) that it lies in the set

{ (17 k()7.’IIi ® kl) 9 (17 k07 E];OI (yz @ k2)) ) }j+1
(_17kOaEk0 (xl@kl)) _17k07yi@k2)

=1

i
We compute the probability that (a, kg, z) = (1, ko, z; ® k1) for some fixed i. As
ko and ki are uniform,

o=(m+n) 4 =1

Prk[(a,ks,z) = (1,]60,331' S5 kl)] = { .
0 a=-—1

A similar bound holds for the other possibilities. By distinguishing the cases
a=1and a = —1 and applying a union bound, we get ¢ < 2(j + 1)/2m*".

The expected number of queries made by D in phase 2 when F = F| is equal
to the expected number of queries made by A in its (j + 1)** stage in H, ;.
Since H;1; and H,, are identical until after the (j + 1)** stage is complete, this
is precisely qg,j+1- a

Remark. Our proof covers the case k; = ko. Since K allows arbitrary depen-
dence between k; and ko as long as their marginals are uniform, choosing ko = ky
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is simply a valid (fully correlated) instantiation of K. Our analysis never relies
on k; and kg being distinct, so all arguments apply unchanged.

4.2 Tightness

Reference Tradeoff between gc and qg
Classical [Dinl5] qg=2mt"

Grover qQ =2 e , qc = constant
Crover + BHT [KM12] go =275 g0 =2%

Meet-in-the-Middle [HS18] ||gc - ¢§ = 2°(™T™) g < {2, 23(m+m)/7T}

Offline-Simon [BHNP*19] qc-qp =2"1" go <2

Table 1. Tradeoffs for quantum attacks on the FX construction. gc denotes the number
of online classical queries and g denotes the number of offline quantum computations.

4.3 Applications

The PRINCE cipher. The classical security of PRINCE is analyzed in the
ideal cipher model via the primitive FX, the a-reflection variant of the standard
FX construction. Let F5* denote the m-dimensional vector space over Fy. Let H
be an (m — 1)-dimensional linear subspace of F3’, and let o« € F5* be a fixed
nonzero element with o ¢ H. Thus, F3" is partitioned as H U (o @ H). Define

FX () = FXko b1,k () if ko € H,
ko kska FXI;ol@a, ki1, ko (x)7 if k() €adH.

[BCG*12, Corollary 1] shows that FX achieves the same level of security as
the original FX construction, in the pure classical setting.

Corollary 1 ([BCG*12]). AdvRRF(qrx, qr) = Adv%’zRP"C(q,j.;(, qE)-

The classical proof of Corollary 1 carries over directly to the post-quantum
setting. Together with Theorem 2, this implies the post-quantum security of
FX, and hence the post-quantum security of PRINCE in the QICM, i.e., where
PRINCE_ ... is modeled as a quantum-accessible ideal cipher.

The PRIDE cipher. The classical security of PRIDE is analyzed via the stan-
dard FX construction, instantiated with the ARX-based core PRIDE ... In the
specification of PRIDE, the master key is split into two halves, where one half is
used for input/output whitening and the other half drives the round function of
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PRIDE_ . Concretely, in the ideal cipher model where PRIDE., is replaced by
an ideal cipher F/, PRIDE can be expressed as the special case FXp, i, 1, of the
general FX construction, i.e.,

PRIDE(ko, k1;7) = k1 & Ep, (2 @ k1).

The classical security analysis of this design is provided in Section 5 of [ADK™14].
The post-quantum security of PRIDE follows directly from Theorem 2.

5 Tweakable Block Ciphers

5.1 Definitions

Definition 2 (Tweakable Permutation). Let 7 be a tweak space. II : T x
{0,1}" —> {0,1}™ is a tweakable permutation, where for each tweak T € T,

(7, & p, isan independently and randomly chosen permutation on {0,1}".
We also define E(T,n) to be the set of all such tweakable permutations. Addi-
tionally, we denote the “inverse” oracle as II™*(r,-) := II=*(-) for some T € T.

Definition 3 (SPRP(-PQ) Security of Tweakable Block Cipher). Let
G :{0,1}™ x T x {0,1}" — {0,1}" be a tweakable block cipher. The (Post-
Quantum) strong pseudorandom permutation security of G is measured by the
mazimum advantage over all (quantum) adversaries A:

SPRP(-PQ) _
Advy, (g,t) = Jmax Adva (A, q)

= maXx

Pro [AGDG) —q] = pr [ATCOIT) — )
AT A<t

k«{0,1}™ T+&(Tn)

Here, the probabilities are additionally over the randomness of A, and the ad-
versary A is allowed up to q classical queries to the oracles within a time bound
t. IT is a tweakable permutation, where H( \) is a random permutation, and

T%T.

Remark. Definition 3 provides a general definition of distinguishing advan-
tage. However, when considering the SPRP-PQ-security of a construction in the
QICM, where the underlying block cipher E is an ideal cipher, which can only
be accessed through oracle queries rather than a public description; we provide
adversaries with these additional oracles, |E(-,-)) and [E~1(-,)). Formally, if we
consider the SPRP-PQ-security of a construction G[E ] where the cipher E is
accessible exclusively through oracle queries, then the security is measured as
below:

Pr [AG[Ek]:G_l[Ek_l]r‘E>7‘E_l> — 1}
k«{0,1}™

~ Pr [Aﬁ,ﬁ*1,|E>,|E*1>:1]
I+&(T,n)

AIVETRE" (0, 1) = mys
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Definition 4 (XOR-Universality). A family of functions h = {hy : {0,1}"
— {0,1}"}rex is called e-XOR universal if for a randomly drawn key k € KC,
Vr,y,z € {0,1}™ and x # y,

P$r [hi(z) ® hi(y) = 2] <e.
kK

If e = 2%, h is simply called XOR universal.

Definition 5 (Uniformity). A family of functions h is uniform if Va,y €
{0, 13",
Pr [hr(x) =y]=2"".
LN
Remark. We note that, for these properties to hold, it is necessary that |k| > n.
This further implies that Vz, y, there exists at least one k such that hg(z) = y.

Definition 6 (LRW construction [LRWO02]). Let m and n be positive in-
tegers. Let FE : {0,1}™ x {0,1}™ — {0,1}"™ be a block cipher. Let h be a hash
function. The LRW construction is defined as

LRW, (7, 2) = E(@ & hy (1)) @ hiy (1),

where k <& {0,1}™ s the block cipher key and k' & {0,1}" is the tweak key,
x € {0,1}" is the input, 7 € {0,1}* is the tweak, and h is a hash function. For
simpler notation, we write LRWkE”k}f (1,2) as LRWy (T, x), when E and h are
clear from the context.

Theorem 3 (Classical security of LRW [LRWO02,Min06]). Let h be an
e-XOR-universal hash function. Then for LRWE" construction,

Advigiy (a,1) < Advi”™ (g.) + o,
where q is the number of queries to LRW, (-, ) within a time bound t.

We note that the security of XEX2 is not analyzed via the hybrid argument
in this section. Instead, its bound is derived later using the more general theorem
presented in Theorem 7.

Definition 7 (XEX2 construction [Rogl3]). Let m and n be positive inte-
gers. Let E : {0,1}™ x {0,1}"™ — {0,1}™ be a block cipher, and let o € F5,.. The
tweakable block cipher construction XEX2 is

XEXZE’}S(J:’ Za]) = Ek(ﬂf S Ai,_’i,k’) S2) Ai7j7k/7

where A; j i = o X, Ep/(i). Here, x, denotes multiplication in the finite field

Fon \ {0™}. The key of XEX2 consists of the block cipher keys k, k' & {0,1}™.
Furthermore, x,i € {0,1}", and j € [0,2%0 —1].
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Theorem 4 (Classical security of XEX2 [Rogl3]). Fizn > 1 and let
a € F5. be base elements. Fiz a block cipher E : {0,1}™ x {0,1}"™ — {0,1}™.
Then

2

AdVRERS (4 1) < 24 (0,0) + 37,

where q is the number of queries to XEX2, within a time bound t.

The tweakable block cipher XEX2 is employed in the NIST-standardized
XTS-AES [P1619], with AES as the underlying block cipher. However, the appli-
cation level security goals of XTS remain poorly understood [CSR™08,Rogl3].
Another variant, which we denote by XEX, uses a single key (k = k’). Dis-
cussions on whether to employ a single key or two separate keys are explored
in [CSRT08,LMO08], with no definitive conclusion reached.

5.2 Post-Quantum Security of LRW using the Hybrid Technique

Theorem 5. Let LRW be as in Definition 6 and let A be an adversary making
qc classical queries to its first oracle and qg > 1 quantum queries to its second
oracle. Assuming h is XOR-universal and uniform, it holds that in the ideal
cipher model,

Pr AELRW, /(B |£E) _ 1} _ Pr AEIIEE) _ 1}
k«{0,1}":k’+{0,1}" —&(T,n);
E+&(m,n) E+&(m,n)

6¢2 4
< 27n + W (QC\/QQ +C]Q\/QC) .

Proof. The proof follows a procedure similar to the proof for FX (Theorem 2).
9 However, in LRW, we introduce bad events related to collisions, defined as
Bad; = Bad; ;1 A Bad; 2, where j indicates the 4t stage of the hybrid:

— Bad, ;: A collision occurs in the set {1 @ hi/(71), ..., 2; ® hiw (75)},
— Bad, 2: A collision occurs in the set {y1 & hi(71),...,y; & hi (75) }.

Using the hybrid technique, we analyze under the condition that these bad events
do not occur:

|Pr[A(Hy) = 1] — Pr[A(H,,

\_/
:

= [Pr[A(Ho) = 1] — Pr[A( qc) LA =Badg.] — PriA(Hg.) = 1A Badg]|
< [Pr[A(Ho) = 1] - Pr{A(H,..) = 1 A -Bad,]| + Pr[Bad,]
qc—1
< Z |Pr[A =1 A-Bad;] — PrlA(H; 1) = 1 A —Bad;1]| + Pr[Bad,,].
This way to introducing bad events was first employed in [Hos25]. a

9 For the complete proof, please refer to the arXiv version of our paper:
https://arxiv.org/abs/2510.08725
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5.3 Attacks and Tightness

We summarize the best-known attacks on standardized LRW and XEX2:
Classical Distinguishing Attack. The best-known distinguishing attacks on LRW
and XEX2, which aim to differentiate them from a block cipher, exploit either
birthday collisions or Even-Mansour-related structures. These attacks require
only O(2"/2) online queries, matching the ¢Z - 27" term in the security bound.
Quantum Complete Key Recovery Attack (shorter cipher key). The offline-Simon
attack [BHNPT19] satisfies the trade-off ché = 2™+ For block ciphers with
shorter key lengths (m < 2n), this attack, recognized as the best known attack,
recovers the secret key using approximately 6(2(m+”)/ 3) online (classical) and
6(2(m+")/ 3) offline (quantum) queries. Up to poly-logarithmic factors, this aligns
with the term /qc qq - 2(m+1)/2 in our security bound.

Quantum Complete Key Recovery Attack (longer cipher key). For longer key lengths
(m > 2n), we can combine Grover’s algorithm with the Kuwakado-Morii at-
tack [KM12]. The query complexity is go = O(2™/277/3) and ¢c = O(2"/3).
This matches the offline-Simon’s attack trade-off, qéqc = 0(2(m+m)/2) " Alter-
natively, we can apply Grover’s algorithm alone to recover the cipher key and
tweak, resulting in gg = O(2(™*+™/2). The choice of attack depends on whether
we prioritize minimizing quantum or classical queries. It aligns with the term
Vac g - 20m+™/2 in our security bound.

6 Block Cipher Modes

6.1 Definitions

Definition 8 (Distinguishing Advantage). Let E : {0,1}™ x {0,1}" —
{0,1}" be an efficient, keyed permutation. Consider an adversary A (which can
be either quantum or classical). The advantage of A in attacking E is measured

by

Advp(A) =| Pr [ABOETO 9 - pp [APOPTO =)
k<«{0,1}™ PP,
where the probabilities are also taken over the randomness of A.

For the rest of the paper, we define T4 as the time an adversary A spends
and Q4 as the number of classical queries that A makes to the oracles.
Definition 9 (SPRP(-PQ) Security). Let E : {0,1}" x {0,1}"™ — {0,1}" be
an efficient keyed permutation. (PQ) strong pseudorandom permutation security
of E is measured by mazimum advantage over all (quantum) adversaries A:

Advy/ P (g, 1) = max  Advi(A)

A: T A<t;
Qa<gq
= max Pr  [AP*OETO = 1)~ pr [APOPTO =1,
A:Ta<t; [k{0,1}m PP,
Qa<g

where the probabilities are also taken over the randomness of A.
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6.2 PRP-PQ Security of an Ideal Cipher

We consider quantum information-theoretic adversaries that are not constrained
by computational resources, such as time or the number of available qubits. The
only restriction is on the number of queries the adversary can make to its oracles.

Definition 10. Let E be the ideal cipher in the quantum ideal cipher model. Let
A be a quantum adversary. The advantage of A in attacking E is measured by:

Advg(A)
=| Pr [AE,C(.),EATI(.)7|E(.,.)>,\E*1(.7.)) — 1]
k+{0,1}m
—_ PI- |:AP7P717‘E>7‘E71> e 1:| .
PP,

For simplicity of presentation, we later will omit the inverse oracles when
considering SPRP(-PQ)-security. Similarly, SPRP-PQ security of an ideal cipher
FE is the maximum advantage taken over all possible quantum adversaries A:

AdVSPRPPQ g, gy) = B CglLaA)(Sq1; Advg(A),
Q2,4<q2
where Q1 4 and Q2 4 represent the queries that A makes to Eif (-) and |[E*(-,-)),
respectively.

We emphasize that no block cipher can offer greater security than an ideal
cipher. Now we start examining the SPRP-PQ security of an ideal cipher. To
establish a bound on the distinguishing probability, we reduce to the UNIQUE-
SEARCH problem from the distinguishing problem.

Definition 11. (UNIQUE-SEARCH,,) Given a function f : {0,1}"™ — {0,1},
such that f maps at most one element to 1, output YES if f=1(1) is non-empty
and NO otherwise.

Theorem 6. Let E be an ideal cipher (in the quantum ideal cipher model) and
assume an adversary A making qc classical queries to Ej and qg quantum
queries to E. Then it holds that

AdVSPRP—PQ—IC — P Ek,‘E> — 1 _ P P,|E) _ 1
e o) =], ). J= By, AT =

< max A dv}}NIQUE—SEARCH( A,

The UNIQUE-SEARCH bound against quantum adversaries [BBBV97] yields:

Corollary 2. Let E be an ideal cipher (in QICM) and assume an adversary A
making qc queries to By and qg quantum queries to E. Then it holds that
9

Ad\/%PRP_PQ_IC(qC7 QQ) < 5
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We note that the bound is optimal, and Grover’s search is the matching
algorithm, which involves querying E 27/2 times to find the key. It is evident
from the bound that only gg, i.e., the number of queries to E, is involved. This
implies that the security lower bound stays the same in the Q2 model, in which
the adversary can query both of its oracles quantumly.

6.3 Security of Block Cipher Modes

Construction Con. A polynomial-time algorithm, that uses a (black-box) per-
mutation as input to produce a specific construction.
Experiment Exp. The security of a cryptographic scheme Con is typically an-
alyzed through a well-defined probabilistic experiment, denoted as Exp. This
experiment captures the interaction between an adversary A and a challenger,
modeled as a classical polynomial-time algorithm.

The success of the adversary A is quantified by the probability that it achieves
a favorable outcome in Exp. The security of the scheme Con is determined by
evaluating the maximum advantage achievable by any adversary A. This is ex-
pressed as:

Adveh () = max Advesh (A).

General Theorem. The classical security of the construction Con[E ], for
a particular block cipher F in a specific experiment Exp, is established through
the following steps:

1. Reduction to the Block Cipher SPRP Security: Replace the block

cipher Fy with a truly random permutation P & Pp, incurring a loss equiv-
alent to the SPRP security of E.

2. Information-Theoretic Security of Con[P]: When E is replaced by P, it
can be shown that the construction Con[P] achieves a certain level of security
in an information-theoretic sense. This means that the security is determined
solely by the number of queries ¢ made to the construction oracle Con[P]
and its inverse, independent of the adversary’s computational power.

Therefore, the final security of Con[E_] in a given experiment Exp against a
classical probabilistic adversary making g queries in time ¢ is given by:

AdVE® 1 1 (a.1) < AdVIPR(¢',1) + 6(g),

Here, ¢’ = f(q), a function of ¢, represents the number of queries made by Con
and Chall to F_(-). Additionally, ¢ denotes the computational resources required
for the reduction to the security of the underlying block cipher. When Con is
instantiated with a specific block cipher F, we can extend the classical security
analysis of Con in a given experiment Exp to establish its post-quantum security
in the same experiment Exp as follows:
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Theorem 7. Let Exp be a security experiment, and let Con be a construction as
defined above, instantiated with a block cipher E. Then the post-quantum security
of Con is bounded as follows:

Advgii8(g,t) < Advy PPO(q 1) + 6(q),

where q is the number of queries made to the keyed construction and its in-
verses, Con[Ey)(-) and DeCon[E; '] (-); ¢ = f(q) represents the number of
queries made by Con and the challenger Chall to E_(-); t denote the time re-
sources available to quantum adversaries in the experiments Exp. 6(q) is the
classical-model information-theoretic security of Con instantiated with an ideal
block cipher.

We also examine the security of Con[E ] in the QICM. As discussed in Sec-

tion 3, in this model, E is treated as an ideal cipher, and Con[E ] is constructed
using such F.

Theorem 8. Let Exp be a security experiment, and let Con be a construction
as defined before. Then the post-quantum security of Con[E_] in the ideal cipher
model is given by:

2

PO PQ- q
Adveaniny “(ac.a0) < Adve™* Pl 40) +6(ac) = 5+ d(gc)

where qc, ¢ and qq is defined as above; t denote the time resources available to
quantum adversaries in the experiments Exp. 6(qc) is the classical-model info-
theoretic security of Con instantiated with an ideal block cipher.

We omit a detailed discussions of Con and Exp here. A comprehensive treat-
ment of their definitions and properties, together with proofs and applications
of Theorem 7 and Theorem 8 on multiple block cipher modes, including CBC,
ECBC, CMAC, GCM and GCM-SST, are provided in the arXiv version.

6.4 Security of LRW and XEX2 using Theorem 7

The result from Theorem 7 extends to tweakable block cipher constructions.
As a direct result, the SPRP-PQ security of LRW also follows from its classical
security bound (Theorem 3).

Corollary 3. Let LRW be as defined in Definition 6, constructed from a block
cipher E and an e-XOR universal hash function family h. Then the post-quantum
security of LRW is given by:

AdViREPR(q, 1) < AdvarRPPR(q, 1) + ¢

We analyze the SPRP-PQ security of LRW. Since LRW is built on E, the
adversary A is granted quantum oracle access to E(,-).
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Corollary 4. Let LRW be as defined in Definition 6. Assuming h is XOR-
universal, the post-quantum security of LRW in QICM is given by:

2 2
Advzgw (g0, 40) < ;]—f;i + g—f;.
Similarly to the classical case, the SPRP-PQ security of XEX2 reduces to that of
LRW. Below, we state only a corollary for the security of XEX2 in the QICM, as
the plain model case can be obtained in the same way.

Corollary 5. Let XEX2 be as defined in Definition 7. Then the post-quantum
security of XEX2 in QICM is given by:

2q2
AL g 00) < 02 ¢ 1

Proof. Immediate consequence of Theorem 4 and Corollary 3. a

6.5 Comparison of LRW Security Bound

Recall that the bound of LRW proved in Theorem 5 is:

692 N 4+ (gc+/40 + 90+/ac)
on 2(m+n)/2 :

The comparison between the bounds from Corollary 4 and Theorem 5 is sum-
marized in Table 2. From the case analysis, the bound in Theorem 5 is typically
tighter, with matching attacks. Nonetheless, Theorem 3 and Corollary 4 give a
simpler and more general way to derive post-quantum security bounds.

Scenarios Classical Q1 from GT Q1 from HT
m > n % %

qc > qq ‘éi% Z*ZS g%

qc < qq o Zé et
GcrRag=4q ||&+ 5% Lo+ §%+2<m3+%

Table 2. Comparison of the classical bound (Theorem 3), the post-quantum security
bounds of LRW using the General Theorem (GT, Corollary 4) and the Hybrid Tech-
nique (HT, Theorem 5). In the classical case, qo denotes the number of classical queries
made to E, denoted for straightforward comparison.
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