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Abstract. The Advanced Encryption Standard (AES) is the most well-
known and studied block cipher. Out of its three standardized versions,
related-key full round attacks were proposed in Asiacrypt 2009 by Biryukov
and Khovratovich on the 192 and 256-bit key variants. These attacks
were highly impractical. No meaningful improvement over them was
known until Asiacrypt 2022, where a better attack on the 192-bit version
was published by Derbez et al.: the data was increased by a factor of 2,
but the time complexity was reduced by a factor of 2°2. Also in 2022,
Guo, Song and Wang proposed a new attack against the full version of
AES-256 with reduced data and time complexity at the cost of consider-
ing a bigger set of related keys. The authors were unable to apply their
technique to the AES-192 version.

As AES is a widely used basic brick, often considered in hash functions,
related-key attacks might have some applications and need to be con-
sidered seriously. In 2012, low data attacks on reduced variants of AES
were proposed by Bouillaguet et al., arguing the importance of reducing
the data needs of attacks.

With this in mind, we studied the previous best attack on AES-192, and
by applying a different key-recovery step to the previous distinguisher,
we managed to considerately reduce the data complexity by a factor of
285 This is the first attack improving the data needs from 2009, and
can (arguably) be considered the best known attack on full-round AES-
192. In addition, we use the key-structure technique from Guo et al. to
propose for the first time other trade offs with a bigger set of related
keys on AES-192 attacks.

Keywords: AES - (Amplified) Boomerang Attack - Key-Recovery- Related-
Key - Full-Round Attack - Best Attacks

1 Introduction

The Advanced Encryption Standard [DR02a] is the most used, popular and
studied block cipher. The standard was chosen in 2000 after a public competition
organized by the NIST and includes three variants, all having block size of 128
bits, and with a key of size 128, 192 and 256 bits for 10, 12 and 14 rounds
respectively. Besides being included in many protocols and applications, it has
often been used as building block for other constructions, as for instance in hash
functions (e.g. Grostl [GKM™ 09|, LANE [IACT09| Echo [BBGT0S],...).



Since 2000, a huge number of cryptanalysis and security analysis papers
have been published, trying to better understand the security of these AES
constructions, and to reduce their security margin. In 2009, a very surprising
result appeared: in [BKQ9| the full variants of the 192 and the 256 versions
with 12 and 14 rounds, respectively, were fully cryptanalyzed in the related-key
setting. This setting, where the attacker can ask for the encryption of messages
with a secret master key, and a related key with a fixed difference, is obviously
much less strong than the normal single-key setting. Nevertheless, this setting
has a certain importance when applied to the AES, as in many cases, when used
in a hash function construction, the message takes the role of the key and the
related-key setting becomes much more easy to implement. In their paper, they
proposed a boomerang attack on the full 12-round AES-192 with complexities
of 2176 in time, 2'*% in data and 2'°2 in memory; and a boomerang attack on
the full 14-round AES-256 with complexities of 295 in time, 2°9 in data and
277 in memory.

These attacks showed that the larger versions security margin were smaller
than that of the 128-bit version. They remained the best known attacks until
2022 EL when [DEFN22| proposed a new boomerang attack on AES-192, that
reduced the time to 2'2* and the memory to 2798, while the data was slightly
increased of a factor 2. In [YSZ™24], the previous distinguisher was considered
with their automatic key-recovery tool, finding an amplified boomerang attack
with worse time and memory complexity but slightly better data complexity.
Also in 2022, another trade-off for a full-round AES-256 attack was proposed
in [GSW22], where more related keys are used. All these results can be seen in
Table [1I

In this paper we have studied in detail previous attacks, with the main aim
of improving the key-recovery part in order to provide better overall attacks,
and in particular, attacks reducing the data needs, that has been often seen as
the most problematic part of the attacks (see for instance [BDDT12IBDK™10]
on low-data attacks on AES).

We have managed to considerately improve for the first time the data com-
plexity from [BKQ9], while also improving the original time and memory. We
started by considering the core distinguisher from [DEFN22| where we have
relaxed some conditions, and in addition we consider an amplified boomerang
setting. In Table[I] we summarize the main proposed known attacks on 12 round
AES-192. In the corresponding section we also point out some small errors in
the original paper, that do not invalidate their attack.

! In [BKRII] the authors claim to present full round biclique attacks on all the three
variants, but these attacks are just an improved exhaustive search, where around 2
bits are gained and a loop over the whole key is still needed. In [BN10] an improved
attack is also mentioned, but with the considered distinguisher, we do not see how
they could reach the claimed data of 2''® (the naif one would be 2'**), and no details
are given in the paper.



We have also considered the setting from [GSW22] and managed to apply it
for the first time to the 192 bit version, proposing new trade offs on the number
of related-keys and data and time complexities, that can also be seen in TabldT]

’Key Size‘#Keys‘Time‘Data‘Memory‘ Type ‘Reference‘
192 4 | 2176|2128} ol52 Boomerang [BK09]

4 |2t |ot2t| o7o8 Boomerang [DEFN22|

4 |2135-5|2120:5) 91275 | Amplified Boomerang| [YSZ™24]

4 2183591155 9131 | Amplified Boomerang| Section

Q17 | glI7 | o117 278 Boomerang Section {4

256 4 |2995]2995] 977 Boomerang [BKOQ]- -
21975 |992+s 990t 989—s Boomerang [GSW22]

Table 1: Summary of the best known full-round attacks on Related-key AES.

The paper is organized as follows: Section [2] describes the variant of AES we
are considering in this paper, AES-192, and briefly presents the previously men-
tioned and relevant attacks. Section [3| describes our new amplified boomerang
attack on AES-192 and Section [f] our new trade-off attacks considering key
structures in AES-192 for the first time. The paper ends with a conclusion in
Section

2 Preliminaries

In this section we will start by briefly presenting boomerang and amplified
boomerang attacks in the related key setting. We will also provide the main
specification of AES, and present the two previous results on the best related-
key attack on AES-192, and on the new key-structure trade-off on AES-256.

2.1 Boomerang and Amplified Boomerang Attacks.

First introduced in 1999 by Wagner [Wag99| the boomerang attack is a chosen
plaintext and chosen ciphertext attack, where the cipher E is decomposed in two
parts Fy, F1 such that E = F; o Ey, and where there exists one good differential
characteristic &« — 3 covering Ey and one differential characteristic v — ¢
covering F7 with probabilities p and ¢ respectively. A simple boomerang attack
proceeds as follows :

1. Encrypt P; and P, = P; ® a to C and Cs.
2. Decrypt C3 =C1 @&y and Cy = Cy &~y to P3 and Py.
3. Check whether P3 ® Py = a.



If the differential characteristics are independent, then the probability that Ps &
P, = ais p?¢®. Another version of this attack is the amplified boomerang: instead
of choosing the ciphertexts, we can turn the boomerang attack into an only
chosen plaintexts attack, but the probability of the attack would be decreased
by a factor 27", where n is the size of the state. The attack is the same except
that we only encrypt plaintexts Py, P>, P3, Py such that Py & Po = P3&® P, = a.
For more details about the probabilities, we refer to [Wag99| for the original
attack, and [KKSO1] for the amplified boomerang attack. Over the past years
some observations have been made on the success of boomerang distinguishers
even when the differentials were independent, and it could happen that the
boomerang "never comes back" [Murll]. To overcome the issue, some tools have
been developed such as the Boomerang Connectivity Table |CHP'18| which
studies the compatibility of some boomerang distinguishers.

Fig. 1: The boomerang attack.

2.2 Boomerang Attacks in the Related-Key Setting

In the related key setting, the attacker is allowed to encrypt and decrypt data
using multiple keys which are related by some properties. Boomerang attacks in
the related key settings have already been formulated in [KKSO0T], [KHP™10].
We have related-key differential characteristics « — 3, v — ¢ under AK and
VK respectively. The attacker can consider 4 related keys (Ka, Kp, Ko, Kp)
that are unknown, but that verify that Kp = Ka @ A, Kc = K4 ® V and
Kp = K@ V. The difference between the keys can allow to have a more sparse



characteristic, and therefore a better probability. Next, the attack is the same
as the previous boomerang attack, but we encrypt and decrypt under multiple
keys:

1. Encrypt P, under K4 and P, = P; @ a under K5 to C7 and Cs.
2. Decrypt C3 = C1 & vy under K¢ and Cy = Cy @ v under Kp to P; and Pj.
3. Check wether P3 & Py, = a.

The success probability of the attack is still p?¢>. Again, we can adapt this attack
to the chosen plaintext setting by encrypting Py, P, Ps, Py under K4, Kp, Ko, Kp.

The probability of having a good quartet also remains 2~ "p?q>.

2.3 AES

The AES (Advanced Encryption Standard) [DR02b] is a Substitution-Permutation
Network that takes a 128-bit plaintext as input and outputs a 128-bit ciphertext,
encrypted with secret keys of different lengths. The number of rounds depends
on the key size and can be 10, 12 or 14 for key sizes 128, 192 and 256 bits re-
spectively.

The round function consists of four operations :

— AddRoundKey (AK) : The 128-bit round key is xored to the state

— SubBytes (SB) : The same S-box is applied to every byte of the state
ShiftRows (SR) : The i-th row of the state is shifted by i positions to the
left.

— MixColumns (MC) : Each column is multiplicated by an MDS matrix.

In the last round there is no MixColumns application, and a last round key is
xored to the final state.

Round function f
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Fig. 2: An AES round ([Jeal6])

The round keys are obtained by applying the key schedule depicted in Fig.
[ to the master key. In this paper, a round key will be denoted k and the bytes
will be indexed as in [l The subkeys will be denoted K and byte on line i and
column j of the subkey will be denoted KTz, j].
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Fig. 4: The key schedules of the AES

Property of the AES S-box We recall a property of the AES S-box that will
be used later for key-recovery.

Let A;, be an input difference and A,,; an output difference. Three cases are
possible:

— The differential transition is impossible for 129/256 pairs of differences (A;y,, Aput)

— There exist two ordered pairs of values: (z,2® A;y), (@ Ay, ) that satisty
the transition for 126/256 pairs of differences;

— There exist four ordered pairs of values that satisfy the transition for 1/256
pair of differences.

This implies that for a given input/output difference, we either get 2, 4 or 0
input/output possible values for a total average of 1 solution.

2.4 On Previous Known Attacks on Full-Round AES-192

For a long time, the best attacks covering the longest number of rounds on AES-
192 and AES-256 were the ones mentioned in table[l| from [BK09], that proposed
boomerang related-key attacks on both versions, which was a very important and
surprising result. Recently, another related-key boomerang attack, improving the



memory and time while slightly having a worst data, was proposed in [DEFN22].
A different trade-off in the amplified boomerang setting was proposed using the
same distinguisher while applying the automatic key-recovery tool in [YSZ™24],
with slightly better data and worse time and memory. We will describe in the
next subsection the attack from [DEFN22|, which is the one with the best known
time complexity.

Related keys and local collisions. In the previous attacks on the AES, in the
related-key setting, the main idea was to create local collisions by adding some
disturbances in the state and correcting them a few steps after. This notion
comes from attacks on hash functions in [CJ98] and an example is given in
Fig. fl One issue with local collisions is that correcting can be hard because of
the key schedule or the round function itself, and some disturbances could get
propagated and cause more disturbances and so on.

In the case of the AES-192, it is possible to maintain local collisions for a few
rounds before the subkeys start to inject unknown disturbances due to the non
linearity of the key schedule, but we can see that if the last column of a subkey is
inactive, the propagation of the key difference to the next subkey will be linear
so most of the good trails we can find in the literature will have empty last
columns for most of the subkeys.

Moreover, there are some differences that one may choose rather than other,
because of the DDT of the AES S-box. Given an input difference and an output
difference, the highest probability that one can have for the transition to be
occur is 276, For example the probability of the differential depicted in Fig.
is 276 with the blue value set to A;, = 0201 and the purple columns set to
MC(Aput) = MC(0z1f).
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Fig. 5: Disturbances and corrections in 1 round of AES



2.5 Previous Best Attack on AES-192.

In 2022, Derbez et al [DEEN22| used MILP models to find a new boomerang
trail with probability 27108 covering all the rounds except the first and the last
one, and this trail allowed to improve the time and memory complexity of the
best attack.

The attack they proposed is a boomerang attack starting from the cipher-
texts, as they claimed that it was better to consider this direction because of
the difference configurations in the plaintext and ciphertext. The related keys
are generated from the second subkey for the upper trail and the eighth subkey
for the lower trail. The related key trails are given in Fig. [7] and the trail on
full-round AES-192 is given in Fig. [f] The probability of the distinguisher is
27 2(4x6+5x6) — 9-108 The steps of the attack are the following, and will be
repeated 210840 = 268 ip order to obtain one good quartet, and the size of the
structures is 240:

1. Decrypt under K4 a structure of 29 ciphertexts where bytes 1, 2, 5, 6, 9,
10, 13, 14, ¢[3] @ c[7], ¢[3] ® ¢[11], ¢[3] @ ¢[15] are constant and the others can
take all the possible values. Decrypt a similar structure under K¢.

2. When looking at the distinguisher, two bytes of the plaintexts difference are
unknown, so we need to try 24 possible differences (as A, is fixed, only
27 input differences are possible per byte) for each of the 24° P, and Pg
to obtain Pg and Pp. Then we encrypt Pg and Pp under Kp and Kp
respectively.

3. Look for collisions on the 11 bytes of Cg @ Cp. On average 22(40+14)—11x8 —
220 quartets remain.

4. Apply filters on the quartets due to some known S-box outputs in the trail
: each of the bytes 0, 3, 4, 8, 12 of the ciphertexts pairs apply a 1-bit filter
due to the difference transitions of the S-boxes.

5. Recover the key bytes by observing S-box transitions and using[2.3] for bytes
K°[1,5], K°[1,3], K®[0,0], K8[0,1], K8[0, 2], K®[0, 3], K7[0, 5].

6. For each key value, update a counter. Once the counter reaches two, return
the key bytes configurations that appeared twice.

The authors then state that they recover (5+2) x 4 bytes of key (7 for each key),
and so they have 2'# values for 28 bytes. We realized that there is a small mistake
in the original attack, as actually we can see that for K°[1,5] and K°[1, 3], the
bytes are related for every key because of the known difference in both AK and
VK, so we only have 2% possibilities for each quartet of bytes, hence we have
2'2 values for 28 bytes. Note that the knowledge of AK and VK can be used to
do more filtering before updating counters on the key bytes.

This also has an impact on the probability to have noisy quartets that could
give the same wrong key, indeed the number of different sequences of bytes of
key is not 228*8=1 but 2!2*8~1 which is much less. This could have an impact
on the number of structures to use to be sure that the key bytes recovered are
the right ones (or the impact could be on the time complexity of the attack).
However we believe that the complexities are not that much affected by these
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ferences.
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Fig. 7: Related keys trails from [DEFN22].

observations, and the authors state to have a data and time complexity of 2'%4,

and a memory complexity of 2798

2.6 Attack on AES-256 using Key Structures

Also in 2022, a new attack by Jian Guo et al [GSW22] using the idea of building
key structures in addition to data structures to generate more pairs to verify the
probabilistic part for a smaller overall cost. They use the same distinguisher as in
[BKQ9] (see Fig. , which covers all the rounds except the first one and 2'°~% or
217=5 related-keys, and managed to reduce the data complexity, time and mem-
ory complexity to 292:5+s 292=s 289=s yegpectively, which is an improvement
in time and data complexity compared to the original attack. To make things
easier, we will state the case where the number of related keys is 2'7~* and s = 0.

Key structures. In the original attack [BK09], the related keys K4, Kp are
created by applying the right differences to the subkey K'! and propagating
them forward and backwards to the other subkeys. When using key structures,
we want the differences in K' to take all the possible values, so we build a key
structure S = {K;|K & K; = A;} where 4; is zero on the right bytes and takes
all different values on the other bytes, and K is the master key. The advantage of
having key structures is that if we encrypt 1 plaintext structure of size m with 1
key structure of size n, we would get 22m+27—1 pairs instead of having 227+m~!
pairs for the same data cost obtained by encrypting n plaintext structures of
size m.

For instance, in the attack of [GSW22] a key structure of size 216 is created from
the second subkey, see Fig.[8] The probability of the distinguisher can be found
below, and the attack proceeds as follows:

1. Encrypt under each of the keys K belonging to the key structure a structure
of 272 plaintexts where bytes 0, 1, 2, 3, 4, 6, 9, 10, 13, 15 are constant and
the other can take all the possible values.

2. For each ciphertext C, compute ¢/ = C & A where A is a well chosen
difference for the boomerang to work.

10



3. Decrypt C’ under K’, where K’ is computed from the corresponding K.

4. Store (P, P’) in an hash table indexed by the 7 bytes of P’ that correspond
to the constant bytes of the plaintext structure and bytes 2, 3 of P @ P'.

5. Filter and recover the key bytes as depicted in |[GSW22|.

Round 1 Round 8
Round 2k Round 9
Round 3 Round 10
Round 4 Round 11
Round 5 Round 12
Round 6 Round 13
Round 7 Round 14
Round 8

Fig. 8: Upper and lower trail for AES-256.
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We will now discuss the probability of the distinguisher. In the original attack
on AES-256 there were 2 keys per trail, so the differences in input and output
of the S-boxes could be chosen in order to have the best probability to succeed.
When one uses a key structure, the difference between each pair of key is not
fixed and for 1/28 of the keys the transition probabilities will be 276 per S-box,
but for the 272—;2, it will be 277.

Note that in their case this happens in the upper trail only, because the cipher-
texts are decrypted only with two keys: the key that encrypted the plaintext,
and its related key, which is computed with a chosen difference.

Thus, the probability of the whole distinguisher can either be
9—106 . 92(—6x5—6x3) _ 9—96_

22(—7><5—6><3) —

For one plaintext structure, the number of plaintexts encrypted is 27216 = 288

and the number of pairs that pass the first round is 272731 = 2193 for all the 23!
key pairs. Hence depending on the key pair, the average number of good quartets
we get is 2103 x 272—§2 x 27106 274 or 2103 x o x 2796 = 271 They adopt the
second distinguisher because the number of average quartets is better than the
other one. Thus in order to have 4 right quartets, 2* plaintext structures will be
needed.

The complexities in data, time and memory are 22, 2925 and 298, To get to the
complexities of Table several tradeoffs are proposed, we refer to [GSW22] for
more details.

Inapplicability to AES-192 The authors point out that, though the idea of
key structures could potentially apply to the attack on AES-192, the particular
configuration does not make it possible, and leave as an open problem to find a
new application of key structures for AES-192.

3 New Improved Attack on AES-192

In this section we describe our attack on AES-192, which uses a modified version
of the distinguisher from [DEFN22|. We relax the conditions of the distinguisher,
consider the amplified boomerang instead of the boomerang framework, and take
advantage of relations between bytes of keys in the key schedule that had not
been noticed before. We start by describing a more detailed propagation of the
related-keys in Next, in we present our new attack in detail.

3.1 Propagation of the key differences

In the previous attacks, the differences in the keys were applied on a subkey, and
then propagated to the other subkeys with the key schedule. Due to the appli-
cation of S-boxes in the AES key schedule, some differences were unpredictable.
However, the key schedule is mostly linear and these unknown differences may
cancel each other or be duplicated over different bytes of the subkeys after a few
propagation steps, see Fig. [9] This will be useful for filtering and recovering
the key bytes. The differences of our attack can be found in Table

12



Fig.9: Unknown difference propagation.

Fig. 10: Unknown difference cancellation of bytes of VK| in the differential key
schedule of [DEEFN22| when propagating backwards.

3.2 Improved Key-Recovery Extension

We consider the distinguisher from [DEFN22|, where we are not enforcing the
transition of the second round, and therefore the overall probability of the dis-
tinguisher we consider (represented in Figure from Round 3 to Round 11)
becomes 2~ (2(3x6)+2(5x6)) — 9-96 which is 212 smaller than the previous at-
tack. We can see the internal state differences in Table[3] In the original attack,
the authors claim it was better to start the attack in the decryption direction,
but with the new difference configuration we can perform the attack in the en-
cryption direction.

Data complexity. The size of the unknown differences in the plaintexts is now
32 bits higher than before. When using the boomerang attack, this would have
increased the overall complexity of the attack, but we aim at applying the ampli-
fied boomerang framework, where all the data is queried at the encryption oracle.
The number of quartets needed in the second round is therefore 2128+96 = 2224,

We build input structures of plaintexts Sa (or S¢) of size 248, with all the
input bytes without a fixed known difference taking all possible values, and a
fixed value in the rest, and another structure Sg (or Sp) equal to the states
from Sy (or S¢) plus the fixed difference on the green bytes. We compute the
ciphertext of each one of them with their corresponding key K4, Kg, K¢ or Kp.
For each pair of elements from (S4, Sp) (or (S¢, Sp)), we have a probability of
2748 of verifying the transitions of the two first rounds. We therefore can produce,
with a pair of these structures, 248+48—48 — 248 {ifferent pairs verifying the input
difference of the distinguisher. If we combine them to form quartets, we could
build 24848 = 296 different quartets, verifying each corresponding pair the input
differences of the distinguisher.

As in total we need 222* such quartets, we will repeat this for 2° structures
such that 22512%48 — 9224 55 we need s = 64. The data complexity will become
4 x 248464 — 9oll4 We will explain now the attack procedure for efficiently
building and merging these structures, in order to recover the key information.

13
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Fig. 11: The trail for AES-192. Green stands for known difference, blue for un-
known differences that depends on the key values, gray for unknown differences.
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Table 2: Key difference in the AES-192 trail, determined by the key schedule.
Capital letters stand for useful unknown differences in the key recovery phase.

3.3 The attack

The attack proceeds in two phases: collecting the data, and filtering it to recover
key candidates.

Collecting quartets

1. For 264 different values of 4, ask for the encryption of a structure of 248
plaintexts P4 under K 4 where bytes 0, 3, 4, 9, 13, 14 take all the possible
values and the other bytes are a constant 7, and store all of them in a
hashtable S, of size 264+48 = 2112 indexed by the values of the bytes 1,
2,5,6,7,9,10, 11, 13, 14, 15 in the ciphertexts. Ask for the encryption of
a similar structure under Kp and choose the constant bytes such that the
right differences are applied between P4 and Pp and store all of them in a
hashtable Sp of size 2''2, also indexed by the values of the bytes 1, 2, 5, 6,
7,9, 10, 11, 13, 14, 15 in the ciphertexts.

Do the same for 264 different values of j of Pc and Pp (encrypted with keys
K¢ and Kp), and store them respectively in S¢ and Sp.
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77 0000 00 7 0000 00000000] 00000000
0000 7 ?| . , 0000 ? 1f| , 5 00 1£0000| , 500 1f 1f 00

AP 000000 7|2 000000 7 |2Y 0000 0000[2Y" 00000000
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00 00 00 00 00 00 00 00 00000000/ 00000000
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1000000000/ 1, 000000 00|— 15 000000 00| , ., Tc 7c Tc Tc
V¥ 00000000YY 00000000 000000 00/2C 7e 7e 7 e
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Table 3: Internal state difference in the AES-192 trail.

3. Look for collisions between S4 and S¢ and between Sp and Sp, implying
that bytes 1, 2, 5, 6, 7, 9, 10, 11, 13, 14, 15 have the right difference. This
applies a 88-bit filter. We also know the input of 5 S-boxes (one from the
key schedule in VK7[0,5] and four from the last S-box layer), this leads to
an additional 5-bit filter.

We will recover 22%112 x 2-83=5 — 2131 collisions in (C4,C¢c) stored in

hashtable S4 ¢, and the same amount between (Cp,Cp), stored in Sp p

(though we only need to store one of them). This will be the bottleneck in

time and memory.

There are potentially possible quartets (C4,Cp,Ce,Cp), but we do

not need to check all of them: we can index hashtables S4 ¢ (or Sp p) with

respect to the values of their plaintexts on bytes 1, 2, 5, 6, 7, 8, 10, 11, 12

and 15, as in order to form a right quartet, P4 @& P and Pc @ Pp need to

have the right values. This can be seen as a filtering of 272%64 = 27128 fjlter,
as these is the number of different i (or j) we considered in the beginning.

We also know two S-box outputs per pair of plaintext (one in AK°[1, 5], and

one in the first S-box layer) so we also have a 2 x 2 bit filter.

Thus we get 226271284 — 9130 ¢50d quartets.

2262

Recovering key bytes

We will see here which words w (using the numbering from Fig. |3) of each round
keys k*[w] will be determined for each quartet, and which filtering we can apply
to reduce the number of candidates from the starting 2'3°. We recall that bytes
of round keys will be denoted k[i] and bytes of subkeys (of size 192 bits) will be
denoted K[line, column).
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. Similarly to the attack in [DEFN22| one quartet gives us candidates for
bytes k9[13] for every related key, because we know the input and the output
difference of the first S-box layer for the state byte 13. These candidates can
be filtered by looking at VK : for k°[13], the difference between £ [13] and
k2[13] is already given by VK[1, 3] so we need the candidates to satisfy this
fixed difference. This provides an 8-bit filter.

. We can do the same for k'[5]. In the trail AK°[0, 0] is the result of the output
difference of AKY[1,5] through an S-box, and is also equal to AP[0] so we
can deduce k![5] for all the keys. We also have that VK°[1,5] is determined
by the key schedule so our candidates should satisfy this difference. Again,
this provides an 8-bit filter.

. We get 4 bytes for k12[0,4,8,12].This time the difference is not directly
known in AK®[0,4] but we can still apply some filters. Once we have candi-
dates for k12[0,4,8,12] (or K8[0,1]) for each related key, we can replace the
unknown differences in AK®[0,i] by known differences and we can propagate
these differences backwards.

The propagation gives us AK’[0,1], AK[0,2], AK"[0, 3], AK[0, 2],
AKS[0,3], AK®[0, 3]. Then when looking at the unknown difference propa-
gation (see Fig. we can observe that AK®[0,3] = AK®[0,1], and that
AKD®[0,1] is equal to the output of the known difference AK*[1,5] = 023 f
through an S-box. We can check if the difference transition is possible to get
a 1-bit filter. If the transition is possible we get 8 bytes of information on
the key (4 for each pair: k'2[0,4,8,12]).

. We can also retrieve k'1[12] from the ciphertexts difference. We can deduce
key difference in AK7[0,5], by observing that it is equal to AK7[0,1] (see
Appendix |A| for relations determined by the key schedule), which is fully
determined by key bytes we recovered before. Thus we get an additional
8-bit filter, and determine 2 bytes of key (1 for each pair of keys: k*1[12]).

. We now recover k°[3], k°[4], k°[9], k°[14] : There are 27 differences that can
satisfy the S-box transition of the second round, so there are on average only
27 values for these four key bytes. So given (P4, Pg) and (Pc, Pp), we have
27 candidates for these bytes of from K4 and Kpg and 27 candidates for the
bytes of from K¢ and Kp, so 214 possible values for the 4 x 4 bytes from K9,
K%, K2, K%. We also have that VK°[0,1] and VK°[2, 3] are known, which
leads to a 16-bit filter, which considering the 2% candidates, leaves a 272
filter. We already have determined k'[5] = K°[1,5], so with the remaining
key bytes that passed the filter we can compute the state byte before the S-
box transition of the second round for each of the four related keys, and check
if this S-box transition is possible, which adds a 7-bit filter per transition
(not 8-bit, as we already considered that the input difference at round 2 is
a valid one), so an additional 14-bit filter, so 16-bit in total. Finally, we can
replace VKO[1, 2] by a known difference coming from the key candidates and
propagate it to VK?[1,2], in order to check if the S-box transition between
the two known differences VK?[1,2] and VK22, 5] is possible, this gives us
a 1-bit filter. Overall we have a 16 + 1 = 17 bit filter, and recover 6 bytes of
the keys (4 for each pair of keys but two are related in both trails).
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When we combine together all these filters we finally get a 8+8+1+8+17 =
42-bit filter and the number of good quartets is 2130742 = 288,

Each quartet gives us 18 key bytes (144 bits) that can take 2'8 values
(each determined key byte can take two possible values per fixed differential
transition). As we have 288 quartets, this gives 288+18 = 2106 candidates for
(18 x 8) = 144 bits of information on the keys (11 bytes from the master key,
and 7 bytes from other not directly related). We can repeat the procedure a
total of three times, which will gives us another two sets of 2% candidates. The
good candidate needs to be in all the three sets, which happens with a proba-
bility of (2196/2144)2 = 2-76 5o the number of candidates in both sets will be
2106=76 — 930 Tf we consider only the master key, we recover 88 bits from it in
here. We have (192 — 88) = 104 remaining bits to guess to have the whole key.
We could just guess them for each of the 23° candidates, having a complexity
of 2134, but we can actually do better: we can easily chose which guesses to do
first in order to be able to filter regarding the 7 bytes of the related keys known,
such that this part won’t be the bottleneck of the attack.

Actually just repeating the procedure two times and wisely choosing the
guessing should already be enough.

Data complexity. We encrypt 2''2 plaintexts for each related key, and next
we repeat the procedure three times, so the data complexity will be 2115-58,

2106

Time complexity For reaching the candidates for 144 information key

bits:
T =3x (4x 2" 42 x 213 4 2190 4 9100) — 913358

As discussed, the last step is negligible compared to this one.

Memory complexity The memory complexity bottleneck is storing one of the
hashtables S4.c or Sg.p, that is 2131,

] 1 1 1
] dkE el g ] ]

Fig. 12: Difference and value deductions in the key recovery. Green stands for
known difference, blue for unknown, orange for steps 1 and 2, red for step 3,
pink for step 4, yellow for step 5.
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4 Using Related-Key Structures for new trade-offs

In order to reduce the data of the original boomerang attack from [DEFN22]
and provide a new interesting trade-off, we use key structures as proposed
in [GSW22|. In their paper, they could not apply the technique to the best
existing attacks on AES-192. Taking into account the original distinguisher
from [DEEN22] represented in Fig.[6] we have managed to provide new trade-offs
with more related keys and reduced data and time complexities.

We recall that the main idea is that, instead of having two related keys (K 4,
K¢) from the decryption side, we consider a structure S = {K4 + A;} for a
certain secret key K 4, where in our case, the zero bytes of A; are the zero bytes
of K4 ® K¢, and the other bytes take all the possible values that keep the right
propagation of differences in the key-schedule trail. For instance, we can see
that VK?°[0,3] and VK°[0,2] must be equal to have that VK°[0,3] = 0, and
also that the first and second columns of VK® must be equal and can take 23
values because these columns are produced by a MC operation on a column with
one active byte. Therefore a key structure from the last three columns of K° and
the three first columns of K° would be of size 26 and the number of possible
key pairs would be 23!,

Using key structures in the lower trail instead of two keys, changes the proba-
bility of the distinguisher. Indeed the transitions through S-boxes will now have
probability 277 for (27 — 2)/28 pairs, and probability 276 for a proportion of
1/2% pairs. Because we use undetermined differences only in the lower trail, the
probabilities in the upper trail are unchanged. Thus the probability of the dis-
tinguisher will be either 272(4x6)+2(6x7) — 9-118 o 9-108  depending on the
key-schedule differences defined by a quartet of keys.

The attack. We use the key structure from the last three columns of K® and the
three first columns of K¢ We decrypt 240716 ciphertexts (24° from the ciphertext
structure, and 26 from the key structure) under K4 + A; and Ko = K4 + A
belonging both to the key structure, to have 240+40+16+16-1-40 — 971 ¢iphertext
pairs that pass the last round, and we encrypt the 2°6 obtained plaintexts after
adding to each one all the possible 2'4 input differences, recovering the encryp-
tion of 214156 = 270 plaintexts. The average number of quartets we should get
is 271 x 2727;2 x 2718 = 2748 op 271 x L x 27108 = 2745 depending on the key
pair used.

Therefore in order to recover 4 good quartets, we will need 247 structures us-
ing the distinguisher with probability 27 1%, and the total data complexity is
247H40+16+14 — 9lIT (note that we added a 2 factor for the plaintext encryp-
tion). The key recovery works the same way as in [DEFN22] but we need to
make sure that we can recover the master key from the key pairs in the struc-
ture, because we could deduce some relations between two keys bytes in the key
structure without knowing the relation between the master key and the keys for
this byte.

Here are the steps of the attack:
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1. Decrypt under each of the keys K belonging to the key structure a structure
of 240 ciphertexts where bytes 1, 2, 5, 6, 9, 10, 13, 14, ¢[3] @ ¢[7],¢[3] @
c[11], ¢[3] ® ¢[15] are constant and the others can take all the possible values.

2. For each plaintext P, compute the 214 P’ such that P @ P’ takes all the 214
possible values in bytes 0 and 13, and the other bytes have the right fixed
difference, and encrypt P’ under the key K’ related to the corresponding K.

3. Store the (C,C") in a hash table indexed by the bytes 1, 2, 5, 6, 9, 10, 13,
14, C'[3] @ C'[7], C"[3] ® C'[11], C'[3] ® C"[15].

4. Look for good pairs (C1, C}, Co,C%) in the hash table where C] & C) have
the right difference on the same bytes as before, this applies a 8 x 11-bit
filter and 22(40+16+14)=8x11 — 952 qyartets remain.

5. Apply filters on the quartets due to some known S-box outputs in the trail
: each of the bytes 0, 3, 4, 8, 12 of the ciphertexts pairs apply a 1-bit filter.
This applies a 10-bit filter and the number of quartets becomes 242

6. Apply the same filters as in step 1, 2, 3 and 4 of [3:3] to reduce the number
of quartets to 24278-8-1-8 — 217 Fach quartet proposes 12 bytes of keys
which are the same as those from

In our case, for K 4, K¢ in the key structure and Kz, Kp their related keys,
we recover bytes K°[1, 3], KY[1, 5] which are related for all the keys, and K [0, 5],
K#&[0,0]K8[0,1], K8[0,2], K80, 3] which are independent between each pair (K 4, K¢)
and (Kp, Kp), hence we get 2+ 2 x 5 = 12 independent key bytes. Luckily we
know for each key its difference from the master key in the specified positions,
so we can deduce these bytes in the master key and an efficient key recovery is
possible.
We recover the right key using a counter as for previous attacks.

240+16+47 — 2103
2117

2103+14 —

Data complexity. We decrypt ciphertexts and encrypt =

2117 plaintexts so the data complexity is

Memory complexity. We need to store 2 x 270 ciphertexts in a hash table and
QLTHATHI4 5 912 — 978 key bytes. Thus the memory complexity is 278.

Time complexity We fill the hash table 27947 = 2117 times and we recover
12 x 8 = 96 bits of key. Then we can use the tool developed by Bouillaguet et
al [BDF12] already used in [DEFN22] to recover the missing key bytes, and the
cost of this phase should be negligible as pointed out in [DEFN22] . Thus the
time complexity will be 2117,

Though the data complexity of this attack is higher than that of our previous
attack and the number of related keys needed is bigger, the time complexity is
better and provides an interesting trade-off.

5 Conclusion

We have proposed two new attacks on AES-192. The first one, using only 4 re-
lated keys as the previous ones, considerably reduces the data complexity of the
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best attack increasing the time complexity by a smaller factor than the reduc-
tion. It is the first time the full-round attack from [BK09| has been significantly
improved with respect to data complexity. To achieve this, we consider the core
distinguisher given in [DEFN22| and relax some conditions on the distinguisher,
leading to a more complex key recovery part, with a higher probability dis-
tinguisher. This allows us to efficiently transform the previous attack into an
amplified boomerang attack. In addition we provide for the first time new trade-
offs, also improving the data and time, when using the key structure technique
from [GSW22] and a bigger set of related-keys.

Discussion tools for Boomerang attacks on AES In [BN10|] a tool for finding
related-key differential characteristics is presented, and with it an interesting dis-
tinguisher on 9 rounds and 276 probability, though the authors did not bother
to describe the key-recovery part of the attack, that seems to need more data
than originally claimed, so not to produce a real improvement when compared
to the attacks from 2022. In [DEEN22] an improved attack is found thanks to an
automated tool, though the authors claim it is too slow for exhaustive search.
In [YSZ™24], the authors propose a tool for automatizing the key recovery step in
rectangle attacks. They are able to recover the previous attack from [DEFN22],
and they propose a new attack in the amplified boomerang setting with com-
plexities of 2'3%5 in time, 2'20° in data and 2'27® in memory, which strcitly
worse than the new attack we proposed. In addition, we have launched their
tool with our modified distinguisher, and recovered a complexity of 2147 data
(versus 21558 for our attack), 2'*%7 memory (versus 2'33%) and 2!3°9 time
(versus 2132). We do not have the details about how the tool would perform the
key recovery attack, but we found it surprising that, though the authors claim
the tool provides optimal time, our procedure has better time complexity by a
factor of around 2°.

We believe it is important to point out that, even though automatic tools for
finding efficient distinguishers are very important and have benefited from great
advances lately, a very important next step would be to try to include possible
key-recovery extensions in these automatic tools to find the most interesting
trade-offs. While this is not achieved, we need to keep on carefully performing
these key-recovery extensions by hand, trying different configurations for finding
new improved attacks, as we have done in this work. This will also help us
understand what ideas might be missing from the tools and tell us how to improve
them.
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A Unknown differences propagation in the key schedule

AK™0, 1] S(A0z91) & 21
AK®[0,0] S(A0x3f) ® AK?0,0] = S(A0x3f) & S(A0x91) @ 21
AK®[0,1] AK?®[0,0] ® AK?0,1] = (A023f) & S(A0291) @ 21 = S(A0z3f)
AK®0, 2i] AK®[0,0]
AK®[0,2i + 1] AK®[0,1]
AK®[0,0] S(Aunk1) ® AK?[0,0] = S(Aunk1) ® S(A0z3f) & S(A0x91) & 21
AK®[0,1] AK®[0,1] @ AK®[0,0] = S(Aunk1) + S(A0x91) & 21
AK®[0,2] AK®[0,2] ® AK®[0,1] = S(A0x3f) & S(Aunk1)
AK®[0, 3] AKP[0,3] ® AK®[0,2] = S(A0z3f) ® S(A0x3f) ® S(Aunk1) = S(Aunk1)
AK®[0,4] [AK®[0,4] ©@ AK®[0,3] = S(Aunk1) @ S(A0x3f) & S(A0x91) & 21 = AK®[0, 0]
AKG [0, 5] AK®[0,5] ® AK®[0,4] = AK®[0,0] @ S(A0z3f) = AK®[0,1]
AKT[0,0] [AK®[0,0]  S(Aunk2) = S(Aunk1) ® S(A0z3f) & S(A0291) & 21 & S(Aunkz)
AK7[0 1] AK®[0,1] © AKT[0,0] = S(Aunk2) © S(A0z3f)
AKT0,2] AK®[0,2] ® AKT[0,1] = S(Aunk2) @ S(Aunk1)
AKT[0, 3] AK®[0,3] ® AK[0,2] = S(Aunk2)
AKT[0, 4] AK®[0,4] ® AK[0,3] = S(Aunk2) ® AK®[0,0] = AK"[0,0]
AKT[0, 5] AK®[0,5] @ AKT[0,4] = AK'[0,0] ® AK®[0,1] = AK"[0, 1]

Table 4: Explanation on the propagation of the differences in the AES-192
key schedule. A,k and A,k stand for some unknown differences, and S(Ax)
stands for the output difference from the S-box (which is unknown)
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