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Abstract. In this paper, we present an algorithm for solving the Lattice
Isomorphism Problem between input lattices that are isometric to the
Construction A lattice of a certain code C. Our algorithm is a direct
extension of a method due to Ducas and Gibbons (PKC 2023). We prove
that the run time of our algorithm is 22 and that its success probability
is 14 o(1) over a random choice of C. Crucially, our method works when
the hull #(C) = C N C* has arbitrary dimension while the method of
Ducas and Gibbons is restricted to the case of a trivial hull.
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1 Introduction

The lattice isomorphism problem (LIP) asks, given two full-rank lattices A;, A C
R™ (typically represented by bases), to decide whether there exists an orthogonal
transformation O € O(n) such that O(A;) = Ag, and in the search version to
recover such an isometry when it exists. In other words, LIP is the Euclidean
analogue of classical isomorphism problems where the hidden object is a linear
isometry. In particular, several digital signature schemes relying on the hardness
of computing linear isometries were proposed to the on-ramp selection process
of NIST: HAWK [13] (based on LIP), LESS [4] (based on the permutation and
linear equivalence problems), and MEDS [16] (based on the rank-metric code
equivalence problem — which did not advance to Round 2).

In this context, LIP has emerged as a credible alternative foundation for
quantum-resistant public-key cryptography. A central motivation is that many
remarkable lattices enjoy strong geometric and decoding properties, and one
may hope to obtain faster or more compact cryptographic constructions by
taking such a lattice as a trapdoor and hiding it via a secret isometry. This
philosophy was articulated and instantiated in the framework of Ducas—van Wo-
erden [20] and the independent work of Bennett et al [9]. In [20] cryptographic
schemes for identification, KEM, and signature constructions based on (variants
of) LIP were proposed, aiming to leverage decodable lattices while retaining
conjectured hardness of recovering the hidden isometry. Bennett et al. [9] gave
concrete instantiations where the public object is (a rotation of) Z", analyzing
both algorithms and cryptographic uses of such hidden rotations. In the HAWK



cryptosystem [19], LIP is instantiated with a rank-2 module over the ring of inte-
gers of a cyclotomic number field to take advantage of algorithmic optimizations
available in ideal lattices (at the risk of potential vulnerabilities to algebraic
attacks).

From an algorithmic standpoint, the best known generic algorithms for LIP
remain super-polynomial in the rank. The state of the art is the n®-time
algorithm of Haviv—Regev [21], which (among other consequences) places LIP
in the complexity class SZK and gives a canonical route to solve LIP in the
absence of structure. This gap between practical parameter sizes and worst-
case generic algorithms is precisely what makes structured families attractive for
cryptography—and also what makes them potentially vulnerable to structure-
ezxploiting cryptanalysis. Recent work showed that module-LIP was computa-
tionally easy when the underlying field was totally real [25|, or even when as
few as one real embedding was known [2]. On the other hand, when the un-
derlying number field is a CM field, Module-LIP was shown to reduce to the
problem of finding a generator of a principal ideal in a quaternion algebra given
its norm [14]. While no efficient algorithm for the principal ideal problem in
quaternion algebra exists, its analogue in number fields can be solved in quan-
tum polynomial-time [12]. This discrepancy between the hardness of LIP in
general lattices and its instantiation with ideal lattices has been the motivation
of a flurry of recent works on algorithms for solving module-LIP [15, 2224, 29].

A particularly important alternative structured family arises from Construc-
tion A: given a linear code C' C [y}, one builds a lattice

AC) = {z €Z":zmod p € C},

(possibly with scaling conventions). Construction A lattices are natural crypto-
graphic candidates because they tightly connect Euclidean geometry (lattices)
with Hamming geometry (codes), and they inherit rich symmetry from the un-
derlying code. This connection also enables attacks: Ducas and Gibbons [18]
introduced the hull attack, adapting the classical notion of the code hull C'NC+
to a lattice setting via an s-hull operator, and showed that for certain Construc-
tion A instantiations one can reduce LIP to easier isomorphism tasks, effectively
reducing the cost of solving LIP to 2°(™ (instead of n®( for generic lattices
via [21]). In particular [18, Sec. 5.1] analyzes the case where the relevant hull is
trivial (the analogue of LCD behavior on the code side), which yields a reduction
to the Signed Permutation Code Equivalence Problem.

Independently, there has been notable recent progress on provable (worst-
case) algorithms for related isomorphism problems on the code side motivated
by the emergence of cryptosystems based on the code equivalence problem [5, 6,
11]. In particular, Bennett et al. [7, 8] give new provable algorithms for Linear
Code Equivalence (LCE) and Permutation Code Equivalence (PCE) based on
prior work of Babai [3], improving the best known exponents in several regimes
and clarifying fine-grained relationships between code equivalence variants and
other isomorphism problems. Since Construction A provides an interface between
lattices and codes, such results are directly relevant to the security landscape of



Construction A-based LIP assumptions: they inform what can be proven about
the complexity of recovering hidden permutations/isometries in the associated
code instances, and they provide algorithmic subroutines that can potentially
be composed with lattice-side distinguishers.

Our goal and contribution. This paper revisits the hull attack framework of
Ducas—Gibbons for Construction A lattices and targets the main obstacle to
broader applicability: the assumption that the relevant hull is trivial in the sense
of [18, Sec. 5.1].

Theorem (Main result). Let p > 0 be a prime. There is an algorithm that solves
LIP between two input lattices that are Construction A of linear codes over Fy
in time 290" with probability 1 + o(1) over the choice of the underlying linear
code.

Note that the above formulation hides a factor in Poly(log(p)) that is made
explicit in Corollary 4. The algorithm presented in Ducas and Gibbon’s previous
work [18, Sec. 5.1] also works in time 29" but the restriction to a trivial hull
means that when the underlying linear code is drawn uniformly at random among
the linear codes over Fy, its probability of success is bounded by 1 — 1/p (ie.
the bound on the probability that the hull is trivial [26]). In other words, by
hoping that the hull is trivial, we can treat a fraction 1 — 1/p of the instances.
By contrast, our method achieves a fraction 1 — o(1) of all instances. From an
algorithmic point of view, or method is a direct adaptation of the Ducas-Gibbons
LIP algorithm for Construction A lattices with trivial hulls. Given O1, 02 € O(n)
and two lattices A; = O1A4(C), Ay = O2A(C) for a linear code C' C )}, it consists
in isolating a basis of O; - pZ™ and a basis of O - pZ™, and then to solve 2 LIP
instances: one between O1 - pZ™ and pZ™ and another one between Os - pZ™ and
pZ™. Then the resolution of LIP between A; and A5 reduces to an instance of the
Signed Permutation Code Equivalence problem. When the hull of C is trivial,
the p-hull of A; is exactly O; - pZ™. Our main technical contribution is to prove
that even when the hull is non-trivial, known lattice reduction techniques give
us a basis of O; - pZ™ with high probability over the choice of the underlying
code.

This paper is organized as follows: Section 2 contains the necessary back-
ground on Euclidean lattices and linear codes. Then we give a high-level descrip-
tion of the overall LIP procedure in Section 3. Section 4 contains statements on
the expected number of vectors of a given length in the p-hull that are essential
to the analysis of the algorithm. Then Section 5 shows how these bounds can be
used to analyze the cost of sampling all vectors of length p in the p-hull. Finally,
Section 6 gives the overall cost of the LIP procedure.

2 Background

2.1 Euclidean lattices

Definition 1 (Euclidean lattice). A (full-rank) Euclidean lattice A C R"™
is a discrete additive subgroup of R™. Equivalently, there exists a basis B =



(b1,...,by) € R"™™ such that
A={Bz:zecZ"}.
The integer n is called the rank of A.

Two bases generate the same lattice if and only if they differ by right multi-
plication by a matrix in GL,(Z).

Definition 2 (Dual lattice). The dual lattice of A is defined as
A = {yeR": (x,y) €Z for all x € A}.

The dual lattice is invariant under orthogonal transformations and plays a
central role in the analysis of Gaussian measures over lattices.

Definition 3 (Theta series). The theta series of a lattice A is

Oala) = Y .

xeA

It is invariant under lattice isometries, though genmerally not complete (i.e. it
does not identify isometry classes).

Definition 4 (Discrete Gaussian distribution). Let A C R" be a lattice
and 0 > 0. The discrete Gaussian distribution Dy , assigns probability the mass

e—lixlI?/o?
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Theorem 1 (ADRS Gaussian sampling [1, Thm. 1.1]). There exists a
randomized algorithm that, given a basis of an n-dimensional lattice A C R™
and any parameter o > 0, outputs 2"/? independent and identically distributed
samples from the discrete Gaussian distribution D, , using onto(n) time and
space.

Pr[x] forx € A.

This result, due to Aggarwal, Dadush, Regev, and Stephens-Davidowitz [1],
enables exact discrete Gaussian sampling below the smoothing parameter and
underlies several modern lattice algorithms.

Definition 5 (Lattice Isomorphism Problem (LIP)). Given two Euclidean
lattices A1, Ay C R™, the Lattice Isomorphism Problem asks to determine whether
there exists an orthogonal transformation O € O(n) such that

Ay = O(Ay),

and, if so, to compute such a transformation.



Definition 6 (Matrix variant of LIP). Let By, Bo € R™*" be full-rank ma-
trices. The matrix lattice isomorphism problem asks to determine whether there
exists an orthogonal matriz O € O(n) such that

By =0B U

for some unimodular matriz U € GL,(Z), and, if so, to compute such a pair

(0,U).

Remark 1. The matrix lattice isomorphism problem is equivalent to the lattice
isomorphism problem. Indeed, the matrices By and B define lattices A; = B;Z",
and the condition By = OB1U is equivalent to As = O(A;). The right multipli-
cation by U € GL,(Z) accounts for the choice of basis of the lattice.

Theorem 2 (Haviv—Regev [21]). The Lattice Isomorphism Problem for gen-
eral n-dimensional Euclidean lattices can be solved in deterministic time n©™).

Definition 7 (Z-Lattice Isomorphism Problem (Z-LIP)). Let A C R"
be a lattice that is isometric to Z", i.e., A = O(Z"™) for some unknown linear
isometry O € O(n). The Z-Lattice Isomorphism Problem (Z-LIP) is the problem
of recovering an orthogonal basis of A, equivalently of finding the rotation O up
to signed permutations of the coordinates.

Remark 2. For a rotation A of Z™, the set of shortest vectors of A is exactly
{xe;}l_,, where (ey,...,e,) is an orthogonal basis of A. Consequently, solving
Z-LIP is equivalent to recovering all shortest vectors of A.

Theorem 3 (Bennett et al. [10]). Z-LIP in dimension n can be solved in
time 27/21°() by a polynomial-time reduction to y-GapSVP in dimension n
with constant v > 1.

Theorem 4 (Ducas [17]). Z-LIP in dimension n can be solved by a determin-
istic algorithm making polynomially many calls to an SVP oracle in dimension
at most n/2 + 1.

2.2 Linear codes

Definition 8 (Linear code). Let F, be a finite field. A linear code C C Fy is
a linear subspace of dimension k, called an [n, k, q]-code. The minimum distance
d(C) is the minimum Hamming weight of a nonzero codeword of C.

A code C may be represented by a generator matrix G € F’;X" whose rows
form a basis of C.

Definition 9 (Dual code and hull). The dual code of C is
ct={y ey :(x,y) =0 forallx € C}.

The hull of C is
H(C) = CnCt.



Definition 10 (Code equivalence). Let C1,Cy C Fy be [n, k, q] codes with
generator matrices G1,Gs.

— They are permutation equivalent if there exists a permutation matriz P and
an invertible matriz S such that Go = SG1 P.

— They are signed permutation equivalent if Go = SG1PD, where S is invert-
ible, P is a permutation matriz and D is diagonal entries in {£1}.

— They are linearly equivalent if there exist S invertible, a permutation matrix

P, and a diagonal matriz D such that Go = SG1PD.

The Linear Equivalence Problem (LEP) is precisely the problem of finding a
linear isometry for the Hamming metric 7 € S, xF;" such that 7(C1) = Cy. The
Permutation Equivalence Problem (PEP) is the problem of finding a permutation
7w € S, such that 7(Cy) = Cs, and the Signed Permutation Equivalence Problem
(SPEP) is the problem of retrieving a signed permutation 7 € S,, x {£1} such
that 7(Cy) = Cs.

The complexity of code equivalence depends strongly on the dimension of the
hull. Sendrier’s Support Splitting Algorithm (SSA [27]) is particularly effective
when dim H(C) is small, and recent work provides provable bounds and improved
worst-case algorithms for several equivalence variants [7]: PEP and LEP can be
solved in 2°(™ arithmetic operations in Iy, and using an analogue of the closure
method that reduces LEP to PEP [28], Ducas and Gibbons [18, Sec. 5.2 showed
that SPEP can also be solved in time 2°0(%).

2.3 Construction A lattices and s-hulls

Definition 11 (Construction A). Let C C IF;L be a linear code over a prime
field. The associated Construction A lattice is

AC) = {x€Z" :xmod p € C}.

Construction A provides a direct bridge between coding-theoretic and lattice-
theoretic structure.

Definition 12 (s-hull of a lattice [18, Def. 12]). Let A C R™ be a lattice
and let s € Z>q. The s-hull of A is the sublattice

Hy,(A) = AnsA®,
where A* denotes the dual lattice.

The s-hull is invariant under lattice isometries and captures the structured
part of A visible at scale s.

Lemma 1 (Ducas—Gibbons [18, Lem. 4]). Let C C F} be a linear code and
let A(C) be its Construction A lattice. Then

Hy(A(C)) = A(H(C)),
where H(C) = C N C+ denotes the hull of C.



Lemma 1 shows that, for Construction A lattices, the p-hull operation com-
mutes with Construction A and directly reflects the hull of the underlying code.
This correspondence is the core structural observation enabling hull-based at-
tacks on the lattice isomorphism problem and forms the starting point for ex-
tending such attacks beyond the trivial-hull regime.

For any = € IF,,, where p is odd, we denote its lift

Te{0,+1,...,+(p—1)/2}

to be the unique integer such that T = x mod p, i.e., the “zero-centered” distin-
guished representative of z. For p = 2, we simply take T = x mod 2.

Definition 13 (Theta Function). For any prime p and a € Fp, the theta
function for a is defined by

Oa(q) =y q ™",

Z€EZL

Note that this is equivalent to the theta series of a one-dimensional coset of a
Construction A lattice.

Lemma 2 (Theta Series of Construction A Lattice). For any positive
integer n, prime p, and linear code C C Fy, the theta series of the corresponding
Construction A lattice L = A(C) can be written as

Ocle)= Y, []f(0.

(€1,.yen)€C =1

Proof. By definition 11, each lattice vector x = (z1,...,2,) € L can be written
as x = € + pz for some ¢ = (¢1,...,¢,) € C and z = (21,...,2,) € Z™, s0
that each coordinate has the form x; = ¢; + pz;. Then by definition 3 and some
straightforward manipulation, we obtain

Oc(@) =Y ™ =TI =3 3 [t

xeL xeLli=1 ceCzezm™ i=1
n n
_ Citpzi)® _
= E H E ¢@tr=)’ = E ng(q).
ceCi=1z,€Z ceCi=1

Definition 14 (Gaussian Binomial Coefficient). For any non-negative in-
tegers m and k, the Gaussian binomial coeflicient is the polynomial in the inde-
terminate q given by

k-1 ,
m\ @ -1 (@ - - (g )
<k>q~il_£(qi+1_1) - G- —-1) ... (-1 :



Note that for k > m, the expression evaluates to 0; for the case where k = 0,
the expression evaluates to 1, as both the numerator and denominator are empty
products.

We will be particularly interested in the case when ¢ set to be a prime power,
as this expression gives the number of k-dimensional subspaces in the vector
space ;" over the finite field F,.

3 High level description of the LIP algorithm

We describe a hull-based algorithm for the lattice isomorphism problem that
follows the framework of [18, Section 5.1]. We work under the promise that the
input lattices are of the form

A; = 0;(C +pZ™) C R, i=1,2,

where C' C Fy} is a fixed linear code and 01,02 € O(n) are unknown orthogonal
transformations. The goal is to find a linear isometry A; — As.

Theorem 5 (Correctness of Algorithm 1). Algorithm 1 returns either a
linear isometry between the input lattices, or declares a failure.

Proof. By Lemma 4 of [18], the p-hull of each lattice satisfies

where H(C') = CNC* denotes the hull of the code. In particular, H,(A;) contains
the sublattice O;(pZ™), which is independent of the code hull component. We
attempt to recover O,;(pZ™) by using discrete Gaussian sampling on H,(A;)
with parameter o = ¢p/+/n. In particular, we hope that the lists A; contain the
images of the 2n vectors +pe; where the e; are the canonical vectors of Z".
If |A;] < 2n, we declare a failure. If |4;| > (2 4+ §)n, we also declare a failure
(only to simplify the analysis of the run-time). Each time we pick an n-tuple of
elements of A;, we work under the assumption that they generate the sublattice
O;(pZ™) C H,(A;). Solving the resulting instance of Z-LIP between O;(pZ™)
and pZ™ yields an orthogonal transformation

!
Oi = OiOO'»L',

where o; is a signed permutation, i.e., an automorphism of pZ”™. Indeed, two
isometries O;, O} : pZ" — B,Z" satisfy O; 'O} € Aut(pZ"), which is the group
of signed permutations.

Conjugating the input lattices by Ofl produces Construction A lattices of
codes equivalent to C":

L; = 07'A; = o71(C) +pZ".

The original lattice isomorphism problem thus reduces to a Signed Permutation
Equivalence Problem (SPEP) between the codes C; = o7 }(C) and Cy = 05, *(C).



Algorithm 1 LIP for Construction A lattices
Require: Two lattices A; = O;(C + pZ™) C R", i € {1,2}. Constants c,d,e > 0.
Ensure: An isometry ¢ such that (A1) = Az, or failure

1: Set o + ¢p/v/n
2: For i = 1,2, compute the p-hull

Hp(/ll) = AZ ﬂp/l:

3: Draw 2"/? samples from Dy, )0
4: For ¢ = 1,2, enumerate vectors of norm p inside H,(A;). Let A; be the correspond-
ing lists.
5: if |A;| ¢ [2n, (2 + 0)n] then
6: return failure
7: else
8:  for all n-tuples B of A; and n-tuples B2 of A do
9: Let B; be a basis of the sublattice generated by these vectors.
10: For i = 1,2, solve Z-LIP between B; and pZ" to get an orthogonal matrix Oj.
11: Compute the Construction A lattice
Li + O ' Ay = 0, 1(C) + pZ"
12: Reduce L1, L2 modulo p to obtain codes C1 = Jfl(C) and Cy = a;l(C)
13: Solve SPEP between C7 and Cbs.
14: if SPEP has a solution ¢ then
15:
16: return ¢ = 0y0000;"
17: end if
18: end for
19:  if no solution to SPEP was found then
20: return failure
21:  end if
22: end if

Solving this SPEP instance recovers the relative signed permutation o5 Loy up
to an automorphism of Cy: o = 02_1010’ with ¢/(C7) = C;. With that we have
0/2 [oN el 0/1_1(/11) = 0/2 o 0'2_10'10'/(.[/1)

= 0300, 01(L1)

=0hoayt o007 (Ay)

= (0q09) 005 a1 0 (o707 (Ay)

= 0,07 (A1) = As.
Remark 3. Algorithm 1 relies on the identification of O;(pZ™) for i = 1,2. It
is possible to collect length-p vectors directly in A; instead of H,(A;). However
this impacts the performance both asymptotically and practically, since the di-

mension of H(C) is typically small. In the analysis of Algorithm 1, we rely on
the fact that the expected length of the lists A; are close to 2n. Working with



H,(4;) instead of A; makes this estimate tighter, thus enlarging the range of
parameters for which the success probability is 1 + o(1).

4 A bound on the average number of p-length vectors

In this section, we provide a bound on the expected number N,(C) of length p
vectors in H,(A(C)) = A(H(C)). Our proof requires first to bound the proba-
bility that a given vector u € Fy belongs to H#(C') where C' is drawn uniformly
at random among the k-dimensional linear codes of Fy. Then we use this to de-
rive an upper bound on the expected value of the term in p? of the theta series

O A1 (c)) to obtain our estimate on the number of vectors of length p.

4.1 Probability of belonging to the Hull of a Random Linear Code

Lemma 3. For any positive integers q,n, and k < n, let C C Fy be a linear
code chosen uniformly at random from all k-dimensional F,-subspaces of Fy and
let H(C) = C N C* be its hull. Then, for a fized nonzero vector u € F7,

1. If (u,u) # 0, then Prju € H(C)] =0.
2. If (u,u) =0, then

(),

where the probability is over the random choice of C.

Prjue H(O)] =

Proof. First note that a vector u is in the hull H(C) if and only if u € C' and
u € C+. Since C is a linear code, u € C if and only if its span (u) := {a-u:
a € F,} C C. By definition of the dual code, u € C* if and only if (u,c) = 0 for
all codewords ¢ € C, which is equivalent to C' C ut := {x € F7 : (u,x) = 0}.
Hence,

uecH(C) < (u)CCCu. (1)
We consider each case for (u,u):

Case 1: (u,u) # 0. If u € H(C), then by eq. (1), (u,c) =0 for all ¢ € C. Since
u € C, this implies that (u,u) = 0, which contradicts the assumption. Thus,
Pr[u € H(C)] =0 in this case.

Case 2: (u,u) = 0. We count the number of codes C' that satisfy (u) C C' C u*
and call these admissible codes. Since u is a nonzero vector, the map x — (u, x)
is a nonzero linear functional on F?, so u' has dimension dim(ut) =n —1. By
the assumption that (u, u) = 0, we have u € u* and so the quotient u' /{u) has
dimension dim(u'/(u)) = dim(ut) — 1 = n — 2. Consider the map

$:{C:(u) CCCut, dim(C) =k} = {C’' Cut/(u):dim(C") =k -1}
defined by @(C) := C/(u). This map is a bijection. It is well defined, as for any
C' in the domain, the quotient ¢(C') = C/(u) is a (k — 1)-dimensional subspace

10



of ut/(u). If C; # Cy are in the domain, they admit bases {u,xy,...,x;_1} and
{u,y1,...,¥k—1} respectively, with at least one index ¢ such that y; ¢ C;. This
means that &(y;) ¢ span{P(x1),...,P(xx_1)} = P(C3), and hence $(C;) #
&(Cy) meaning that @ is injective. Conversely, any (k — 1)-dimensional subspace
C' = span{x},...,x,_;} C u'/(u) admits the preimage span{u,x1,...,Xx_1}
under the quotient map ut — ul/{u) where each x; is an arbitrary lift of
x, € ut/(u) in ut. Hence, the number of admissible C is the number of (k —1)-
dimensional subspaces of an (n — 2)-dimensional F,-space; this is given pre-
cisely by the Gaussian binomial coefficient (k 1) Slmllarly7 the number of k-

dimensional subspaces of Fy is (Z)q. Therefore,

|{C': (u) € C Cut, dim(C) = k}| B (Z:?)q
|{C§Fg:d1m :k‘}‘ (Z)q '

Priue H(C)] =

This completes the proof.

Lemma 4. For any positive integers g and k = k(n) with k < n, linear code
C CFy chosen uniformly at random from all k-dimensional F,-subspaces of Fy,
and nonzero vector u =€ Fy with (u,u) =0,

_ 4=k _ ,—(n—k)
T

Proof. By lemma 3 and definition 14, rearranging the terms in the Gaussian
binomial coefficients, and simplifying,

Pru e H(C (1:[ q”:l 1_11><1:[ CI’+1—1>

( n 2— 1_1 q -1
_ qnkarlfl
(- q —1)
(- )( —1)
_ . (1—g ™1 -qg"h)
(1—g™)(1—¢g (D)
cq V. (1-2¢711],

where the inequalities follow from the hypotheses 1 <k <n —1 and ¢ > 1.

4.2 Expected value of the number of length p vectors in H,(A(C))

We are now ready to bound the expected number of lattice vectors in the p-hull of
a Construction A lattice of a code drawn uniformly at random that have length
p. To find this number, we determine the relevant coefficient of the expected

11



theta series of these lattices. In this section, we use the simplified notation £ :=
H,(A(C)) = A(H(C)) where C is drawn uniformly at random among the k-
dimensional linear codes over ). We also say that two series 01(q), 02(q) satisfy
0;(q) < 02(q) if the inequality holds coefficient-wise, and we denote by [¢°]0(q)
the coefficient of order ¢ in 6(q).

Lemma 5 (Expected Theta Series of £). Let p be a prime number. For
any linear code C C F chosen uniformly at random from all k-dimensional
subspaces of Iy, the expected theta series of L := H,(A(C)) = A(H(C)) satisfies

E[0£(q)] < 00(q)" + cappp " ((Z Oal( ) — bo(q)" >7

a€clF

kg —(n—k)

where cppp = 5172*7%((171;*(”*1); € (1 - 2p’1,1] and where the expectation

is over the random choice of C. The inequality of series is to be understood
coefficient-wise.

Proof. We rewrite the theta series of £ as a sum over all words in F). For any
vector u = (uy,...,u,) € Fy}, define F(u) := [];_; 6., (q). Then by lemma 2,
the theta series of £ can be written as

Y 0@ =" Lueney - Flu),
ceH(C)i=1 u€eFy

where 1{,e3(c)} denotes the indicator random variable of the event u € H(C).
Taking the expectation of the above expression over the randomness of the code,
by linearity of expectation we have

El6(9)] = > Ellfuency]- = > PrlucH(C)] F(u). (2)

ucky uefn

The probability that a fixed nonzero vector u € F}} is in the hull H(C) of a
the random linear code C' is Pr[u € H(C)] = ¢k pp' ™ if (u,u) =0 for u # 0,
Prlu € H(C)] = 0 if (u,u) # 0 and Pr[0 € C] = 1. The sum over vectors in F}
in eq. (2) can be factorized coordinate-wise as

YoFw=) ) ﬁ%(q) = ﬁ(z 0(@)) = (3 ()"
ueF? w€Fp  un€F, i=1 i=1 a€l, a€F,

By these facts, eq. (2) implies the inequality coefficient-wise

E[O2(q)] < F(0) + ey’ ( D F(u) ~ F(0))

ucly

Ho(q)n+0n,k,pp1n<(ze ) —6o(@)" >

a€lF

12



Lemma 6. Let p be a prime number. For any integer £ > 0 and any linear code
C C F) chosen uniformly at random from all k-dimensional subspaces of Fy, the
expected number of lattice vectors in L := Hp(A(C)) = A(H(C)) of Euclidean
norm £ satisfies

E[No(C)] < ¢ 160(a)" + enrpp' " ([q”l(Z bula))” - [q421eo<q>”>,
a€lF,
where the expectation is over the random choice of C.

Proof. By definition 3 and linearity of expectation, we have
i 2
E[0c(q)] = Y _EN(O)]-¢" .
£=0

Equivalently, for each non-negative integer ¢, the coefficient of ¢ in the series
above is

E[N(C)] = [¢" |E[OL(q))-

The claimed identity then follows from substituting the expression from lemma 5
and summing over all the coefficients of ¢’ in each series and partial sum term.

Theorem 6 (Expected Number of Lattice Vectors of Length p). For
any prime p and any linear code C C ¥} chosen uniformly at random from all
k-dimensional subspaces of ¥y, the expected number of lattice vectors in L :=

H,(A(C)) = A(H(C)) of length p is bounded as follows
2n < E[N,(O)] < 2n+ cpppp™ " (2n(p — 1))102_%17

where the expectation is over the random choice of C' and

P € el " (€t i)
TP (M —p)(1 - pm (D)

e(1-2p7"1].

Proof. As pZ™ C H,(A(C)), we always have N,(C) > 2n. To upper bound
E[N,(C)], we use the identity from lemma 6 for norm ¢ = p, truncate each term
in the expression, and then use a combinatorial argument to explicitly find the
coeflicient of qPQ.

By lemma 6,

B[N, ()] < 0" 100(0)" + cnpp ™ <[qﬁ (> )" - [qfwo(q)”). 3)

a€lF,

Each series and partial sum in the equality above can be written as a sum of
terms of degree at most p? and the remaining higher-degree terms.

13



By definition 13, the theta function for 0 can be written as

Oo(q) = -+ PG DRI Cy DRI IPS SENIPHC DT
= 1+2¢" + Ro(q), (4)

where Ro(q) == 2) .o, ¢P?)” contains all terms of degree at least 4p2. Now
we find the coefficient of ¢?° in the product 8y(¢)™ = (1 + 2¢°° + Ro(q))".
Observe that since Ry(q) only contains terms of degree greater than p?, it cannot
contribute to the coeflicient of qu. Thus, the only way to obtain a degree-p? term
in the product is by multiplying the term 2q”2 from one of the n factors with
the term 1 from each of the other n — 1 factors. Since there are n possible ways
to do this, we have

2
[ 160(g)"™ = 2n. (5)
By definition 13, for any nonzero a € F), with 1 <@ < [(p — 1)/2],

0a(q) = 0_a(q) = - + 2@ 4 =07 4 @ 4 (+D* | GC@prD)® 4
—2 —\2
=q" +4%" + Ra(q), (6)

where Ro(q) == 3, <z 0,-1 q@ P’ contains all terms of degree strictly greater

than p?. Let B(q) := 1+ 22;’;1)/2(qj2 +¢P=D*) for odd p and B(q) := 1+ 2g
for p = 2. Then, by egs. (4) and (6) and gathering small-degree terms in the

truncated polynomial, we have the following identity modulo q]"%rl when p is
odd

Do bale)=bo(@)+ D balq)

acF, a€F\ {0}
) (p—1)/2 N -
=142¢" +Ro(g)+2 > (¢ +47"7 +R;(q)
j=1
) (p—1)/2 \ . )
=1+2¢" +2 Z (¢ + ¢P=9) ) mod ¢” !
j=1

= B(q) + 24"

For p = 2 we similarly get

Y bal@)=bl0)+ D bala)

a€ckF, a€F,\{0}
= bo(q) + 01(q)
= 1+2¢"" + Ro(q) + 24+ Ra(g)
= B(q) + 2qp2 mod qp2+1.

14



Now we find the coefficient of g7 in the product (EaEFP 6.(q))™. Using the con-

gruence above and expanding the product, and observing that the only degree-p?
terms come from the first and second terms of the sum,

P @) = ) (Bla) +20°)"

a€lF,

= [qu]B(Q)" + 2n.

The coefficient [qPQ]B(q)” admits the following combinatorial interpretation.
Defining the set S := {52, (p —j)% : j € {1,...,(p — 1)/2}} for odd p and

= {1} for p = 2, we can rewrite B(q) = 1+ 23 .¢¢°. Then expanding
the product B(q)™ amounts to choosing n terms, where each term is either the
constant term 1 or one of the monomials 2¢° with e € S. Thus, a monomial of
total degree p? corresponds to choosing

— an index set I C {1,...,n} such that |I| =t < p?, and
— for each i € I, choosing an exponent s; € S such that ), ; s; = 2.

Since every s € S satisfies s > 1, any choice of I must have size |I| = t < p?. Each
such choice contributes a factor of 2¢, reflecting the two sign choices associated
with each nonzero residue class. For a fixed integer ¢t > 0, there are (?) possible
index sets I C {1,...,n} of size |I| = t. Then, for any ¢, the number of monomial
choices is bounded by

n
mei= [ soen) 11 =t s e 8, Ss =02} < () 18 < a0 1,
i€l

where the second inequality follows by definition of S and a trivial bound on the
binomial coeflicient. Consequently, we obtain

" 1B(g)" = 2" Z
t=0 t=0
2n(p T 1 p2+1
_ | 2(< _))1)_1 < (2n(p-1)"

Therefore, by substituting eqs. (5) and (7) into eq. (3), we obtain

EIN,(C)] < 20+ oy~ (1671 B(a)" + 20 — 2n)
2
<20+ Cuppp' " (20(p — 1))7 L

as claimed.
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Theorem 6 shows that on average the expected number of vectors of length p
in A(H(C)) is very close to 2n, i.e. the images of £pe; under the secret isometry
where the e; are the canonical basis vectors of Z". This allows us to argue that

2
in the regime where lim,,_,oc p* ™" (2n(p - 1))p o 0, we know the images of
the +pe; with high probability. In particular, in Corollary 1 below, we specify
this result for the case of p a constant.

Corollary 1 (Expected Number of Lattice Vectors of Length p). For
any prime p € O(1) and any linear code C C F} chosen uniformly at random
Jrom all k-dimensional subspaces of Fy;, the expected number of lattice vectors in
L:= H,(A(C)) = A(H(C)) of length p satisfies

n <E[N,(C)] <2n+p~"- O(np2+1),
where the expectation is over the random choice of C'.

Proof. By theorem 6 and since p is fixed, as n grows

+

E[N,(C)] < 2n+ cpppp' " (2n(p — 1))" Y_opypm. O(n?"+1).

5 A sampling procedure to collect all vectors of length p

Let p be a prime and let €' < F} be a uniformly random k-dimensional code.
Let A = A(C) C Z™ be the (unscaled) Construction A lattice and

Sp(C) = {x e Hy(A) : x| =p},  Np(C) == [Sp(C)].

In this section, we provide an upper bound on the number of independent samples
T(C) from Dy (), required to collect all of the N,(C) vectors of length p in
H,(A) for 0 = ¢p/+/n for some constant ¢ > 0. At its core, the argument relies
on the coupon collector problem framework. The distribution Dy, (1), satisfies

—nllyll?/o? 5, o
2 po(Hy(A)) = Y emlel®/e”,

zE€H,(A)

Pr X=y|=——7—,
wen o XY= L )

Hence the probability pc of sampling a vector of length p satisfies

= T x| = p| = ps(Sp(C))  Np(C) e—mp* /o
poi= =P = ) T T o ()

Lemma 7. Given a code C, the conditional expectation of T(C) satisfies

E[T(C)|C] < (In(N,(C)) + 1)pU(Hp(A))€ﬂ'p2/02
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Proof. Conditioned on the event that we draw a vector of length p, the distribu-
tion on S, (C') is uniform (all vectors of S, (C') have the same Gaussian weight).
Hence, by the standard coupon collector argument, the number of successful
samples of a vector x € S,(C) required to collect all elements of S,(C) is on
average N,(C)Hy, (c) where

N,(C)
Hy,c)= Y = <In(Ny(C)) +1.
j=1

<.

Since the average number of samples required to draw x € S,(C) is 1/pc, the
average total number of samples required to draw all elements of S, (C') satisfies

Np(C)HNp(C) <

(In(N,(C)) + 1)pe (Hp(A))e™ /",
Pc

E[T(C)[C] =

Proposition 1. When the code C is drawn uniformly at random over dimension
k linear codes over ¥, the average number of samples Ec[T(C)] from Dy, 4,0
required to collect all vectors of S,(C) satisfies

14+ 677'{'/0'2

Ec[T(C)] < e/’ (
1—e7/o

) (In(Ec[N,(C)]) +1).

Proof. The expected value of T(C') satisfies
Ec([T(C)] = Ec[EIT(C)|C]] < e™/" Bo|(n(Ny(C)) + 1)ps(4)]
First, since H,(A) C Z™ we have the (instance-independent) bound
" Cam? /o2 " 1 —‘r—@iﬂ/gz "
po(Hp(A)) < po(Z7) = <Z e / > < (1—6“/"2> .
meZ

Additionally, by concavity of the logarithm function and Jensen’s inequality, we
have
Ec[In(N,(C)) + 1] < In(Ec[N,(C)] + 1).

Together, these inequalities show that

e~ /7? "
Ec[(n(Ny(C)) + 1)po (Hy(4))] < (L) (in(Ec [N, (C)) + 1)

Corollary 2. Assume C is drawn uniformly at random over k-dimensional lin-
ear codes over Fy for a prime number p € O(n'/?=¢) with ¢ > 0, and that
Ec[N,(C)] € Poly(n). The expected number of independent samples drawn from
Dy, ()0 for o = cp//n where ¢ > 0 to collect all vectors of S,(C) satisfies

Ec[T(C)] € O (2(10g2(6)c%)n)
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Proof. Given the definition of o, we have

— o s 2e
2

2 2
e_“'/g =e 2p? <e <2

—n/o2 n
for some constant d > 0. Hence lim,,_, o (u) = 1 which means that

1—e—m/o>
1+ —r/o2
€
(1_6—n/02

(In(Ec[N,(C)]) + 1) € O(1), hence the result.

) is bounded by a global constant. Additionally, by assumption,

6 Overall cost of the LIP procedure

In this section, we use the expected values of the number of length p vectors in
H,(A(C)) for a random code C calculated in Section 4.2 and the average number
of samples from Dy (4, to obtain all vectors of length p calculated in Section 5
to derive the success probability of the LIP algorithm described in Section 3.

Proposition 2. Let €,6 > 0 be constants, and assume the prime field size sat-
isfies p < n'/2=¢. Then over a choice of linear code C C Fy uniformly at random
from all k-dimensional subspaces of ), the probability that the number Ny(C)
of length p vectors in L := H,(A(C)) = A(H(C)) is larger than 2n + on satisfies

Pr[N,(C) > (2 + 6)n] = o(1).

Proof. Given p < n'/27¢ we first show that Ec[N,(C)] = 2n + o(n) and we
conclude using Markov’s bound. We know from Theorem 6 that

1-n p>+1

2n <E[N,(C)] <2n+p (2n(p — 1))

Let o = 1/2 — ¢, so that p < n®. The excess term satisfies

P (2n(p — 1)7 1 < peltmmp (et S5 ) (D

log(2) y, 2« log(2)
_ nelog(n) (7an+(1+a+ Tos(n) I +2a+ Tos () )

Since 2a < 1, we have

10g(2) )n2a ) 10g(2)

log(n) <—om +(1+a+ Tog(n) a+ Tog(n)

) ~ —anlog(n),

and therefore

log(2)\. 2 log(2)
elog(n)(fanJr(lJraJrlog(n))” a+2a+log(n)) — 0(1)

Let A,(C) := N,(C) —2n. We have Ec[A,(C)] = E¢[N,(C)] —2n = o(n). Since
A

N, (C) > 2n, Ap(C) is non-negative and we can apply Markov’s inequality
EclA
Pr[N,(C) > (2 + 8)n] = Pr[A,(C) > on] < 2! 52(0)] _ 0(:) —o(1).
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Similarly, we use Markov’s inequality to bound the probability that the num-
ber of samples T'(C) required to collect all vectors of length p exceeds the number
of samples 2"/2 we collect via the ADRS procedure.

Proposition 3. Let ¢ > 0 and ¢ > \/2logy(e)m be constants. Assume C' is
drawn uniformly at random over the k-dimensional linear codes over ¥y with
p < n'/27¢ prime. Then the probability that the number T(C) of independent
samples from Dy (a(c)),oc with o = ep/\/n required to draw all length p vectors
of Hy(A(C)) satisfies

Pr[T(C) > 2"/?] = o(1).

Proof. We show that the number of samples produced by ADRS exceed the
expected number of required samples to obtain all vectors of length p with over-
whelming probability. With our choice of ¢, we have log,(e)% < 3. Since T(C)
is a non negative random variable, we can apply Markov’s inequality to obtain:

PHT(C) > 27/2] < % — (1),

since in this regime, E¢[N,(C)] = 2n+o(n) € Poly(n), and hence by Corollary 2,
Ec[T(C)] € O (2(1°gz<e>c%)“).

Corollary 3 (Cost of Algorithm 1). Lete > 0 and ¢ > \/2log,(e)m be con-
stants. Assume C is drawn uniformly at random over the k-dimensional linear
codes over T with p < n'/2=¢ prime. Then the cost of Algorithm 1 is in 200",
and its success probability is 1 + o(1).

Proof. The cost of producing 2/? samples from Dy, a(c)),c with the ADRS
procedure in each of the input lattices is in 2"+°(") From Proposition 3, all
N,(C) length p vectors of H,(A(C)) are among the 2/2 vectors selected. Then
in time 29(") we can identify all N,(C) vectors of length p. If that number is
larger than (2 + 0)n, we declare a failure with probability o(1). We sort through
all n-uplets of length p vectors in time ((22‘;)”) € 29 and each time we have a
pair of n-tuples of length-p vectors in the input lattices, we attempt to solve the
corresponding pair of instances of Z-LIP in time 2°(")| and in case of success,
we solve the SPEP instance also in time 29 hence the bound on the overall
cost of Algorithm 1.

Notably, the above bounds hold independently of dim(#(C)). When p grows
larger than the range specified in Corollary 3, the probability that H(C') is trivial
is at least 1 — 1/p = 1 4 o(1). In this regime, it suffices to invoke the original
method of Ducas—-Gibbons.

Corollary 4. Assume C' is drawn uniformly at random over the k-dimensional
linear codes over I where p is prime. There is an algorithm that solves LIP

between two lattices isometric to A(C) in time Poly(log(p)) - 20, with success
probability 1 + o(1).

19



Proof. In the large p regime, the cost of the Z-LIP instances as well as of SPEP
is 20(") arithmetic operations of integers with size bounded by O(log(p)), hence
the additional Poly(log(p)) term in the complexity.

7 Conclusion

We have shown that there is a Monte Carlo algorithm for solving LIP between
two input lattices that are isometric to A(C) for some code C' C F} in time

20(") with success probability 1 + o(1) over a random choice of C. A direct
improvement would be to turn this method into a Las Vegas algorithm with
average run time bounded by 2°(™). The collection of all vectors of length p
already runs in average time 2°(")| however it is unclear whether or not the
same is true for the attempt to solve SPEP for all n-tuples of length p vectors.
Indeed, even if the probability of a high number of length p vectors is small, the
time required to go through all of them gets exponentially large, thus impacting
the expected time. In our Monte Carlo algorithm, we simply declare a failure
when more than (2 + §)n vectors of length p are found. One possible way to
overcome this hurdle would be to account for the low likelihood that n-tuples of
length p vectors are all orthogonal. This necessary property of the image of the
vectors £pe; is not exploited in our algorithm. If such analysis was successfully
carried, it would likely reduce the probability that n-tuples of length p vectors
other than the images of £pe; are tested.

A more ambitious line of future work would be to design an algorithm that
works on all (rotations of) Construction A lattices as opposed to random in-
stances. If such a solution exist, it would likely require substantial new ideas
since the properties of the lattices that enable the run time of our algorithm to
be bounded by 2°(") are instrinsic to the geometry of the instances (number of
vectors of a given length).
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