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Abstract. In this work, we present new cryptanalytic results on the Bal-
let block cipher family, a simplified Lay-Massey ARX construction with
a linear key schedule, winner of the symmetric algorithm category in
the 2018-2020 Chinese National Cryptographic Algorithm Competition.
Despite winning the competition, the cipher has received limited atten-
tion outside the Chinese Association for Cryptologic Research (CACR)
community. We provide the first classical key recovery attacks in the lit-
erature, new explicit differential and linear trails (up to 16 rounds for
differential, and 16 for linear, while the original paper only provided a
bound for 9 rounds), improved impossible differential trails (8 rounds
instead of 7), and the first differential-linear analysis of Ballet (up to 20
rounds). Our results lead to key recovery attacks on up to 16 rounds
of Ballet-128/128/46, 17 rounds of Ballet-128/256/48 and 22 rounds
of Ballet-256/256/74, extending the cryptanalytic understanding of this
ARX-based design and contributing new insight into its security margin,
an area that the designers themselves note warrants further study.
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1 Introduction

In 2018, the Chinese Association for Cryptologic Research (CACR) launched the
National Cryptographic Algorithm Design Competition [7], aiming to develop
cryptographic algorithms primarily for China’s national cryptography standards.
The CACR competition aims to identify and promote robust post-quantum
asymmetric algorithms and efficient lightweight symmetric cryptographic algo-
rithms. Consequently, it plays a pivotal role in shaping China’s domestic infras-
tructure and security frameworks.

Following a two-year evaluation period, the Ballet block cipher family [10],
was awarded first prize in the symmetric-algorithm category [8]. This block ci-
pher is a simplified Lay-Massey ARX construction with a linear key schedule and
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XOR key injection, a unique design combination that makes it an interesting use
case for cryptanalysis, beyond its original context. Despite its recognition, which
poses Ballet as a central cryptographic primitive for the CACR, and original de-
sign, this block cipher has received limited attention from the broader research
community. The official design documents and full specifications of the cipher
were published exclusively in Chinese, a factor that has contributed to the cipher
remaining understudied outside the CACR ecosystem.

This work provides a new analysis of Ballet and expands what is known about
its security. In particular, we describe the first classical key recovery attacks
in the literature, concrete trails for which the design document only provided
bounds, and new distinguishers that have not been studied before.

The design document ([I0, Section 6]) also highlights the high number of
rounds in Ballet as a limitation that impacts performance. The authors made
this conservative choice due to the difficulty of analyzing ARX constructions.
They suggest that future analysis could tighten the bounds and potentially allow
a reduction in the number of roundsOur work takes a step in that direction by
providing explicit trails for more rounds than were published in the initial design
document. In addition, we provide the first differential-linear cryptanalysis of
Ballet, and use the resulting distinguishers to mount key recovery attacks on
up to 16 rounds of Ballet-128,/128/46, 17 rounds of Ballet-128/256/48, and 22
rounds of Ballet-256/256,/74.

1.1 Related works

Since its introduction in 2019 [10], the Ballet family of block ciphers has received
surprisingly little attention in international cryptography venues, despite win-
ning the CACR competition for symmetric ciphers. To the best of our knowledge,
only two papers have analyzed its security beyond the original design document.

The designers of Ballet provided bounds for differential, linear, impossible
differential, zero correlation, and integral cryptanalysis. In particular, they re-
ported that the probability of a 9-round differential trail does not exceed 2743,
but did not give the corresponding trail; from this bound, they concluded that
26 rounds of Ballet-128/128 and 53 rounds for Ballet-256 /256 were respectively
sufficient for differential cryptanalysis resistance.

Similarly, the authors bounded the correlation of the best linear trail for 8
rounds to 27!, and to 2723 for 9 rounds, and estimated the number of rounds
needed for resistance to linear cryptanalysis to 26 and 56 rounds for Ballet-
128/128 and Ballet-256,/256.

In addition to these bounds, the authors found impossible differentials for
up to 7 rounds, and zero-correlation linear approximations for 6 rounds. Finally,
they identified 7-round integral distinguishers using the division property.

Besides this analysis, Mao et al. [I5] analyzed Ballet in the related-cipher
setting, and identified a key recovery using a single chosen plaintext pair and
one encryption query, given access to a Ballet-128/128 oracle using the target
key, and a Ballet-128/256 oracle using the same key, padded with zeros. For
Ballet-128/256, similar attacks were shown for a weak key class.
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Finally, in [I9], Zhang et al. introduced an automatic SAT /SMT-based frame-
work for searching rotational-XOR (RX) differential characteristics and applied
it to Ballet. The authors obtained a 9-round RX differential characteristic for
Ballet-128/256, with probability 274347,

1.2 Owur contribution

In this work, we modify the differential and linear trail search procedure
of the CLAASP [1I3] open-source framework, providing a 50-70% per-
formance improvement across multiple ciphers. We also depict a time-based cut-
off heuristic , that reduces the reported trails search complexity
from days to minutes. In addition, we propose several effective heuristic choices
in the application of established cryptanalytic techniques, including avoiding the
longest core trail in the splicing-and-extension approach for differential and lin-
ear trail search , extending the Hamming weight of both input and
output differences from 1 to 2 in impossible differential analysis , and
decomposing the cipher structure in the construction of differential-linear dis-
tinguishers (Section 3.7). We further present an ad hoc strategy for differential-
linear key recovery (Section 4f) that constrains selected bits of the output mask,
thereby significantly reducing the complexity of the key-guessing phase. The op-
timized procedure and cutoff heuristic have been integrated into the open-source
framework CLAASP, constituting a concrete contribution to the tool itself rather
than a straightforward use of it. Although our attacks rely on known techniques,
their effective application required substantial experimentation and careful tun-
ing, both in trail search and in key-recovery phases.

Our cryptanalytic results are summarized in for key recovery and
in [Table 2| [Table 3| for distinguishers. In the latter case, results are given in
the single-key setting unless specified otherwise. The notation < 2% indicates
an upper bound on the probability of the distinguisher, while > 2% indicates a
lower bound. Parameters for each technique are described in the corresponding
sections in this manuscript (see . We also report the time and number
of cores used to find each trail.

Table 1. Key recovery attacks on Ballet

Cryptanalysis Ballet version Number of rounds Time complexity Data complexity

differential-linear ~ 128/128 16 2104.46 27246
differential-linear ~ 128/128 16 12426 Q11760
differential-linear 128,256 17 219200 11146
differential-linear 256,256 22 242.06 178.06

! hw = Hamming weight
2 This is only for the 128-128 case.
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Table 2. Ballet-128/128 and Ballet-128/256: state-of-the-art distinguishers.

Cryptanalysis Rounds Probability Parameters Cores Time (<) Report Reference
trail
differential distinguisher 9 <27® NA NA  NA x [10]
(see|T: 9 216 NA 80 49 days v this work
10 >2768 50 2 min v this work
. o 11 > 978 50 3 min v this work
d‘lﬁe!el‘lt.la,l distinguisher 19 > 9-9 8 fixed 50 4 min v this work
via splicing _ rounds
13 > 97105 50 9 min v this work
14 > 9 16 50 4 hours v this work
10 > 977 gtlanrei Cfuti)%: 4d 8 4.6 days v this work
11 > 9764 time cutoff = 5d g 5.3 days v this work
differential distinguisher 12 > t'itl-net cutoff = 5d 8 5.5 days v this work
via optimized SAT . - :1;{( - 2 X
and time-based cutoff heuristic 13 =2 é;art . 8 5.4 days v this work
14 >279 gtg;ct cutolf =3d 30 12.6 days v this work
15 > 97105 time cutoff = 36h 50 5 days v this work
16 > time cutoff =8d 50 99days v this work
linear dibj,tinguisher 9 923 NA NA NA x 0]
(correlation) o K :
(see 9 2 ) NA 100 7 hours v this work
10 2726 NA 80 4 days v this work
11 2730 NA 80 16 days v this work
10 > 9726 40 15 hours v this work
11 > 2730 40 3 days v this work
linear distinguisher 12 >27% time cutoff = 2h 40 2 days v this work
via optimized SAT 13 > start = 80 40 2 days v this work
and time-based cutoff heuristic 14 > 9—49 40 6 days v this work
15 > 2756 40 10 days v this work
. —63 time cutoff = 36h :
16 >2 start — 68 50 4 days v this work
differential-linear distinguisher 13 2710 6-1-6 50 2 hours v this work
14 2752 7-1-6 and 6-1-7 50 3 days v this work
15 > 92764 7-1-4+3 16 2 min v this work
16 >27"8 7-1-4+4 16 3 min v this work
differential-linear distinguisher 17 >27% 54+0-1-4-+£7% 1 39 sec v this work
with splicing 18 > 97106 6-1-4-+7 32 5 hours v this work
19 > 6-1-4+-8 32 15 hours v/ this work
20 > 7-1-4+8 16 14 hours v/ this work
15 > 961 time cutoff = 10d 4 14.4 days v this work
16 >2°™ time C:ut%ff =4d 99 44 days v this work
differential-linear distinguisher 17 > 981 time C,Uté)? =22d 30 days v this work
via optimized SAT o1 ?}:’gg cutoff — 7d i
and time-based cutoff heuristic 18 22 start = 98 40 11.2 days v this work
19 > 7106 gltrzilret C}t‘f{i()7 7d 40 10.9 days v this work
20 >9-18 time cutoft =7d 100 159 days v this work
7 hw! pt = I,ct =1 NA NA X [10]
7 hwpt=1,ct=1 1 6 hours v this work
impossible differential h o1 1 45 mi v his X
distinguisher(see [Table 12 8 W pt =2t = 00 o mm this wor
7 hwpt=1,ct =2 100 45 min v this work
7 hwpt=2,ct =2 64 3 days v this work
integral distinguisher 7 NA NA NA X [10]
zero-correlation trails 6 hw 1 NA NA v [10]
XOR-Rotational (Related key)? 8 94664 NA NA NA v 1)
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Table 3. Ballet-256/256: state-of-the-art distinguishers.

5

Cryptanalysis Rounds Probability Parameters Cores Time (<) Report Reference
trail
differential distinguisher 9 <27® NA NA  NA x [10]
8 2738 NA 10 8 days v this work
9 >27%8 50 1 min v this work
10 >27% 50 3 min v this work
11 > 978 50 3 min v this work
differential distinguisher 12 > 7106 8 fixed 50 6 min v this work
via splicing 13 > 97128 rounds 50 42 min v this work
14 > 97130 50 101 min v this work
15 >4 50 8 hours v this work
16 > 7158 50 4 days v this work
—48 time cutoff = 1d is
9 >2 start — 52 32 1.1d v this work
10 > 2758 time cutoff = 1d 39 1.3d v this work
differential distinguisher 11 > 966 time cutoff = 1d 39 1.2d v this work
via optimized SAT 7o :lt]%r( cutoff — 1d X
and time-based cutoff heuristic 12 =2 start — ¢ 32 L1.5d v this work
13 > 278 time cutoff = 1d 39 2.6d v this work
—102 time cutoff = 1.2d is
14 >2 start — 105 32 2.5d v this work
linear distinguisher 9 <23 NA NA NA x 0]
(correlation) o .
(see 9 2 NA 100 2 days v this work
10 >97% Stglret cutolf = 2h 37 2hours v this work
11 >27%0 time cutoff = 2h 39 2.5 hours v/ this work
linear distinguisher 12 > 936 time cutoff = 4h 39 9 hours v this work
via optimized SAT m :lt;‘g c:ut?é)ff 4 .
and time-based cutoff heuristic 15 22 start = . 64 8 hours v this work
14 >2718 time cutoff = 12h 36 L3days v this work
15 > 275 éft'élfi cutolf =2d 45 4.2 days v this work
16 > 2703 time cutoff = 2d 43 44 days v this work
9 21 414 4 15 min v this work
10 2718 4-1-5 4 44 min v this work
differential-linear distinguisher 1 922 5105 4 ik v this X
(see [Table 10 . T ! 1S Wor
12 2750 5-1-6 16 2 hours v this work
13 2739 6-1-6 50 8 hours v this work
14 246 » gg}rct C:ut07ff =2 16 2.5 days v this work
15 > 2760 time C:ut&ff =1d g 2 days v this work
differential-linear distinguisher ¢ > 9-70 time cutoff = 1d 39 1.3 days v this work
via optimized SAT s ?}311:; C:ut%%' —1d i
and time-based cutoff heuristic 17 22 start = 90 32 1.8 days v this work
18 > Eftﬁ’ret cutoll = 1.5d " 37 3.5 days this work
19 > 979 time cutoff = 2d g4 42 days v this work
20 > 97107 time cutoff =5d 64 5.3 days v this work
7 hw pt=1 ct=1 NA NA X [10]
impossible differential 7 hw pt=1 ct=1 1 1 day v this work
distinguisher(see [Table 12 8 hw pt=2 ct=1 100 11 hours v this work
7 hw pt=1 ct=2 100 12 hours v this work
integral cryptanalysis 7 NA NA NA X [10]
zero-correlation trails 6 hw 1 NA NA v [10]
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1.3 Outline

In Section [2] we briefly present the Ballet cipher, the encryption process, and
the key schedule. In Section [3] the experimental setup is delineated, along with
two general methodologies for extending linear and differential trail searches.
Moreover, we present the distinguishers found for each type of cryptanalysis as
a result of an intensive testing activity. In Section [d] we present key-recovery at-
tacks on Ballet-128 /128, Ballet-128/256 and Ballet-256/256. Finally, conclusions
are provided in Section

2 Preliminaries

2.1 The cipher

The Ballet block cipher is a lightweight, software-oriented ARX (Addition, Ro-
tation, XOR) based construction. Ballet has three versions: Ballet-128,/128/46,
Ballet-128/256/48, and Ballet-256/256/74, where the notation denotes block
length, key length, and number of rounds, respectively. The symbols used through-
out the cipher specifications are as follows: X{ || Xi || X4 || X& indicate the
n-bit input at round i, X¢ € ]F;L/‘l, skl || sk? indicate the round key at round
i, skj € F;L/ 4, << and 3> are left and right rotation, B and H are the modular
addition and subtraction, @ is the XOR operation, and, in x = x,,_1x,_2...21Z0,
Zpn—1 is the most significant bit and zq is the least significant bit.

Encryption process The cipher operates on n-bit blocks partitioned into four
words (Xo, X1, X2, X3) of n/4 bits each. At each round i, a pair of subkeys
(skl, skft) of length n/4 bits each is injected.

Encryption applies r repetitions of the round function, depicted in [Figure 1]
followed by a final output transformation that omits the permutation step to
maintain symmetry with decryption. The transformations are described in [A{

Key schedule The Ballet family is defined in two configurations: Ballet-n/n
and Ballet-n/2n.

e For Ballet-n/n (Algorithm 2)), the master key is divided into two n/2-bit
words (ko, k1). Across rounds, the subkeys (skf,skZR) are drawn from kg,
while k; evolves through rotations and XORs with round counters, then
swaps with kq.

e For Ballet-n/2n , the master key comprises four n/4-bit words
(ko, k1, to, t1). The schedule alternates k- and t-components through cyclic
shifts and XOR operations, periodically swapping roles.

3 The adopted notation indicates that, in a first step, four rounds of the linear part
are fixed. These are then extended by appending the best seven-round trail that is
compatible with the required linking conditions. Finally, five rounds corresponding
to the differential part are searched.
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Algorithm 1: Encryption

X5 Xi X3 X .
’ ’ process of the Ballet algorithm
m 1 fori=0tor—2do
N 2 Xt = Xi e skl
. s | X=X
(=] (<5 ] 6) B [(X] @ X3) <« 9];
4 X = (0 <«
a! =] =] M 15) B [(X] @ X3) << 14];
Xt = X1 o skf;
6 end
~— sk skft —— N .
o o e <
—~ < 6) B[(X] ' @ X;71) <« 9J;
Xt X X X 8 X{ =Xl @sky g
o X5 =X,"'®skl ;
. . _ r—1
Fig. 1. Round function of Ballet 10 X3 = (X3 1<<< L
BB [(X]7 @ X)) K 14];
Algorithm 2: Key genera- Algorithm 3: Key genera-
tion for Ballet n/n tion for Ballet n/2n
1 K =ko | ki; 1 K =ko |l killtol ti;
2 for i=0tor—1do 2 fori=0tor—1do
output : ko = sk’ || skf; output : ko = sk’ || skf;
3 ktemp = k13 3 tiemp = t1, Ktemp = k1;
4 k1 =ko® (k1 K 3)® (k1 K 5)Di; 4 ty =to @ (81 K 7)D (1 K 17),;
5 ko = Ktemp; 5 k1 =ko @ (k1 K 3) ® (k1 K 5);
6 end 6 to = ttemps ko = Ktemp;
7 k1 =k1 ©t1 D3
8 end

3 Distinguishers

In this section, we first describe our experimental setup and two general tech-
niques used to extend linear and differential trail searches. Then, for each type of
cryptanalysis, we present the distinguisher we identified, beginning with a brief
introduction to the technique employed, followed by the corresponding results.

3.1 Experimental setup

All experiments were conducted on a couple of Intel® Xeon® Gold 6258R
CPU@2.7GHz, 56 Cores, 112 Threads, and 2Tb of RAM, using a variable num-
ber of cores, up to 100 for the most computationally intensive tasks. On the
machine, we install a Debian-based Linux distribution as the operating system.
All computations were performed using the latest development version of the
CLAASP library [13], together with a set of our own extensions to the library,
described later in the paper.

The SAT solvers used in our experiments are ParKissat* and CryptoMiniSat®
(versions 5.11.4 and 5.13.0). ParKissat proved more effective in multi-threaded
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scenarios, especially for the lowest-weight trail search. CryptoMiniSat was em-
ployed for searching for impossible differentials and for the new optimized SAT
method with a time-based cutoff heuristic.

3.2 Splicing techniques

Splicing and extending Techniques The splicing and the extending heuris-
tics, initially described in [I1] and [I8], are commonly used to bound the weight
of the best differential and linear trails in ARX ciphers.

The splicing technique exploits the fact that it is usually computationally
easier to find trails for a small number of rounds than for many rounds. Starting
from a fixed middle difference Ay, it builds two short optimal differential trails
Ay — Ap and Ay — A, which are then combined into A, — A.. The extending
heuristic, on the other hand, builds upon a known good trail by propagating it
forward and/or backward. These heuristics were, for instance, used to find the
(at the time) best differential trail for 19 rounds of Speck-128 in [IT].

Application of these heuristics We evaluated the extending technique by
measuring its ability to approximate the best-known trails for 8 and 9 rounds.
The experiments were conducted by varying the number of initial rounds and
using several low-weight trails as starting points.

The results show that the best-weight trail is not always obtained by fixing
the maximum possible number of rounds. Consequently, we performed the splic-
ing search using the best trail identified by the classical method, fixing it for 7,
8, and 9 rounds, respectively.

We also examined whether starting from different trails with identical or
comparable weights could lead to improved sliced results. However, no significant
improvements were observed for the rounds of interest (> 10).

For these reasons, we restricted the splicing phase to one representative low-
weight trail for each choice of fixed rounds. The best sliced trails were obtained
when fixing 8 rounds. The outcomes of these experiments are presented in[Table 2|
and and are further discussed later in this section in comparison with
other methods and results.

3.3 Search procedure optimization

The search for optimal differential and linear trails for ARX-based ciphers is
known to be difficult, due to the high non-linearity introduced by modular addi-
tions, and the difficulty of decomposing the problem into a word-based activity
abstraction like the ones used for SPN ciphers, as in [12]. Preliminary experi-
ments showed that SAT solvers, as opposed to MILP and CP, which are also
available in the CLAASP library, performed better on these problems, probably
due to the binary nature of the search problem.

4 https: / /github.com /songful983 /ParKissat-RS
% |https://github.com/msoos/cryptominisat
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The library’s approach for finding the lowest-weight—e.g., differential—trail
is to begin at weight zero and increment the weight each time the solver reports
the problem as unsatisfiable, until a feasible solution is found. This procedure
can easily be proven to return an optimal trail.

However, from a computational perspective, experimental evidence shows
that it is generally easier for the solver to find a trail when one exists, often in
large numbers, rather than to prove that a given weight results in an unsatisfiable
instance. Building on this insight, we improved the library by initiating the search
from the weight of a (fast) randomly obtained trail and proceeding downward
from above the optimal weight, rather than searching upward from below.

The function searches trails with a weight lower than or equal to the previ-
ously found minus one. Doing so, the solver encounters low-cost satisfiable trails
until it reaches the optimal weight. At this point, no lower weight trail exists.
For this reason, searching for a trail with a lower weight results in an expensive
UNSAT computation (compared to the previous SAT instances). This final step,
however, certifies the optimality of the previously discovered trail.

Despite these improvements, the overall runtime is still dominated by the cost
of the UNSAT search, whose complexity grows exponentially with the target
weight. Nevertheless, this strategy yields a measured performance increase of
65% for Ballet-128/128 at 7 rounds, for both differential and linear lowest-weight
trail search. In a fast benchmark, outside the scope of this work, we observed
improvements ranging from 50% to 70% for the most expensive computations
across all tested ciphersﬂ again for both differential and linear cryptanalysis.

Time-based cutoff heuristic To mitigate the limitations discussed in the
previous paragraphs, we introduce the following time-based cutoff heuristic.

The search begins from a randomly generated or manually selected weight.
The solver then attempts to reduce this weight within the given time limit. If a
trail with a lower weight is found, the time counter is reset, and a new search
begins for weights smaller than the one obtained in the previous step. If the time
limit elapses without improvement, the procedure terminates.

We omit the UNSAT search step. Doing so, we lose the guarantee that the
resulting trail is truly optimal. Instead, we gain the ability to evaluate signif-
icantly more rounds without incurring the exponential time increase required
when moving from one cipher round to the next.

Given enough time, the search would eventually converge to the optimal
trail. In our approach, we trade off the closeness to the actual solution and the
computational resources used in the search.

This method allowed us to recompute differential and linear trails, the most
expensive ones for the standard lowest-weight search function, orders of magni-
tude faster. Moreover, since the approach can explore trails across more rounds
(and does so without fixing intermediate values to reduce search complexity),
it produces results superior to the splicing technique, as shown in and
[Table 31

5 Speck, AES, Ublock, Aradi, Kasumi, Present, Simon
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Algorithm 4: Search for a lower-weight XOR linear trail with time-

based cutoff heuristic
1 Function find_lower_weight_xor_linear_trail_with_time_cutoff (minutes, start)

2 Function find_one_lower_weight_trail(max_ weight)

3 build xor linear trail model(weight = max_weight)

a solution < solve(XOR_LINEAR) // or XOR_DIFFERENTIAL

5 return solution

6 end

7 Function find_lower_weight_xor_linear_trail_within_timeout (start, timeout)

8 result <« run_with_timeout(find_one_lower_weight_trail, timeout, max_weight

= start)
9 return result
10 end
// Search for a better starting weight; essential when the start is unspecified
11 a_trail + find_one_xor_linear _trail() // negligible time
12 searched _weight <— min(a_trail[total weight], start)
// lower the limit until the search gets stuck
13 solution <— find lower weight xor linear trail within timeout(
searched _weight, minutes )

14 while solution # None and solution[total weight] # None do

15 actual _solution <— solution

16 searched weight <— actual solution[total weight] —1

17 solution <— find lower weight xor linear trail within timeout(

searched_weight, minutes)

18 end

19 return actual solution
20 end

3.4 Differential trails

Differential cryptanalysis Differential cryptanalysis [6] examines how differ-
ences in pairs of plaintexts propagate through a cipher to produce differences
in the corresponding ciphertexts. This propagation is typically studied through
the search for high-probability differential trails, which describe the differential
transitions and their probabilities for each operation of the cipher.

Experimental results The scripts used for this experimental phase rely on
a SAT-based model implementing the techniques introduced by [1I] for ARX
ciphers, in which modular addition is encoded using a limited set of Boolean
constraints derived from Lipmaa-Moriai’s algorithm [I4]. The scripts are avail-
able in the supplementary materiaﬂ

Unlike the analysis in [I0], which provides only a theoretical upper bound
on the differential probability for 9 rounds, we identify an explicit optimal dif-
ferential trail. Although the bound corresponds to a weight of 43, we show that
no 9-round trail with weight lower than 46 exists. Consequently, the optimal
differential trail has weight 46, indicating that the upper bound in [I0] is not
tight.

7 https://github.com /Crypto-TII/claasping _ballet /blob,/main/Ballet /scripts/find
lowest weight xor differential trail ballet.py| and
https://github.com/Crypto-TII/claasping ballet/blob/main/Ballet/scripts/
findLowerDifferential Trail. pyl


https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/find_lowest_weight_xor_differential_trail_ballet.py
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https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/findLowerDifferentialTrail.py
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Compared to traditional search strategies, the introduction of the time-based
cutoff heuristic substantially improved our ability to efficiently explore the trail
space. Using this approach, we recomputed the 9-round trail in 1.36 hours on 4
cores (with a 20-minute time cutoff), compared to the 49 days required by the
previous state-of-the-art exhaustive search on 80 cores.

Moreover, this method produced results that surpass those obtained with the

splicing technique. As shown in splicing reaches round 14 with weight
116 and cannot be pushed further: the 15-round extension (obtained in 7.5 days
on 50 cores) has weight 128, and both trails are already optimal once the first
eight rounds are fixed.
In contrast, our heuristic approach does not require fixing intermediate values to
reduce the search space. With a 36-hour time cutoff on 50 cores, the solver reaches
15 rounds and produces a trail of weight 105 within five days. This result can be
further improved: by initializing the search at weight 127 and running the same
procedure on 50 cores with an 8-day time cutoff, we obtained a 16-round trail
of weight 127 after two days. However, no lower-weight trail was found during
the subsequent 8-day period, suggesting that the 16-round instance may be too
large for the SAT solver to handle effectively without additional constraints on
round outputs, as used in splicing techniques.

Applying the same strategy to the 256,/256 case, and initializing the search
at weight 105 with a 1.2-day cutoff, we obtained a 14-round trail of weight 102
after 2.5 days of computation. The time-cutoff approach yields better results than
splicing for the reachable number of rounds; however, for larger round counts,
splicing becomes necessary due to computational limitations, as it enables the
search to be extended up to 16 rounds within practical time constraints. To reach
additional rounds while maintaining a lower trail weight compared to classical
splicing, the most effective strategy would be to splice the 14-round trail obtained
via the time-cutoff heuristic by fixing some of its intermediate rounds (e.g.,
eight), and then reapply the optimized SAT solver with a time cutoff to extend
the search further.

3.5 Linear trails

Linear Techniques Linear cryptanalysis, originally introduced by Matsui [16],
aims to derive a linear expression of the form

Pliy,ia, ..., iq) D Cli1, g2y - - Jb) = Klk1,kay ..., ke

where ¢, j and k denote fixed bit positions, and where the equation holds with
a probability different from 1/2 for a random plaintext and its corresponding
ciphertext. The quantity |p — 1/2| represents the bias of the linear relation.

Once such a linear expression has been identified, the key bits can be inferred
through a two-step procedureEI

Step 1. Consider N plaintexts and let T" denote the number of them for which
the left-hand side of the linear equation evaluates to 0.
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Step 2. We guess
iftp>1 1lifp<l T>N/2
Kl ] = 0?p>%, ?p<§, > N/2,
lifp>35, 0ifp< 3, T <N/2

The success rate of the method increases with the number of plaintext sam-
ples N and with the magnitude of the bias |p—1/2|. The approximation achieving
the maximum bias—i.e., the largest value of |p — 1/2|—is referred to as the best
(or optimal) linear approximation, and its associated probability p is correspond-
ingly termed the best probability.

Experimental results Similar to Section the scripts used for this experi-
mental part apply the techniques introduced by [11] to model linear propagations
in ARX constructions. The scripts are available in the supplementary materia

For the Ballet-128/128 case in [10], authors reached a 272% probability for
any 9-round linear trail. In our experiments, we independently confirmed this
result, specifically obtaining a linear correlation weight of 23 for the 9-round
case within approximately 0.3 days of computation. Our method produced an
explicit trail achieving this weight. Moreover we reached the 11th round with
weight 30.

Similarly, for Ballet-256/256, we match the upper bound of 23 given in [10]
and provide the corresponding trail with weight 23.

By applying the optimized SAT-based search with the time-based cutoff
heuristic described in to Ballet-128/128, we were able to extend the
analysis up to 16 rounds. Our initial configuration, starting from a weight of 80,
using a 2-hour time cutoff and 40 cores, reached round 16 in 7.2 hours, yielding a
trail of correlation weight 69. As this correlation remained too high for practical
relevance, we repeated the search with a lower starting weight. Beginning from
a weight of 68, using 50 cores and a 36-hour time cutoff, we obtained a trail of
weight 63 within 3 days, marking a useful improvement for linear cryptanalysis.
Applying the same strategy to the 256/256 case, starting from a weight of 63,
and employing 48 cores with a two-day time cut-off, we derived a 16-round trail
of weight 63 after 4.4 days of computation.

3.6 Impossible differentials

Impossible Differential techniques Impossible differential cryptanalysis, in-
troduced by Biham, Biryukov, and Shamir [5], exploits differential transitions
that are structurally impossible for a given cipher. An impossible differential
consists of an input—output difference pair whose propagation has probability
zero, independently of the secret key.

8 This is Matsui’s Algorithm 1
9 |https: //github.com /Crypto-TII/claasping ballet/blob/main/Ballet /scripts/find
lowest _weight xor_linear_trail ballet.py


https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/find_lowest_weight_xor_linear_trail_ballet.py
https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/find_lowest_weight_xor_linear_trail_ballet.py
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Experimental results The scripts used for the experimental phase follow the
approach introduced independently by Sasaki and Todo [I7] and by Cui et al. [9].
The input and output differences are fixed in an SAT-based differential model,
and the solver checks whether any valid differential trail exists. If the model
produces no feasible solution, the corresponding differential is classified as im-
possible. The scripts are available in the supplemetary materiaﬂ

In [10], authors have already shown that no impossible differentials beyond
7 rounds can be found when restricting the plaintext and ciphertext differences
to a Hamming weight of 1. Therefore, we extended our analysis by exploring
whether impossible differentials could be identified when relaxing this constraint
and varying the Hamming weights of the input and output differences.

To this end, we performed a series of experiments in which the plaintext
difference was set to have a Hamming weight of 2, while the ciphertext differ-
ence was fixed at a Hamming weight of 1. Our results show that, under these
conditions, no impossible differentials can be found beyond 8 rounds.

We also examined additional Hamming-weight pairings: a plaintext difference
of 1 with a ciphertext difference of 2, and a plaintext difference of 2 with a
ciphertext difference of 2. In both cases, the results were consistent with the
previous findings, showing that impossible differentials do not extend beyond 7
rounds.

As the search space grows significantly with increasing Hamming weight,
the computational cost becomes substantial. To make the analysis feasible, we
parallelized the code and distributed the workload across multiple processing
units. This optimization allowed us to complete the search in a much shorter
time and systematically confirm the absence of impossible differentials up to
Hamming weight 2 beyond the 8-round boundary.

3.7 Differential-linear trails

Differential-linear Techniques Differential-linear cryptanalysis was intro-
duced by Langford and Hellman [I3]. The core idea of this attack is to decompose
the cipher into three distinct components: a differential component (F(z)), a lin-
ear component (Fy(x)), and an intermediate component (F,(x)) that connects
and facilitates the interaction between the former two. The total correlation can
be estimated as Corgery [(Lout, F (@) & (Lout, F(x ® Aw))] = prq¢® where:

¢ p = Proepp[F1(z) © Fi(x @ Ain) = A,,] denotes the probability that the
input difference Ay, propagates through the first part F} of the cipher to the
intermediate difference A,,;

e q = Coryery [(I'm, ) © (Iout, F2(x))] denotes the correlation of the linear
trail from the intermediate mask I3, to the output mask I, through the
second part Fb;

o 7= Corg[(Im, Fin(2))®(m, Fn(x®A,,))] represents the correlation through
the middle layer F,,, estimated experimentally over a set of samples S.

10 https: //github.com/Crypto-TII/claasping ballet /blob/main/Ballet /scripts/
impossibleDifferentialHammingweightpt2ct1l Ballet.py


https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/impossibleDifferentialHammingweightpt2ct1_Ballet.py
https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/impossibleDifferentialHammingweightpt2ct1_Ballet.py
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Experimental results The scripts implementing the following experimental
phase are available in the supplementary materia

The state of the art for Ballet differential cryptanalysis reaches up to 9
rounds with a weight of 43. Extending the analysis beyond 9 rounds using purely
differential techniques would require a prohibitively large amount of computa-
tion. Consequently, in our work, we did not build upon previous differential
results; instead, we directly initiated the analysis from the 9-round case using
the differential-linear approach.

We performed our search using the SAT model implemented in CLAASP,
which follows the techniques described in [4] and decomposes the cipher into
three distinct subparts:

e A top part encompassing r; rounds, analyzed through differential propaga-

tions,

e A middle part covering r,, rounds, analyzed via bitwise deterministic trun-

cated differential propagations,

e A bottom part spanning r;, rounds, analyzed using linear propagations.
The reported weight is calculated by summing the total weight of the differential
component with twice the total weight of the linear component. We focused on
single-trail probabilities and did not measure clustering effects. We explored all
combinations r¢-r,,-rp, for 9 rounds. After a testing phase, the combinations 5-
1-3, 3-1-5, and 4-1-4 yielded the best weight, equal to 12 for the 128-128 case
and 14 for the 256-256 case, which is considerably lower than 43, allowing for
improved key recovery. To validate the weight of the trail 4-1-4, we heuristically
verified it for the given difference-mask pair with a significant number of samples.
This confirms that the differential-linear behavior of the trail is consistent with
the expected characteristics and supports the soundness of our analysis. Since
the 9-round version took a negligible amount of time, the research can be further
extended to reach the 14-round version, which has a weight of 52 for the 128-128
case, and weight 46 for the 256-256 case.

Although the number of rounds in the intermediate section is not fixed a pri-
ori, experimental results show that the best trails consistently feature a middle
section covering a single round. This can be explained by the fact that extending
the intermediate section beyond one round introduces an excessive number of
unknowns in the state, drastically reducing the available choices for the input
mask of the linear part. A closer examination of the results further reveals that
the optimal combinations are those in which the differential and linear parts are
well balanced, with the intermediate section always limited to one round. The
intermediate values of the trail are then used as a starting point to experimen-
tally evaluate larger DL middle sections. For the intermediate round, we rely
on the well-established observation that no impossible differentials exist beyond
8 rounds. This implies that the deterministic portion of the differential-linear
trail is necessarily limited to a maximum of 4 rounds, ensuring consistency with
the underlying structural constraints of the cipher. We introduce a parameter

" https://github.com/Crypto-TII/claasping _ballet /blob/main /Ballet /scripts/find
lowest _ differential-linear.py


https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/find_lowest_differential-linear.py
https://github.com/Crypto-TII/claasping_ballet/blob/main/Ballet/scripts/find_lowest_differential-linear.py
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defining the number of unknown variables that remain unconstrained in the
differential-linear attack model. It defaults to 1, capturing the minimal realistic
case where at least one internal bit/value is not fully determined by the model’s
equations. If set to k, the attacker can consider an extra search space of 2F
possible assignments, decreasing attack complexity. We observed that increas-
ing this number generally leads to a decrease in the resulting weight, with the
optimal value corresponding to the block dimension minus one. The time of the
computation does not change when we add it; instead, in some cases, it is even
faster.

Differential-Linear trails: splicing and time-based cutoff heuristic. The
scripts for this experimental phase are provided in the supplementary materiaﬂ

Because the search for differential-linear trails becomes computationally ex-
pensive from 15 rounds onward in the 128/128 version, the splicing technique
was adopted. Its effectiveness was first validated on the best known 14-round
trail using the 6-1-7 and 7-1-6 decompositions.

For 15 rounds, the best configuration was 7-1-4-+3, where the full differential
part is fixed, while only part of the linear trail is fixed and the remaining rounds
are searched. The same strategy proved optimal for rounds 16, 18, 19, and 20,
consistently fixing the entire differential part and only partially fixing the linear
part.

Round 17 is the only exception, as it was obtained by fixing the linear part of
the previous 6-1-4+7 decomposition and then searching for the best compatible
5-round differential trail.

Overall, the proposed slicing approach extends the search up to 20 rounds,
yielding a 7-1-4+8 trail with weight 124. However, this strategy is less efficient
than the time-cutoff approach, which consistently produces lower-weight trails at
each round (see , due to the larger solution space induced by not fixing
intermediate portions of the trail. Motivated by these observations, we applied
the latter method to both parameter settings in order to further improve the
results and extend the search to higher numbers of rounds. This allowed us to
reach round 20 for the 256/256 version with a trail of weight 107, and round 20
for the 128/128 version with weight 118.

4 Key Recovery Attacks

In this section, we present key-recovery attacks on Ballet-128 /128, Ballet-128/256
and Ballet-256/256 that use the differential-linear distinguishers presented in
A summary of the key recovery results can be found in

Given a DL distinguisher covering n, rounds, we can turn it into a (n, +
2)-round key-recovery attack by prepending one round at the beginning and
appending one round at the end.

12 lhttps://github.com/Crypto-TII/claasping ballet /blob/main/Ballet /scripts/find
lowest _ differential-linear _splicing.py’
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The initial round can be added at no extra cost because the key is injected
at the end of the round. Indeed, let us suppose that we have a pair of states
X1, X" after one round of encryption such that X' & X' = A and let Fx
denote the Ballet round function under the key K, in case the key needs to be
specified. Then the equality F(F; 1(X")) @ Fx(F; 1(X")) = A holds for any
possible key K.

This follows from the following relations:

which imply

F (Fy '(X)1 = X}
F (Fy '(X1))2 = X;
Fr(Fg (X))o =Xy @ K
Fr(Fy '(XY)s=X; @ K

Analogous relations can be deduced for X!, from which we can derive that the
difference is invariant.

Appending one additional round to the output of the distinguisher allows us
to recover 32 bits of information about the key for Ballet-128/128 and Ballet-
128/256. Indeed, from the update rules of the last round

XPP? = (X« 6)B (X o Xt « 9),
XprE = X g skl Ly,
an+2 an-‘rl ey Skn 1

Xy = (X3 < 15) B (X7 o Xy ) «< 14),
we obtain the corresponding inverse relations:

XpHt = X @ sk 1y (1)
Xyt =X eskl (2)
Xt = (X P B(X P eskl e Xy PP eskl ) «9) <26 (3)
Xyt = (X3P B (X P eskl L eXxi TP eskl ) < 14) < 17. (4)

Two observations about the influence of the round key follow immediately:

1. the computations of X"+ and X5*' only depend on skb @ skl .,
through the modular substraction (Equation 3| |[Equation 4));
2. the Computations of X! and X377 depend linearly on a single key word

each, namely sk’ 1 1) and Sknr+1 1) respectively .
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This implies that the key pairs (sk | [|sk} 1) (skZ 4 |skk ) induce iden-
tical correlations for the linear approximation on (X | X7+ Xt X3 +1).
More generally, any key pair (sk’ TLLT 11K fr 1) satisfying

1L 1R _ .1.L R
Sk, 1 @ SK 1 = sk g D sk 4y

produces the same correlation. Thus, the linear approximation depends only on
the XOR of the two key words rather than their individual values. As a result,
the key search can be restricted to the 32-bit space of skk | & skl |, after
which the remaining 32 bits can be recovered by exhaustive search. A similar
argument applies to Ballet-256/256, where the attack recovers the 64-bit XOR
of the two key halves.

4.1 Differential-linear attack on 16-round Ballet-128/128

In this section, we examine the best 14-round differential-linear distinguisher
produced by our tool and listed in [Table 2| and [Table 9} It achieves a theoretical
correlation of 272 for the input difference A;,, and the output mask I',,; with

Ain = 0x00011088000020100000020180041108
I'ous = 0x9910021930040320000060609£103100.

The trail decomposes as follows:

e The differential part covers 6 rounds and holds with probability 272°.

e The output difference at round 5 propagates deterministically for 1 round.

e The linear part starts at round 6, spans 7 rounds, and has correlation 2716,

To refine the correlation estimate, we partition the cipher into three subci-

phers Fy, E,,, and Es, following the standard approach: E; corresponds to the
top differential section, E5 to the bottom linear section, and FE,, is the differen-
tial-linear middle section, whose correlation is measured experimentally using
237 samples. We evaluated multiple configurations for these sections and found
that the highest overall correlation is achieved by assigning 2 rounds to the top,
10 rounds to the middle, and 2 rounds to the bottom:

2 rounds 10 rounds 2 rounds
Ain Al - 11
p:2—14 r=92-9.23 q:2—10

N—— N—— ——
E, En Es

out

with
A1 = 0x00000400000000000000000000000002

Iy = 0x440000000000000c0000180044000c00.

This yields an estimated overall distinguisher correlation of approximately
2743:23 We present it below in [Differential-Linear Distinguisher 1]

Differential-Linear Distinguisher 1 The following 14-round DL distingui-
sher holds with a correlation of 274323;

A, = 0x00011088000020100000020180041108 RN

0x9910021930040320000060609£103100 = I ;.
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A naive attack on 16-round Ballet-128/128 using |Differential-Linear Distin-|
would result in a data complexity of € - 25746 and a time complexity
of & - 211946 to recover the 32-bit XOR of the two round key halves.

However, Probabilistic Neutral Bits may help decrease the overall complexity
of differential-linear attacks, as previously investigated in [2]. The idea here is
to generate enough good pairs to observe the bias of the linear part, at a much
lower cost than p~!, given one pair satisfying the differential.

Definition 1 (Probabilistic Neutral Bit). Let E : {0,1}" — {0,1}" be a
permutation and (A, — Aout) be a differential. Let R denote the set of all
comforming pairs for this differential:

R={(P,P") e ({0,1}")?: P® P = A, and E(P) ® E(P') = Agu}.

A subset of bit indices S C{0,...,n—1} is a set of pj-probabilistic neutral bits
if, for any single bit index i € S, flipping that bit in a conforming pair results in
a new pair that remains in R with probability p1. That is, for each i € S:

Pr [E(Peael)@E(Pl@ez):Aout} = P1,
(P,P)eR
where e; denotes the denote the canonical basis of Fy. When p1 = 1, the bits
in S are called deterministic neutral bits.

If the differential part of the DL distinguisher has [ deterministic neutral
bits, the data complexity then becomes

-1,.-2 —4
Ep r q

as long as 2! > r~2¢~%. When that number is insufficient, one may extend the
set with probabilistic neutral bits to decrease the complexity. Given a set of
I p1-PNBs, such that 2! > 7=2¢~* and p; > p, the probability of obtaining a
conforming pair is pp; and the data complexity of the improved DL-distinguisher
becomes

€p71p1—2T72q74.

For|Differential-Linear Distinguisher 1|, in order to reliably distinguish A, L,
Ty, we need structures of size 2l > r—2g™4 = 229234410 — 95846 4n(d we there-
fore require { = 59 neutral bits. Using 23° samples, we found a set S containing
74 deterministic neutral bits (p; = 1) for the differential part:

{0,1,4,5,6,7,9,10,11,12,13,14, 15,16, 17, 18,19, 21, 22, 23, 24, 25, 26, 29, 30, 37, 38, 39
40,41, 48,50, 51,52, 54, 55, 58, 59, 61, 62, 63, 69, 70, 71, 72, 73, 80, 82, 83, 84, 86, 87, 90, 91
93,94,95,100, 101,102, 104,113, 114,115,117, 118, 119, 120, 121, 122, 124, 125, 126, 127}

With a sufficient number of PNBs, we can proceed with the attack as follows.

1. Generate a base pair of plaintexts such that their difference after the first
round equals A;,, by decrypting each element using the all-0 subkey.
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2. Compute the set of 259 plaintexts P using the set of PNBs and request the
corresponding set of ciphertexts pairs C, generated after 15 rounds.

3. Initialize a 232 counter to zero. For each pair of C, try all the 232 values for
skl @ skR and partially decrypt each ciphertext over 1 round, and compute
the parity of the resulting difference using the output mask of
[Linear Distinguisher 1] This distinguisher should hold with a correlation of
2743:23 Tf the value equals 0, increase the counter.

4. Sort the counter by correlation and if the first value of the list is consistent
with the expected correlation, output it as sk @ skf%; otherwise, return to
step 1.

The number of input—output pairs required by an attacker is e p~lr—2¢=% =

- 277246 which yields a data complexity of e - 277346, Recovering the 32-bit
XOR value of the two final round key halves then results in a time complexity
of ¢ . 9-105.46

4.2 Differential-linear attack on 16-round Ballet-128/128 using a
carefully chosen output mask

In the attack described in the previous section, all the bits of the value 5k£r 1@
skﬁ 41 need to be guessed in order to check the final linear relation. In this
section, we describe another attack that utilizes a carefully chosen distinguisher,
allowing only some of the last subkey bits to be guessed, thereby reducing the
corresponding part of the time complexity.

From the equations induced by the last round of encryption
[Equation 2| [Equation 3| [Equation 4)), two properties can immediately be ob-
served, assuming the ciphertext X" 2 is known:

1. Any bit i of X7 or X2+ is affected by exactly one bit of the final
subkey, in fact (X" *1); = (X7" %)@ (skk )i and (X371, = (X37+2);@
(skE ,1)i. If said bit is not involved in the computation of the other bits
involved in the linear relation, then it is possible to use (X" *2); instead of
(X7 1), for checking the correlation, and no key guess is necessary. In fact
in the relation only the XOR of the key bits involved, which is a constant,
would appear and would not impact the correlation.

2. Computing any bit i of X"t or X5 requires exactly (6 — i) (mod 32)
bits of the XOR of the final subkeys. In fact, by the properties of the modular
addition, we have that

(X3 )a = (X§ M <« 6)zr & (XM @ X7 << 9)a
= (Xg s @ (X @ X3
_ (ngrl)s ® (X{“”)s D (sk,Ler)s &) (X;LT+2)S S2] (Skrlfr-H)S

and therefore

(Xgm s = (XG0 )a1 @ (X7 )8 @ (skL 11)s @ (X5 T)s @ (skl 11)s
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which means that to retrieve bit 5 of X% we need to guess one bit of the
XOR of the subkeys, because it is the bit involved in the computation of
the least significant bit of the modular addition, which is equivalent to an
XOR. For (X}%),, that corresponds to the second least significant bit of the
modular addition, we will also need (X}%)s, which, by the same reasoning,
implies 2 total subkeys XOR bits, and so on.

Let us now consider the 14-round differential linear distinguisher, spanning
rounds 2 through 15,

A = 0x0140242200088¢400020884420040202 275

0x08000000000000000000020100040000 = I"

This distinguisher has been obtained by our tool from a trail with theoretical
correlation of 2756, which decomposes as follows:
e The differential part covers 7 rounds and holds with probability p = 2732.
e The output difference at round 6 propagates deterministically for 1 round.
e The linear part starts at round 7, spans 6 rounds, and has correlation g =
2717,
Again, we can refine the correlation estimate as before, partitioning the cipher
as:

A
p_2—11 r=2—17 5 P:2_11‘72 12 q_2—10
N—_—— N—— —— N—_——
B, 1 E., E>

with
A1 = 0x00011188000020100000020180041108

As = 0x0001000000040000080000000000010000
I12 = 0x00101800000200000400000000001800

This yields an estimated overall distinguisher correlation of approximately
9—59.72

Moreover, we can exploit the neutral bits as in the previous section, on the
portion E, of the distinguisher, meaning that we need a total of approximately
(17 4+ 11.72 + 20) - 2 = 97.44 neutral bits to make the technique effective. We
found 59 neutral bits for the first round of encryption:

{0,1,6,8,9,10,12,14, 15,16, 17,19, 20, 21, 22, 23, 31,41, 48, 49, 50, 51, 52,
53,54, 55,61,62,73,80,81, 82,83, 84, 85, 86, 87,93, 94, 98, 99, 100, 101, 103,
104,112,113,114,115,116,117,118,120, 121, 122,123,124, 125,127}

and another 39 probabilistic neutral bits with a cumulative probability of more
than 27408:
{2,3,4,7,24,25,27,28,29,32, 36,37, 38,43, 44, 45, 46,47, 56, 57, 58,
64, 68,69, 70, 75,76,77,78,79, 88,89, 96, 106,107,108, 109,110, 111}
Finally, we can analyze the key recovery. Since the output mask involves only

bits (Xé5>4, (X215)22, ()(215)317 (X§5)13, of which (X215)22, <X215)31 do not require
key guesses. By the observations we made before, we can say:
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1. (X2?)4 can be deduced by (skk)7 @ (skf); and (skk)s @ (skii)s.
2. (X35)13 can be deduced by (skfs)12 & (skff)12 and (skig)13 @ (skit)1s.

The attack proceeds as follows:

1. Generate a pair of values with difference A and decrypt them for one round
under the 0 subkey, getting a pair of plaintexts such that we are sure that
after one round of encryption under the correct key, they will all have dif-
ference A.

2. Perform the 16 rounds encryption of all the pairs generated by the first one
by flipping all the possible subsets of the PNBs under the correct key enough
time to obtain 2°7** pairs of ciphertexts.

3. For all the possible values of bits (skiy)7@®(skR)7, (skk)s®(skil)s, (skk)12®
(skft)12 and (skl)13 @ (skfl)1s, decrypt each ciphertext pair for one round
to get the bits involved in the output mask and measure the correlation
of the linear relation. If there is a guess for which the expected correlation
holds, it will correspond to the correct subkey; otherwise, return to step 1.

4. Exhaustively try all the possible master keys for which the 4 key bit condi-

tions retrieved hold, which will be 2;? = 2124,

Using the notation of the previous section, for this distinguisher, we have
pp >0 08 91l 91T 9o llT2 9o 28T2 0910 gy y
The data complexity of the attack is
D* ~ p;2p—1r—2q—4 % 9 g 911760

The time complexity is the sum of the subkey deduction processes’ time
complexities, that is p; 2p~ 1 ~2¢~* x 2 x 2¥% and the final exhaustive search on
the key, that is 21227%°_ The final time complexity would then be

T* ~~ 2117.60 % 24 + 2124 ~ 2124.26

4.3 Differential-linear attack on Ballet-128/256 and Ballet-256/256

Following the approach of the previous sections, we prepend one round at the
beginning and append another at the end of [Differential-Linear Distinguisher 2|
to obtain a 17-round key-recovery attack against Ballet-128 /256. The trail, listed
in achieves a theoretical correlation of 276! for the input difference A;,,
and the output mask I,,; with

Ay, = 0x20000020404000044400000002201002
I'5ut = 0x00040000000000010000002180040180,

and decomposes as follows:
e The differential part covers 7 rounds and holds with probability p = 2727.
e The output difference at round 6 propagates deterministically for 1 round.
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e The linear part starts at round 7, spans 7 rounds, with correlation ¢ = 2717,
As done in [Section 4.1] we instead split the cipher into three subciphers,
allowing us to represent the DL distinguisher as

3 rounds 8 rounds 4 rounds
Ain D) AT — Lout,
p:2—13 r q:2—1(>
—— T ——
El m E2

where
As = 0x10000000000000000000000000000000

I'1op = 0x00000400000c00000000000000000400.

The middle part Ay 8 I'lo was evaluated empirically using 23° samples. The
measured value, r = 27211 is significantly higher than the expected 27 '8, giving
an overall correlation prq? = 27481 for the distinguisher.

Differential-Linear Distinguisher 2 The following 15-round DL distingui-
sher holds with a correlation of 2~ 4811;

A, = 0x20000020404000044400000002201002 Lory

0x00040000000000010000002180040180 = I ,y.

The number of input-output pairs required by an attacker is ep=2r—2¢~* =
g - 279622 which yields a data complexity of e - 279622, Recovering the 32-bit
XOR value of the two final round key halves then results in a time complexity
of £-27128:22_ The time complexity of an attack recovering the full key would be
dominated by the cost of the exhaustive search on the remaining 192 bits.

For Ballet-256/256, the 20-round trail of gives a DL distinguisher
with correlation 278903 (using 23® samples for the middle section):

5r 4ar 11r

p=2-17 4 r=2-0.03 8 q=2-36

Ain Fouta
A;n = 0x00080880400000000001 10000000000000001100080000000000808000000000,
Loyt = 0x18c8ccc000000000110100000000003002000000000000020004ccc000003001.

This yields a data complexity of € - 2717896, Recovering the 64-bit XOR value of
the two final round key halves then results in a time complexity of ¢ - 27242:06,

5 Conclusions

Although the Ballet block cipher family was selected as the winning symmetric-
cipher design in the CACR competition, its study outside China has remained
limited due to the lack of accessible documentation. To advance understanding
of its security, we extended the analysis beyond the number of rounds examined
in the original design report. Using SAT-based methods implemented in the
CLAASP library, together with the optimizations and heuristics introduced in
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Table 4. Summary of bounds, attacks, and round reduction estimates for Ballet.

‘Attack ‘Proven bounds (conservative) Trail growth estimates

Scheme Rounds|diff-lin. No differential No linear No diff. /linear Recommended
r >r >r >r r (>35% sec.)
Ballet-128/128 46 16 27 26 20 27
Ballet-128/256 48 17 27 26 20 27
Ballet-256 /256 74 22 54 52 40 54

we provided explicit differential, linear, impossible differential, and
differential-linear trails for both Ballet-128 and Ballet-256. Finally, we applied
our newly found differential-linear distinguishers to derive key-recovery attacks
on reduced-round Ballet-128/128, Ballet-128/256 and Ballet-256/256, reaching
up to 15, 17 and 22 rounds respectively. These attacks may still be improved by
combining our distinguishers with more refined key-recovery techniques.

Nevertheless, we concur with the designers of Ballet that the number of
rounds has been chosen conservatively. In particular, our best attack on Ballet-
128 does not exceed 17 rounds. In practice, extending differential-linear key-
recovery attacks beyond 16 rounds is constrained by the limited availability of
PNBs, leading to prohibitive time complexity. Moreover, considering the growth
trend of differential and linear trail weights, we estimate that no viable differ-
ential or linear distinguisher exists starting from round 20. This suggests that
the round count of Ballet-128 could be safely reduced from 46/48 to approxi-
mately 27 rounds while still maintaining a security margin of at least 35% with
respect to the best reachable attack. A similar observation holds for Ballet-256.
Our best attack reaches 22 rounds, and the projected growth of differential and
linear trail weights indicates that no viable differential or linear distinguisher
should exist, conservatively, from round 40. Therefore, reducing the number of
rounds from 74 to 54 would still maintain a security margin of at least 35%
with respect to the best reachable attack. Such reductions would significantly
improve performance, representing a substantial gain, especially when targeting
lightweight applications.

Overall, our results broaden the current understanding of Ballet’s security
margin and offer a basis for further analysis. A natural direction for future work
is to investigate the related-key setting, as well as other cryptanalytic techniques
that were not considered in this work, such as boomerang attacks.

As future work, we plan to evaluate the optimized SAT-based search and
time-based cutoff heuristic against other methods and across additional ciphers,
to assess their impact on improving state-of-the-art trails and upper bounds;
both techniques will also be integrated into future CLAASP releases (beyond
version 3.2.0).
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A Test Vectors

We generated test vectors from our CLAASP implementation to support repro-
ducibility and verification of our results, and to serve as an independent reference.
Official test vectors were not publicly available; however, our generated vectors
match when plugged in the reference implementation provided by the authors.

[128/128]
pt: e60e830ca56ec84814fbd2579993d435
key: cd52c514213c9632514fb60a64840881
ct: c1c2e89c1581d166f3c87b5999f87a9f
[128/256]

pt: c419afdd747886b9f8e6890a3db19fal
key: 8eld7bedelb5b5fae9e67b09c734829149b5e7£8d02f49fccaal437574d9£792b
ct: 636f07e9df66d2ec34d0ad3bb87e0£79

[256/256]

pt: £f£dcObf9c6bfeb2ffd160128e5190af6cdad291114d953986de472ad8bebea8c?
key: 19f29ab90c31da41d2013ed7128338ad7eacb494fae0572801c30948454cblica
@B 8 2d07ee91d634c27f3155f9e575bdc634acaab6lle3654c4ce06eal30e9bc394ee

B Sample trails

In this section, we report the best input/output values found for differential
(Table 5| |Table 6f), linear (Table 7| [Table 8), differential-linear
ble 10) and impossible (Table 11} [Table 12|) cryptanalysis. All complete trails
are available in the project’s GitHub repositor

Note that in our CLAASP implementation of Ballet, the cipher can be in-
stantiated with an arbitrary number of rounds. The final round is treated slightly
differently from the others: it omits the Feistel branch swap that appears after
every other round. Consequently, the output difference returned by our trail
search always corresponds to the state after the omitted final swap, regardless
of the number of rounds instantiated.

Table 5. Differential (single-key) — Ballet-128,/128

# Rounds|Best weight Input difference Output difference
1 0 0x00000000800000008000000000000000 | 0x00000000800000008000000000000000
2 0 0x02000000000000000000000000010000 [ 0x00000000800000008000000000000000
3 2 0x02000000000000000000000000010000 [ 0x00000020000000000000000000004000
4 6 0x10080000020000000001000001008000 | 0x00000020000000000000000000004000
5 10 0x10080000020000000001000001008000 [ 0x00804000000000200000400010080000
6 19 0x10100000022020000022000001011008 [ 0x80010800000000040000008000210000
7 26 0x02022010004400000004400200202000 | 0x04804010004200000840400080000200
8 37 0x11111080020220100020200081150000 | 0x04804010004200000840400080000200
9 46 0x00200804000001008004000040020080 | 0x14000120800000100002001080002000
10 57 0x01100000002000000002000000110008 | 0x14000120800000100002001080002000
11 64 0x02022010004400000004400200202000 | 0x04008048200000440000000400100800
12 75 0x13111080020220100020200081150000 | 0x04008048200000440000000400100800
13 84 0x02000004000201008042010040200100 | 0x40000080422100800201008080001008
14 91 0x2200004c04000008804002004622000c¢ | 0x80000100844201000402010000002011
15 105 0x40288484111110808115000008020800 | 0x80440000000020000040020008800010
16 127 0x00008040402000004020100800200804 | 0x84002000000200111040000020800050

13 lhttps://github.com/Crypto-TII/claasping_ballet /tree/main/Ballet /results
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Table 6. Differential (single-key) — Ballet-256/256
Rounds|Weight Input difference Output difference
1 0 0: 1
2 0 0 1
3 2 0: 16 14000
4 6 0: 1 10080000
5 10 0x0000201 1 10000: 010
6 19 0x1010000000000C )000000000000101 11 11080000000C )00C 10000
7 26 0x101 1011 01 1 14 402000
8 38 |0ox11111 1 11100 00|0x000000:
9 48 0x000001008004 1 1008004000|0: 41 10000400
10 58 [0x0000010000400C 1 1080000 00¢ 10000
11 66 0 1 4 100800
12 79 0: 1111101 4000001110|0x0480¢ 100
13 89 0x0202201 )4 0120120100000004001091 1001
14 102 |o: 11111 1110000 |0 120120 109! 10011
15 141 |0x1311108000¢ 1 111 00201 1400000400000108100
16 153 |0x13111 1 111 00 0: 48040000201008000: 1 402000
Table 7. Linear — Ballet-128/128
# Rounds|Correlation Input mask Output mask
1 0 0x00000000000400000004000000020000 | 0x00000000000000000000000000000001
0 0x00000000040000¢ 0: 1008000000080000000000000
3 1 0x00000000000400000004000000020000 | 0: )0000000002000000020000c000
4 2 0x0400000000840000c084000000020000 | 0x000000000000c0000000c00020000000
5 4 0x040000000084000c0084000000020000 | 0x000018000000c0880000008800300000
6 8 0x00000100100000201000002008000000 | 0x008000010e8460000884618000000301
7 12 0x040300000084430c00e4430000020100 | 0x0804000000462300006623080c000010
8 19 0x040000000084000c0084000000020000 | 0x18000000000040000c00401018000002
9 23 0x04008040008410800084100400020000 | 0x006000000002200060022000c0000000
10 26 0x04200000048000280080002000020010 | 0x00000400000000220004002200080000
11 30 0x20130000003342000401420000000180 | 0x00000400000000330006003300080000
12 36 0x980001001210001102100030000c0000 | 0x0044000040231300000313008c001000
13 43 0x98000031130040361300000610000000 | 0x101000020d88c8190108c80020004000
14 49 0x04c00008089080008050800100006000 | 0x1080c00088424740040c474001400200
15 56 0x00000000200604022000040298000201 | 0x002110000190988a00081882a0000c004
16 63 0x040000000c8060000c80600004002000 | 0x00000020980000019800300100004000
Table 8. Linear — Ballet-256/256
Rounds|Correlation] Input mask Output mask
1 0 0x0400000000000000f £ 7bf ffffffFFFFFFETOEFFFFEFEFLF JEsssssssssssssssssssssssssssssssd 1
2 0 0x0:
3 1 0:
4 2 0x0:
5 4
6 8 0x000001 1. 1 4 1 1
7 12 18011 1 1 1
8 19 00 100c00:
9 23 0x0:
10 26
11 30 0x201b 400 1
12 36 0x000001 1121 1
13 42 0: 1 101 1 0
14 48 0: 1 1800 1 001 00000 1
15 54 10 0031 190 004
16 63 0x0401800000000000202421000000c00c649421 1200 40000110000008044020010000001180006000
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Table 9. Differential-linear — Ballet-128/128. Each row gives the top input/output dif-
ferences, the middle deterministic output, and the bottom linear input/output masks.

Rounds | Weight Trail
12 tot 100000020
9 (4-1-4) | 6diff. |1 1000000007 71 10000000010000
3 lin. (x2) 1
1
0x10080000020000000001000001008000
16 tot
10(4-1-5) 6 diff. 1000007777777277777 7777, 7777777777771
5 lin. (x2) 1
1
0x00010080000020000000001000001008
22 tot 1
11 (5-1-5) 12 diff. 1007777777727777222777 1 10000000
5 lin. (x2) 1
0x00000001808000018080000100004000
0x00002010000004000000000200000201
30 tot 100000020
12 (5-1-6) | 10 diff. 10000000077777777777 77727777777 ?7777777727777727771 1000000000000
10 lin. (x2)
0x00000019¢080100¢c080080004002300
100800000 44
40 tot 1
13 (6-1-6) | 22 diff. 1007777727277227277277 1 10000000
9 lin. (x2) 1
ox 1180002211
11188800411
52 tot 100000020
14(7-1-6) | 32 diff. 10000000077777777777 77777777777 77777777727772727771 10000000010000
10 lin. (x2)
0x00000011c080180¢c080000004002200
0x00011088000020100000020180041108
52 tot 100000020
14(6-1-7) | 20 diff. 100000000 777772777277777 100000000777777777277227777 1 10000000010000
16 lin. (x2)
0x30040320991002199f 1031000006060
0x20000020404000044400000002201002
61 tot 0x02100100200000808040100442000000
15(7-1-7) | 27 diff. | 00 1000000077777777777 7777777777727100000077772772772772772772772777710000100000000 1 100
17 lin. (x2)
1 1 1
0x13111080020220100020200081150000
75 tot
16(8-1-7) 37 diff. | 000001001 1 100007 1
19 lin. (x2)
0x18000000000060000c00601010000002
0x00201000080000100804021008020100
84 tot 108480401
17 (10-1-6 | 64 diff. | 000000010000100001001 10077777777777 7777777 ?777777772777777 100001
10 Tin. (x2)
0x18000020488800011888200100006030
0x00:
94 tot 12088400010
18 (7-1-10) | 30 diff. |10000010010000000111 1000 777772772277227272227777 0777777777772277222777277 11001 1 100100000
32 lin. (x2)
0x06001000302200¢c003b8ccc02200008
11111080811
106 tot 1
19(7-1-11) | 40 diff. 1000000007 1 ? 1
33 lin. (x2)
0x0c8080100864644080007¢4001000001
1
118 tot
20( 8-1-11 | 54 diff. | 0000000000000010000000000000000077777 1
32 lin. (x2)
200 1
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Table 10. Differential-linear — Ballet-256/256. Each row gives the top input/output dif-
ferences, the middle deterministic output, and the bottom linear input/output masks.

Rounds | Weight Trail
0x001011 001, 101
60 tot o: 1 100 420200
15 (7-1-7) | 28 diff. 1 1001 1 77 T ”
6t (x2)) Y 1
0x01 4026640000010010100000000001
o: 1 04
70 tot o: 1101000000€
16 (81-7) | 44 aiff. 1000100000001 e
13 lin. (x2) 000000000 1 1
1
0: 11 4000
83 tot o:
17(9-17) | 59 dif. | 00CY
120 (x2)| 0x000001 1 1 000000
0: 4 1 1
0: 1
91 tot o: 1
8 (10-1-7) | 65 diff. 1 Lo
13 lin. (x2) ‘ 0x00000001000C 1000C )00
0x0 000010
0x80880 11 11
94 tot o: 401201 10100000
19 (-1-11) | 28 dif ° 1001 e 177707"
P o %! 0000
0: 11 B
0: 11 11
107 tot o: 401201 10100
20 (7-1-12) | 29 diff. 10010000000010000000077777727777777777777777777 ?7777777777777777
39 lin. (x2) " 0x000000000 10 0
0x1101 1 1

Table 11. Impossible differential — Ballet-128 /128 — MILP fully automatic

Rounds

Trail

&

pt:

R

3r:
ct:

"

00000010000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000010000000000000000
: 00000000000000000000000000000000100000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000

7771007

??7770000001( )000000000000C )00000000100000000000000007 710000000777

)000001000000¢ )000C )001000000000000000000¢ )000C )0000

pt:
2r:
3r:

ct:

00000010000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000010000000000000000
10000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000
7771007

00000000000000000000000000000000100000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000

6

pt:
or:
3r:
ct:

00000010000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000010000000000000000

000000000000000000000000000000007777 777777TTTTTY 777100000777 7710000000000000000000000000000000000000000000000
77000000100000000000000000000000000000000000000001000000000000000077

00000000000000000000000000000000100000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000

777100777 77100000007777

Tabl

e

12. Impossible differentials Ballet— SAT exhaustive search up to Hamming

weight 2

128 bit block

Rounds

Plaintext

Ciphertext

W N DU W

10127
10127
10127
10127
10127
0610121
06101041016

10127
10127
10127
10127
096 1031
095 1031
096 1031

256 bit block

Rounds

Plaintext

Ciphertext

0 N O U W

10255
10255
10255
10255
10255
06 10249
06 10200 1048

10255
10255
10255
10255
0192 1063
0192 1063
0192 1063
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