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Abstract. A framework for mounting integral attacks against block
ciphers is discussed, using the propagation of subspaces and general-
ized derivatives. The proposed distinguisher exhibits a lower bound on
the number of rounds for which a cipher remains vulnerable to inte-
gral attacks. This work also highlights potential applications of general-
ized derivatives in the analysis of Arithmetization-Oriented encryption
schemes over finite fields of arbitrary characteristic. To illustrate the
results, applications to various AES-like Substitution-Permutation Net-
works are provided.
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1 Introduction

Integral cryptanalysis and its variants are among the most effective techniques
for analysing block ciphers. The method introduced by Knudsen and Wagner [21]
exploits structured multisets of plaintexts whose components sum to zero after
a certain number of rounds. Since then, integral cryptanalysis has been gener-
alized and refined in several directions, including higher order and partial inte-
grals [21], zero-sum distinguishers [1], and systematic frameworks such as the
division property [29]. These approaches reveal how algebraic structure within
the cipher induces predictable properties at the output.

Later on, a distinct cryptanalytic approach has emerged that exploits in-
variant subspaces of a block cipher’s round function, known as the invariant
subspace attack [22]. This technique was later generalized by Grassi et al. [18],
who introduced subspace trails as a powerful and unifying framework for study-
ing how subspaces propagate through block cipher constructions. Nevertheless,
the notion of subspace trails has been defined inconsistently in the literature: sev-
eral non-equivalent definitions [18,23,19] have been used interchangeably across
different works, which may lead to ambiguity in both theoretical analysis and
practical applications.

In this article, we present a framework for mounting integral attacks against
block ciphers that exploits the propagation of subspaces and utilizes generalized
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derivatives [27]. The distinguisher proposed in our work relies on how the alge-
braic degree growth behaves as a function of the number of rounds, yielding a
lower bound on the number of rounds for which the cipher remains vulnerable
to the proposed integral attack.

The strategy employed in our approach is an extension of the technique used
by Beyne et al. [4], where the authors analyze arithmetization-oriented (AO)
hash functions using invariant subspaces [22] in order to skip rounds in their
attacks. Since we are focusing on encryption schemes, the notion of subspace
trails, which is not affected by key addition, is more relevant than invariant
subspaces, which are dependent on key addition.

We use our general methodology to analyse various AES-like Substitution-
Permutation Network (SPN) ciphers, for instance AES [11], Midori-64 [2], Klein-
64 [15], SKINNY-64 [3] and re-discover some previously known results. More in-
terestingly, using our proposed integral distinguisher based on generalized deriva-
tives, we provide a different explanation for the results obtained by Beyne and
Verbauwhede [5] concerning AES-prime [25]. Especially, for some well defined
keys, we obtain the same integral properties as those in [5] with less data for
four, five and six rounds of AES-prime.

Tables 1 and 2 summarize some applications of the framework developed in
this article. We present the best key independent zero-sum integral distinguisher
for 7-round SKINNY-64, and a key dependent zero-sum integral distinguisher
for reduced 5 and 6-round AES-prime. Table 3 (c.f. Section 5.2) presents an
overview of the existing distinguishers on AES, together with our results.

Rounds ℓ Algebraic Degree Data Reference
5 ≤ 35 232 Corollary 4
6 ≤ 36 232 Remark 13
7 ≤ 47 248 Remark 14

Table 1. Parameters of the key independent zero-sum integral distinguisher for
SKINNY-64 with the maximum number of rounds ℓ.

Rounds ℓ Data Number of Weak keys Reference
1-5 p ≥ p13 Theorem 4
6 p4 ≥ NI Example 5

Table 2. Zero-sum integral property for restricted master keys K on AES-prime with
a maximum number of rounds ℓ.

This article is organised as follow. After recalling the notation and basic
results in Section 2, we review existing definitions of subspace trails and analyze
their relationships in Section 3, demonstrating that they are not equivalent. We
then introduce a method to get an integral distinguisher based on subspace trails
and higher order generalized derivatives for iterated SPN ciphers in Section 4.
Finally, we illustrate our results by applying them to AES [11], Midori-64 [2],
Klein-64 [15], SKINNY-64 [3] and AES-prime [25] (summarize in Table 4) in
Section 5. Finally, we provide concluding remarks together with a summary and
directions for future work.
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2 Preliminaries

Let Fq be the finite field with q elements, where q is a power of a prime p called
the characteristic, and F∗

q be the multiplicative group of non-zero elements of
Fq.

We define the algebraic degree of a function as follows (see [8, Definition 1]
for q = 2 ).

Definition 1 (ANF and Algebraic Degree). Let f : Fn
q → Fq be a q-ary

function. Its Algebraic Normal Form (ANF) is the unique representation of f as
a multivariate polynomial in Fq[x1, . . . , xn]/(xq

1 − x1, . . . , x
q
n − xn). The ANF is

of maximum degree q − 1 in each variable, so

f(x1, . . . , xn) =
∑

u=(u1,u2,··· ,un)∈[0,q−1]n

aux
u,

where au ∈ Fq for all u and xu =
∏n

i=1 x
ui
i . The algebraic degree of f is

degq(f) := max
{

n∑
i=1

ui

∣∣∣∣∣ u = (u1, u2, · · · , un) ∈ [0, q − 1]n, au ̸= 0
}
.

For a vectorial function

F : Fn
q → Fn

q , x 7→ (F1(x), . . . , Fn(x)),

its algebraic degree is degq(F ) := max1≤i≤n(degq(Fi)). Here, degq(F ) means the
algebraic degree of F when seen as a function over Fn

q .

Definition 2 (Derivative functions). Let F : Fn
q → Fn

q and α ∈ Fn
q . The

derivative of F in the direction α is defined as

∆αF (x) = F (x+ α) − F (x), ∀x ∈ Fn
q .

The derivative of order d along the directions αi ∈ Fq, for i = 1, · · · , d is defined
by

∆α1,...,αd
F (x) = ∆α1∆α2,...,αd

F (x).

We will denote ∆SF (x) := ∆α1,...,αd
F (x), where S = {α1, . . . , αd}. Note that

∆α1,...,αd
F = ∆ασ(1),...,ασ(d)F

for all σ belonging to the symmetric group of order d.

Proposition 1. With the same notation as in Definition 2,

degq(∆SF ) ≤ degq(F ) − |S|

where |S| denotes the cardinality of the set S.
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Next, we define block ciphers, since we will consider attacks on them in the
subsequent sections.

Definition 3 (Block cipher). Let n ≥ 1 and κ ≥ 1. A block cipher E is a
family of keyed functions E = {EK : Fn

q → Fn
q }K where for every K ∈ Fκ

q , the
function EK : Fn

q → Fn
q is a permutation of Fn

q .

Definition 4 (ℓ-Round Iterated Block Cipher). Let ℓ ≥ 1. An ℓ-round
iterated block cipher with a round function R : Fκ

q × Fn
q → Fn

q is a family of
permutations

EK : Fn
q → Fn

q ,

parameterized by a key K ∈ K, constructed as a composition of ℓ round trans-
formations from the round function R as follows:

Let the key K determine a sequence of round keys K → (k1, k2, . . . , kℓ), ki ∈
Fκ

q . Then the encryption of a plaintext M ∈ Fn
q into a ciphertext C ∈ Fn

q is done
recursively as 

x0 = M, (plaintext),

xi = R(ki, xi−1) = Rki
(xi−1), i = 1, 2, . . . , ℓ,

EK(M) = xℓ = C, (ciphertext).

Each round function R(ki, ·) is assumed to be invertible, ensuring that the overall
cipher EK is invertible.

We denote by Ē = {ĒK : Fn
q → Fn

q }K the corresponding decryption scheme
with decryption round function R̄ where R̄(k,R(k, x)) = x for all x ∈ Fn

q and
k ∈ Fκ

q .

Remark 1. Equivalently, the block cipher can be written as

EK = Rkℓ
◦ Rkℓ−1 ◦ · · · ◦ Rk1 ,

where each Rki
: Fn

q → Fn
q for 1 ≤ i ≤ ℓ is the i-th round transformation derived

from the round function R and subkey ki.

Remark 2. Very commonly, Rk(x) = R(x+ k), and thus R̄k(x) = R−1(x) − k.

Definition 5 (Substitution-Permutation Network (SPN)). Let q = pn

where p is a prime number and n is a positive integer. Let S1, · · · , Sn be invertible
functions over Fq and L : Fn

q → Fn
q be an invertible linear function. An SPN is

an ℓ-round iterated block cipher with round function

R : Fn
q → Fn

q

(x1, . . . , xn) 7→ L
(
(S1(x1), . . . , Sn(xn))T

)
,

i.e, R := L ◦ S where S(x1, . . . , xn) = (S1(x1), . . . , Sn(xn)).
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Integral distinguishers are powerful cryptanalytic tools that exploit structured
properties of large input sets to distinguish block ciphers from random permuta-
tions. They were originally introduced in the form of the Square attack against
SPN ciphers by Daemen, Knudsen, and Rijmen [9], and later formalized as in-
tegral cryptanalysis by Knudsen and Wagner [21]. We recall the definition of an
integral distinguisher as follows.

Definition 6 (Integral Distinguisher). Let E = {EK : Fn
q → Fn

q }K , where
K ∈ Fκ

q , be an ℓ-round iterated block cipher and X ⊆ Fn
q . If the sum of the

ciphertexts over X satisfies ∑
x∈X

EK(x) = c

for some constant c that does not depend on the key K, then X is said to be an
integral distinguisher for the block cipher. When c = 0, we call X a zero-sum
integral distinguisher and the block cipher is said to exhibit a zero-sum property.

3 Subspace trails

While subspace trail cryptanalysis was introduced by Grassi et al. [18] over fi-
nite fields of even characteristic, the term remains inconsistently applied across
the literature, with multiple definitions [23,19]. More precisely, these defini-
tions [18,23,19] are often used interchangeably, even though they are not equiv-
alent. For the sake of clarity, we restate these three definitions in the setting
of finite fields of arbitrary characteristic p as follows. Here, the canonical inner
product in Fn

p denoted by ⟨·, ·⟩ is defined as ⟨u, v⟩ =
∑n

i=1 uivi for u, v ∈ Fn
p .

Definition 7 (Orthogonal Subspace Trail ). Let F : Fn
p → Fn

p and (U0, . . . , Ur)
be a set of r+1 subspaces with dim(Ui) ≤ dim(Ui+1). If, for each i = 0, . . . , r−1
and for each ai ∈ U⊥

i , there exists a (unique) ai+1 ∈ U⊥
i+1, where U⊥ := { v ∈

Fn
p | ⟨u, v⟩ = 0 for all u ∈ U} for any subspace U ⊆ Fn

p , such that

F (Ui + ai) ⊆ Ui+1 + ai+1,

then (U0, U1, . . . , Ur) is a subspace trail of length r. We denote this by

U0
F−→ U1

F−→ U2
F−→ · · · F−→ Ur.

Another definition of subspace trails was proposed by Leander et al. [23].

Definition 8 (Complete Subspace Trail). Let F : Fn
p → Fn

p and (U0, . . . , Ur)
be a set of r+1 subspaces with dim(Ui) ≤ dim(Ui+1). If, for each i = 0, . . . , r−1
and for each ai ∈ Fn

p , there exists a (unique) ai+1 ∈ Fn
p such that

F (Ui + ai) ⊆ Ui+1 + ai+1,

then (U0, U1, . . . , Ur) is a subspace trail of length r, denoted by

U0
F−→−→ U1

F−→−→ U2
F−→−→ · · ·

F−→−→ Ur.



6 N. El-Asri, K. Garg, V. Suder

There is yet another formulation of subspace trails, introduced by Grassi
et al.[19], where the main distinction lies in considering the complement space
rather than the full space.

Definition 9 (Complement Subspace Trail ). Let F : Fn
p → Fn

p and (U0, . . . , Ur)
be a set of r+1 subspaces with dim(Ui) ≤ dim(Ui+1). If, for each i = 0, . . . , r−1
and for each ai ∈ Fn

p , there exists a (unique) ai+1 ∈ U∁
i+1, where U∁

i+1 :=
Fn

p \ Ui+1 is the complement of Ui+1, such that

F (Ui + ai) ⊆ Ui+1 + ai+1,

then (U0, U1, . . . , Ur) is a subspace trail of length r.

Furthermore, when all the relations in Definitions 7, 8, and 9 become equalities,
the trail is said to be a constant dimensional or exact subspace trail with respect
to that definition.

Remark 3. For a function F : Fn
p → Fn

p and a sequence of subspaces (U0, U1, . . . , Ur)
such that dim(Ui) ≤ dim(Ui+1) for all 0 ≤ i ≤ r−1, if additionally Ui +U⊥

i = Fn
p

for each i, and we have an orthogonal subspace trail (Definition 7)

U0
F−→ U1

F−→ U2
F−→ · · · F−→ Ur

then it is also a complete subspace trail (Definition 8), that is,

U0
F−→−→ U1

F−→−→ U2
F−→−→ · · ·

F−→−→ Ur.

The following example highlights how Definition 7, Definition 8 and Defini-
tion 9 differ from each other.

Example 1. Define a function F : F2
2 → F2

2 as F (x, y) = (xy + x, xy). Let U =
F2 × (1, 1) = U⊥ and V = F2 × (0, 1) be subspaces of F2

2. Then we have,

F ((0, 0) + U) = F (U) = {F (0, 0), F (1, 1)} = {(0, 0), (0, 1)} = V

and,
F ((1, 1) + U) = {F (1, 1), F (0, 0)} = {(0, 1), (0, 0)} = V.

Therefore for every a ∈ U⊥, there exists b ∈ V ⊥ such that F (a+U) = b+V .
However for x = (1, 0) ∈ F22 \ U⊥,

F (x+ U) = F ((1, 0) + U) = {F (1, 0), F (0, 1)} = {(1, 0), (0, 0)}

is not contained in any coset of V . This implies that Definition 8 and Definition 9
do not hold here.

In the subsequent sections, as we don’t want ourselves to be bothered with
the key addition, we focus on Definition 8.
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4 Skipping rounds using subspace trails and subspace
chains.

In this section, we present the main idea of our paper, using exact subspace
trails, generalized derivatives and subspace chains to explain or improve existing
attacks. To be as general as possible, we work over finite fields of arbitrary char-
acteristic p. Recently, Salagean and Ozbudak [27,28] used discrete derivatives
(see definition 2) to interpret a new kind of higher order derivatives more conve-
nient when working over arbitrary characteristic as a way to generalize almost
perfect non-linear functions and differential uniformity [26]. They referred to it
as generalized derivatives, defined as follows.

Definition 10 (Generalized derivative functions). The generalized deriva-
tive of a function F : Fpn → Fpn in a direction α ∈ Fpn is defined as

∇αF (x) :=
∑
i∈Fp

F (x+ iα) = ∆α,α, . . . , α︸ ︷︷ ︸
p−1

F (x).

Remark 4. ∇ behaves like a derivative, in particular, when p = 2, ∇αF = ∆αF .

Definition 11 (Higher order generalized derivative functions). The higher
order generalized derivative of a function F : Fpn → Fpn in the Fp-linearly inde-
pendent directions α1, α2, · · · , αm ∈ Fpn is defined as

∇SF (x) := ∇α1,...,αmF (x) = ∇α1∇α2 . . .∇αmF (x),

where S = {α1, . . . , αm}.

Proposition 2. With the same notation as in Definition 11,

degp(∇SF ) ≤ degp(F ) − |S| × (p− 1).

The following Lemma links the notion of higher order generalized derivatives
introduced in Definition 11 to the notion of integrals in Definition 6 when the
set X is an affine subspace. The proof can be derived from the explicit expression
used by Winter et al. [30] for computing higher order derivatives.

Lemma 1. Let F : Fn
q → Fn

q be a function and let p be the characteristic of the
finite field Fq. Let U = Fpα1 + · · · + Fpαm be an Fp-linear subspace of Fn

q of
dimension m. Then

∀x ∈ Fn
q , ∇α1,...,αm

F (x) =
∑
u∈U

F (x+ u).

Remark 5. Let U be a subspace of Fn
p , and let B1 and B2 be two Fp-basis of

U . Since the higher order generalized derivative is independent of the choice of
basis, or, more precisely,

∇B1F = ∇B2F,

for any function F : Fn
p → Fn

p , we (by abuse of notation) write ∇UF instead of
∇B1F or ∇B2F .
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Remark 6. Note that, from Lemma 1, computing ∇UF (x) requires pdimFp (U)

calls of the function F . While doing it the usual way needs 2dimFp (U)×(p−1) calls.
This is significant because, when p is a large prime, which is usually preferable
(see for instance [13]), for instance p = 27 − 1, computing it the usual way, that
is as a regular higher order derivative, requires

2(p−1)×dimFp (U) = 2(27−2)×dimFp (U) = 2126×dimFp (U)

calls for the function F which is comparatively larger than the number of calls
required using Lemma 1, that is

pdimFp (U) = (27 − 1)dimFp (U) ∼ 27×dimFp (U).

The following theorem is our main observation.

Theorem 1. Let F : Fn
q → Fn

q be a function such that F = R2 ◦ R1 for some
functions R1, R2 : Fn

q → Fn
q . Suppose that there exists an exact complete subspace

trail U
R1−→−→ V. Then

∀a ∈ Fn
q , ∃ ba ∈ Fn

q , ∇UF (a) = ∇V R2(ba). (1)

Proof. Let a ∈ Fn
q . By Definition 8, there exists ba ∈ Fn

q such that

F (a+ U) = R2 ◦R1(a+ U) = R2(ba + V ).

Since, U and V are of the same dimension, we have∑
u∈U

F (a+ u) =
∑
v∈V

R2(ba + v).

⊓⊔
Figure 1 illustrates the idea of Theorem 1.

U R1 ba + V R2 ∇V R2(ba)

∑a
∃ ba

U F := R2 ◦ R1 ∇U F (a)

∑a

Fig. 1. Schematic idea behind Theorem 1.

Remark 7. In [4], the authors skipped rounds in order to obtain a zero-sum.
Here, we use a higher order generalized derivative to obtain Equality (1).
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For a function F : Fn
q → Fn

q written as F (x) =
(
F (1)(x), F (2)(x), . . . , F (n)(x)

)
,

each function F (i) : Fn
q → Fq is called a coordinate function of F . In the following

result, we restate Theorem 1 in terms of the coordinate functions rather than
the full vectorial function. This formulation is helpful because it can provide
a distinguisher for some coordinate functions even when the properties of the
complete round function are not fully known.

Corollary 1. Let F (F (1), F (2), · · · , F (n)) : Fn
q → Fn

q . Suppose that F = R2 ◦
R1 for some functions R1, R2 : Fn

q → Fn
q , then F (x) = (R(1)

2 ◦ R1(x), R(2)
2 ◦

R1(x), · · · , R(n)
2 ◦ R1(x)). Suppose also that there exists an exact complete sub-

space trail U
R1−→−→ V. Then for every 1 ≤ i ≤ n, we have

∀a ∈ Fn
q , ∃ ba ∈ Fn

q , ∇UF
(i)(a) = ∇V R

(i)
2 (ba).

Proof. The proof follows directly from Theorem 1. ⊓⊔
Theorem 1 allows us to skip the part R1 in the sense that the sum over the

subspace U of the full function F = R2◦R1 reduces to the sum of the last part R2
over a subspace V having the same dimension as U . Moreover, in conjunction
with Proposition 2, we have the following property on ℓ-round iterated block
cipher schemes.

Theorem 2. Let E = {EK : Fn
q → Fn

q }K be an ℓ-round iterated block cipher
with round function R : Fκ

q ×Fn
q → Fn

q . Let K → {k1, . . . , kℓ} ⊂ Fκ
q be any round

keys and suppose that there exist linear subspaces U0, U1, . . . , Um of Fn
q having

the same Fp-dimension s such that

U0
Rk1−→−→ U1

Rk2−→−→ · · ·
Rkm−→−→ Um.

Then, if the algebraic degree satisfies

degp(Rkℓ
◦ · · · ◦ Rkm+1) ≤ s× (p− 1) (2)

we get ∑
u∈U0

EK(x+ u) = cK

for every x ∈ Fn
q where cK ∈ Fn

q is a key-dependent constant vector.

Proof. Let EK = E(2)
K ◦ E(1)

K , where

E(1)
K = Rkm ◦ Rkm−1 ◦ · · · ◦ Rk1 , and, E(2)

K = Rkℓ
◦ Rkℓ−1 ◦ · · · ◦ Rkm+1 .

As Ui

Rki−→−→ Ui+1 for all 0 ≤ i ≤ m− 1, we have U0
E(1)

K−→−→ Um. Thus, for all x ∈ Fn
q ,

there exists yx ∈ Fn
q such that∑

u∈U0

EK(x+ u) =
∑

u∈Um

E(2)
K (yx + u) = ∇α1,··· ,αsE(2)

K (yx)
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where α1, · · · , αs is an Fp-basis of Um. Since degp(E(2)
K ) ≤ s× (p− 1), then

degp(∇α1,··· ,αsE2
K) ≤ degp(E(2)

K ) − s× (p− 1) ≤ 0

for all x ∈ Fn
q . This is the desired claim. ⊓⊔

In the typical setting, where Rk(x) = R(x + k) for all k, x ∈ Fn
q . we have

the following result.

Corollary 2. Let E = {EK : Fn
q → Fn

q }K be an ℓ-round iterated block cipher with
round function R : Fn

q → Fn
q and such that Rk(x) = R(x + k) is a one-round

encryption. Let K → {k1, . . . , kℓ} ⊂ Fn
q be any round keys and suppose that there

exist linear subspaces U0, U1, . . . , Um of Fn
q having the same Fp-dimension s such

that they define a complete exact subspace trail for R

U0
R−→−→ U1

R−→−→ · · ·
R−→−→ Um.

Then, if the algebraic degree of the last m rounds satisfy

degp(Rkℓ
◦ · · · ◦ Rkℓ−m

) ≤ s× (p− 1) (3)

we get ∑
u∈U0

EK(x+ u) = cK

for every x ∈ Fn
q where cK ∈ Fn

q is a key-dependent constant vector.

Proof. One can easily see that, if Rk(x) = R(x + k), then Ui

R−→−→ Ui+1 ⇐⇒

Ui

Rki−→−→ Ui+1. The result then directly follows from the well known property:
degp(F ◦G) ≤ degp(F ) × degp(G). ⊓⊔

Remark 8. If we denote d := degp(R) and dℓ−m+1 < n(p− 1) then

dℓ−m ≤ s× (p− 1) ⇐⇒ ℓ ≤ m+ logd(s× (p− 1)).

The quantity m + logd(s × (p − 1)) is particularly high when p, m, and/or s
are big and d is small, which is the case for several ciphers (AES-prime [25] for
instance). For example, if m = 2, p = 231 −1, s = 12 and d = 5, then the integral
holds if the number of rounds ℓ verifies ℓ ≤ 16.

We can get similar results, if we restrict ourselves to coordinate functions of
the encryption function, as explained in the following corollary.

Corollary 3. Let E = {EK : Fn
q → Fn

q }K be an ℓ-round iterated block cipher
with round function R : Fκ

q ×Fn
q → Fn

q . Let K → {k1, . . . , kℓ} ⊂ Fκ
q be any round

keys and suppose that there exist m < ℓ linear subspaces U0, U1, . . . , Um of Fn
q

having the same Fp-dimension s such that

U0
Rk1−→−→ U1

Rk2−→−→ · · ·
Rkm−→−→ Um.
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If there exist i ∈ {1, . . . , n} such that the coordinate function verifies

degp

(
(Rkℓ

◦ · · · ◦ Rkℓ−m
)(i)

)
≤ s× (p− 1). (4)

Then ∑
u∈U0

(EK(x+ u))(i) = cK

for every x ∈ Fn
q where cK ∈ Fn

q is a key-dependent constant vector.

Remark 9. If κ = n and Rk(x) = R(x+k), then Corollary 2 can also be restated
in terms of the coordinate functions of R, as done in the above Corollary 3.

Our results can be extended to more rounds in some cases using the following
definition of subspace chains mentioned by Boeuf et al. in [6].

Definition 12 (Subspace chains). Let F : Fn
q → Fn

q be a function and let
U0, . . . , Ur be Fp-linear subspaces of Fn

q with a0, . . . , ar ∈ Fn
q . Then the sequence

of pairs (U0, a0), . . . , (Ur, ar) is said to be a subspace chain of F if F (ai +Ui) ⊆
ai+1 + Ui+1 for any 0 ≤ i ≤ r − 1. The chain is said to be exact, if

F (ai + Ui) = ai+1 + Ui+1 ∀ 0 ≤ i ≤ r − 1.

Definition 13 (Germs of subspaces by a function). Let U be a Fp-linear
subspace of Fn

q and F : Fn
q → Fn

q be a function. We define the germs of the
subspace U by a function F as

ΓF (U) =
{
a ∈ Fn

q

∣∣ F (a+ U) is an Fp-affine subspace of Fn
q

}
.

Remark 10. Note that if a ∈ ΓF (U), then a + u ∈ ΓF (U) for any u ∈ U , i.e.
|ΓF (U)| ≥ |U |. This implies that either |ΓF (U)| = 0 or |ΓF (U)| ≥ |U |.

Next, we suppose that the key scheduling algorithm which produces (k0, . . . , kℓ)
from K is as follows: ψi(K) = ki where ψi : Fn

q → Fn
q is a bijection.

Theorem 3. Let E = {EK : Fn
q → Fn

q }K be an ℓ-round iterated block cipher with
round function R : Fn

q → Fn
q and such that Rk(x) = R(x + k) is a one-round

encryption. Suppose that there exists an exact complete subspace trail

U0
R−→−→ U1

R−→−→ · · ·
R−→−→ Um

having the same Fp-dimension s. Furthermore, suppose that |ΓR(Um)| > 0.
Then, for any x ∈ Fn

q , there exist |ΓR(Um)| keys K such that, if the algebraic
degree verifies

degp(R)ℓ−m−1 ≤ s× (p− 1) (5)

then ∑
u∈U0

EK(x+ u) = cK

where cK ∈ Fn
q is a key-dependent constant vector.
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Proof. Let K → k0, . . . , kℓ be round keys. As U0
R−→−→ U1

R−→−→ · · ·
R−→−→ Um, then for

any x ∈ Fn
q , there exists y ∈ Fn

q such that Rkm−1 ◦ · · · ◦ Rk0(x+ U0) = y + Um.
Thus, if y + km ∈ ΓR(Um), then there exist z ∈ Fn

q and a linear subspace V of
Fn

q of the same dimension as Um such that Rkm
(y + Um) = z + V . We can skip

m+ 1 rounds as ∑
u∈U0

EK(x+ u) =
∑
v∈V

Rkℓ
◦ · · · ◦ Rkm+1(z + v).

As a consequence, if degp(Rkℓ
◦ · · · ◦ Rkm+1) ≤ s× (p− 1), then

degp(
∑

u∈U0
EK(x+ u)) ≤ 0. ⊓⊔

Remark 11. If the inequalities (2), (3), (4) and (5) are strict, then the sum will
be zero, independently of the key K.

5 Applications to AES-like SPN ciphers

In this section, we first recall the general design of the Advanced Encryption
Standard (AES) [11] as well as definitions and preliminary results about the
existing complete subspace trails. We then present our results on ciphers that
follow the same design principle as the AES, which we call AES-like SPN ciphers,
first on binary fields, and finally on AES-prime.

5.1 AES

The AES is a SPN cipher that operates on 128-bit blocks and supports key
sizes of 128, 192, and 256 bits. It consists of multiple rounds, where each round
applies a sequence of transformations combining linear diffusion and nonlinear
substitution. The internal state of AES is represented as a 4 × 4 matrix of bytes
in F28 , constructed using the irreducible polynomial x8 +x4 +x3 +x+1 over F2.
For AES-128, the cipher applies a total of 10 rounds to the state. Each round
performs the following four operations on the state matrix:

1. SubBytes (S-Box): a nonlinear, invertible byte-wise substitution defined over
F28 , applying the same 8-bit to 8-bit S-Box in parallel to all 16 bytes of the
state,

2. ShiftRows (SR): a cyclic shift of the rows of the 4 × 4 state array,
3. MixColumns (MC): a linear diffusion layer that multiplies each column by a

constant 4 × 4 invertible matrix over F28 ,
4. AddRoundKey (ARK): a bitwise XOR with a 128−bit round key derived from

the master key.

The cipher begins with an initial AddRoundKey operation before the first
round, and the final round omits the MixColumns step. One round of AES can
be described as RK(x) = K ⊕ MC ◦ SR ◦ S-Box(x).

We now recall the exact subspace trail through two rounds of AES [18] .
To do this, we define four families of subspaces of the space F4×4

28 over F28 :=
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F2[x]/(x8 +x4 +x3 +x+1), which are essential to AES. Let E = {e0,0, . . . , e3,3}
denote the set of unit vectors of F4×4

28 , where ei,j has a single 1 in the i-th row
and j-th column and 0 elsewhere. For example, e0,1 corresponds to the following
matrix:

e0,1 =


0 1 0 0
0 0 0 0
0 0 0 0
0 0 0 0

 .
Definition 14 (Column spaces). The column spaces Ci are defined as

Ci = SpanF28 {e0,i, e1,i, e2,i, e3,i}.

Definition 15 (Diagonal spaces). The diagonal spaces Di are defined as

Di = SpanF28 {e0,i, e1,i+1, e2,i+2, e3,i+3}.

Definition 16 (Inverse-Diagonal spaces). The inverse-diagonal spaces IDi

are defined as

IDi = SR(Ci) = SpanF28 {e0,i, e1,i−1, e2,i−2, e3,i−3}.

Definition 17 (Mixed spaces). The mixed spaces Mi are defined as

Mi = MC(IDi).

Definition 18. Given I ⊆ {0, 1, 2, 3} where 0 < |I| ≤ 3, we define

CI =
⊕
i∈I

Ci, DI =
⊕
i∈I

Di, IDI =
⊕
i∈I

IDi, MI =
⊕
i∈I

Mi.

Remark 12. For the round function R of any AES-like cipher with linear layer
L = MC◦SR and S-box S, the subspaces DI , CI and MI can be seen as following

MI = MC(SR(CI)) = L(CI) and CI = SR(DI).

Since MixColumns affects only the constant columns, thus MC(CI) = CI . There-
fore, L(DI) = CI .

Note that the dimension of any of the four spaces over F28 in Definition 18
is 4 times the cardinality of I. We now state the subspace trails defined using
these four families of subspaces, as introduced by Grassi et al. [18].

Lemma 2. [18] Let I ⊆ {0, 1, 2, 3} with 0 < |I| ≤ 3 and a ∈ D⊥
I . There exists

a unique b ∈ C⊥
I such that

RK(DI ⊕ a) = CI ⊕ b.
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Lemma 3. [18] Let I ⊆ {0, 1, 2, 3} with 0 < |I| ≤ 3 and a ∈ C⊥
I . There exists a

unique b ∈ M⊥
I such that

RK(CI ⊕ a) = MI ⊕ b.

From the above two lemmas, there exists an exact two-round orthogonal
subspace trail:

DI
RK−−→ CI

RK−−→ MI .

Since DI ⊕ D⊥
I = CI ⊕ C⊥

I = MI ⊕ M⊥
I = F4×4

28 , we apply Remark 3 to obtain

DI

RK−→−→ CI

RK−→−→ MI .

This shows that AES has an exact two round subspace trail with respect to both
Definition 7 and Definition 8.

In a similar way, there exists an exact complete subspace trail

MI

R̄−→−→ CI

R̄−→−→ DI ,

for the decryption round function R̄ = S̄ ◦ L̄ of AES, where, L̄ = L−1, and
S̄ = S−1. The following lemma states this formally.

Lemma 4. Let I ⊆ {0, 1, 2, 3} with 0 < |I| ≤ 3 and a ∈ Fn
q . There exists b ∈ Fn

q

such that
R̄(MI ⊕ a) = CI ⊕ b.

and for c ∈ Fn
q , there exists d ∈ Fn

q such that

R̄(CI ⊕ c) = DI ⊕ d.

Proof. We only prove the claim MI

R̄−→−→ CI , since the other identity CI

R̄−→−→ DI

follows by an identical argument. For any a ∈ Fn
q ,

R̄(MI ⊕ a) = S̄ ◦ L̄(MI ⊕ a) = S̄
(

L̄(MI) ⊕ ā
)
, where ā = L̄(a).

Since, MI = L(CI) from Remark 12, we have S̄
(

L̄(MI)⊕ ā
)

= S̄
(

CI ⊕ ā
)
. Also,

because S̄ is bijective and acts independently on each byte, it maps the additive
coset CI + ā to another additive coset CI + b, where b = (bi,j) with bi,j = S̄(āi,j)
for each byte (i, j). ⊓⊔

5.2 AES-like SPN ciphers in even characteristic

AES has been widely studied through key-independent distinguishers, especially
those based on integral and differential-integral techniques. The Square attack
of Daemen et al. [9] first demonstrated a 4-round zero-sum property, forming
the basis for subsequent improvements. Partial-sum refinements [14] expanded
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this idea, enabling more efficient 4-round distinguishers. Later developments in-
troduced new structural integral properties, such as the multiple-of-8 distin-
guisher [17] and mixture differential techniques [16], which extended to 4–6
rounds with significantly reduced data. The most recent progress combines Fast
Hadamard Transform (FHT), partial sums, and data packing to obtain a 6-round
key-independent distinguisher [12]. Table 3 summarizes these key developments.

Distinguisher Rounds Data Reference
Square / Saturation 4 232 [9]

Square + Partial Sums 4 6 × 232 [14]
Multiple-of-8 Integral 4 233 [17]
Mixture Differential 4–6 217–226 [16]

FHT + partial sums + Packing 6 232 [12]
Zero-sum Integral 1 − 2 28 Proposition 3
Zero-sum Integral 3 232 Corollary 4
Zero-sum Integral 4 264 Corollary 5

Table 3. Key-Independent Distinguishers on Reduced-Round AES

Here, we present some applications of our results discussed in Section 4 to
AES-like SPN ciphers over the finite fields of even characteristic. Our goal is to
demonstrate how exact subspace trails can be used to construct distinguishers
for such SPN ciphers. Although our approach does not improve upon the best
existing attacks, we include these applications to illustrate the usefulness and
generality of our framework.

One may recall that Boura, Canteaut, and Coggia [7] provided exact complete
subspace trails for several other AES-like SPN ciphers, replacing the subspaces
DI , CI , and MI with analogous constructions. With a slight abuse of notation,
we continue to denote these subspaces by DI , CI , and MI when referring to
those AES-like SPN ciphers. Their framework applies to ciphers such as Midori-
64 [2], Klein-64 [15], and SKINNY-64 [3]. As a direct consequence of Corollary 2
applied to the above mentioned AES-like SPN ciphers, we derive the following
corollary.

Corollary 4. Let E = {EK : Fn
q → Fn

q }K be an ℓ-round AES-like SPN block
cipher, where q = 2m, with round function R and a two-round exact complete
subspace trail

DI

R−→−→ CI

R−→−→ MI ,

dimF2(DI) = dimF2(CI) = dimF2(MI) = 4 ×m× |I|, 1 ≤ |I| ≤ 3. Therefore, if

ℓ ≤ 2 + logdeg2(R)(4 ×m× |I|), (6)

then ∑
u∈DI

EK(x+ u) = cK , for every x ∈ Fn
q and every key K,

where cK ∈ Fn
q is a key-dependent constant vector.
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Proof. The proof follows directly from Lemma 2, Lemma 3 and Corollary 2. ⊓⊔
In Table 4, we present the maximum number of rounds for various AES-like

SPN ciphers, assuming the algebraic degree grows exponentially, for which our
approach (Corollary 4) yields a distinguisher.

Cipher q n deg2(R) ℓ d Data
AES 28 16 7 4 64 264

Midori-64 24 16 3 5 32 232

Klein-64 24 16 3 5 32 232

Skinny-64 24 16 3 5 32 232

Table 4. Parameters of the zero-sum integral distinguisher for AES-like SPN ciphers
over Fn

q with round function R, maximum number of rounds ℓ and the dimension of
an exact subspace trail d.

For the round decryption function, we obtain the following.

Corollary 5. Let E = {EK : Fn
q → Fn

q }K be an ℓ-round AES-like SPN block
cipher over Fq, where q = 2m. Let Ē = {ĒK : Fn

q → Fn
q }K denote the correspond-

ing decryption scheme with decryption round function R̄ and a two-round exact
complete subspace trail

MI

R̄−→−→ CI

R̄−→−→ DI ,

dimF2(DI) = dimF2(CI) = dimF2(MI) = 4×m×|I|, with 1 ≤ |I| ≤ 3. Therefore,
if

ℓ ≤ 2 + logdeg2(R̄)(4 ×m× |I|),

then ∑
u∈MI

ĒK(x+ u) = ck, for every x ∈ Fn
q and key K

where cK ∈ Fn
q is a key-dependent constant vector.

Proof. The proof follows directly from Lemma 4 and Corollary 2. ⊓⊔

Example 2. (AES) In the case of AES-128, the round function R : F4×4
28 → F4×4

28

has algebraic degree 7. For DI with |I| = 2, since r = 2 is the largest integer
such that

7r < 4 × 2 × 8 = 64,

we obtain the following distinguisher for four rounds of the AES∑
u∈DI

EK(x+ u) = 0, for every x ∈ F4×4
28 and key K.

Similarly, since the decryption round function R̄ has an algebraic degree at most
7, we have a zero-sum integral distinguisher on 4-round for the AES. Moreover,
by using Remark 2, we can even have a zero-sum integral distinguisher for five
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rounds of decryption function of AES. This follows because when we decrypt the
last three rounds of AES, for the cipher text C ∈ Fn

q , we get

R̄(R̄(R̄(C) − kℓ) − kℓ−1) − kℓ−2

for keys {kℓ−2, kℓ−1, kℓ} ∈ Fn
q . Here, we do not include a whitening key after

the last round. Therefore, using Corollary 5 and after decrypting the last three
round of AES with C ∈ R(MI), we get

R̄(R̄(R̄(R(MI)) − kℓ) − kℓ−1) − kℓ−2 = R̄(R̄(MI − kℓ) − kℓ−1) − kℓ−2

= b+ DI ,

for some b ∈ F4×4
28 , which is an additive coset of DI for keys {kℓ−2, kℓ−1, kℓ} ∈ Fn

q .
This allows us to skip three rounds of decryption instead of two. Hence, we get
a 5-round zero-sum integral distinguisher for keys {kℓ−4, . . . , kℓ} ∈ Fn

q as follows∑
x∈R(MI )

R̄kℓ−4 ◦ · · · ◦ R̄kℓ
(x) =

∑
u∈DI

R̄kℓ−4 ◦ R̄kℓ−3(b+ u) = 0.

Remark 13. Using the same technique as in Example 2, and looking at the de-
cryption function of Midori-64, Skinny-64 and Klein-64, we get a zero-sum inte-
gral distinguisher on their 6-round decryption using 232 data.

Next, we illustrate the number of rounds required for AES-like SPN ciphers
with exponential algebraic degrees growth in Figure 2. The lower bound on the
number of rounds of AES-like SPN ciphers with round function R to prevent
the integral properties discussed in this section follows from inequality (6), by

using the exact complete subspace trail DI

R−→−→ CI

R−→−→ MI with |I| = 3. The
inequality (6) assumes an exponential growth in the algebraic degree of the
round function as a function of the number of rounds. The algebraic degree of
the round function R is equal to the algebraic degree of the S-box: d = deg2(S),
and when q = 2m, this value can take any integer between 2 and m− 1.

Fig. 2. Minimal number of rounds required for AES-like SPN ciphers to be resistant
to the presented integrals, as a function of the algebraic degree, when q = 28
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Remark 14. We can actually go further if the algebraic degree d growth is not
exponential in ℓ rounds. For instance, in the case of SKINNY-64, Hebborn et
al. [20] show that the algebraic degree of its round function lies between 39 and
47 instead of 35 after 5 rounds. Therefore, using the exact complete subspace
trail

DI

Rk0−→−→ CI

Rk1−→−→ MI

with |I| = 3 to skip two rounds, and the fact that

deg2(Rk6 ◦ Rk5 ◦ Rk4 ◦ Rk3 ◦ Rk2) ≤ 47 < 12 × 4 = 48

for all keys k2, k3, k4, k5, k6 ∈ F4×4
24 , we obtain the following zero-sum integral

distinguisher for seven rounds of SKINNY-64 by applying Theorem 2∑
u∈DI

Rk6 ◦ Rk5 ◦ Rk4 ◦ Rk3 ◦ Rk2 ◦ Rk1 ◦ Rk0(x+ u) = 0,

for every x ∈ F4×4
24 and k0, k1, k2, k3, k4, k5, k6 ∈ F4×4

24 . To the best of our
knowledge, this is the best zero-sum integral distinguisher on reduced round
Skinny-64.

Remark 15. Based on Corollary 3 and [20, Table 7], we can, in fact, get an
integral distinguisher on 8-round Skinny64. In [20, Table 7], the authors give an
upper bound on the algebraic degree of every coordinate i ∈ {0, . . . , 15} function
after 6-round encryption. This is because the 6-round coordinate functions for
i ∈ {4, 5, 6, 7} have algebraic degree at most 47, instead of 35.

Now we give the one dimensional exact complete subspace trail for the round
function R of AES-like SPN ciphers. In what follows, L = MC ◦SC where MC
and SC denotes the MixColumns and ShiftColumns operation of AES-like SPN
ciphers, respectively.

Proposition 3. Let {ei,j | 0 ≤ i, j ≤ 3} be the set of unit vectors of F4×4
28 , and

R be the round function of AES-like SPN ciphers. Then, for any a ∈ Fn
q , there

exists a unique b ∈ Fn
q such that for any 0 ≤ i, j ≤ 3,

R(a⊕ Fq ei,j) = b⊕ Fq L(ei,j).

Proof. The proof is similar to that of Lemma 2. ⊓⊔

Remark 16. From Proposition 3, we have a one-round exact subspace trail that
further gives us a two-round zero-sum integral distinguisher for AES, using
Corollary 2. Moreover, it is already known that there exists a zero-sum inte-
gral distinguisher for three rounds of AES using q data, namely the square
attack [10]. However, we are not able to achieve such a result with our approach.
The reason is that the existence of a subspace trail guarantees a zero-sum inte-
gral distinguisher after a certain number of rounds, depending on the algebraic
degree growth. The converse does not necessarily hold, that is the existence of a
zero-sum integral distinguisher does not imply the existence of a subspace trail
or a degree growth deficiency.
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Leander et al. [23] studied the length of the longest complete subspace trails
for AES-like SPN ciphers. Motivated by their work, we investigate the length
of the longest subspace trails for various AES-like SPN ciphers with respect
to Definition 7. Carrying out an analysis for Midori-64, we identified what ap-
pears to be a typo in the article by Liu and Yang [24]. Specifically, the authors
define certain subspaces DI , CI ,MI , and WI of F4×4

24 . However, the subspace
WI as defined in the article does not match the subspace that is actually used
throughout their subsequent analysis. Furthermore, they claim the existence of
a three-round exact complete subspace trail DI

R−→−→ CI

R−→−→ MI

R−→−→ WI where R
is the round function for Midori-64. We observe that the final step MI

R−→−→ WI

does not hold under any of the definitions of WI provided in their manuscript.
Therefore, the claimed exact subspace trail appears to be incorrect, though the
results in the article [24] are still valid since they are not based on the exactness

of the subspace trail from MI

R−→−→ WI .

5.3 AES-prime

In this subsection, we apply the theoretical results of Section 4 on AES-prime,
introduced by Masure et al. in [25]. Particularly, with our approach, we find
the same integral properties of AES-prime given by Tim Beyne and Michiel
Verbauwhede in [5]. We also extend these integral properties on more rounds for
some weak keys that we are going to introduce.

AES-prime, as described in [25], consists on adapting the standard AES
design to Fp where p is a large prime, using only additions and multiplications
over the chosen prime field. The main design components remain the same: the
key is a vector of 16 elements of Fp and the state is considered as a 4 by 4 table
of Fp elements. We recall the main components of AES-prime as follows

1. State and Field: AES-prime operates on a 4 × 4 state matrix of elements
in the prime field Fp, where p = 27 − 1 = 127.

2. SubBytes (S-box): applies a non-linear permutation S : F127 → F127
independently to each element si,j , 0 ≤ i, j ≤ 3 of the state, given by

S(x) = x5 + 2 (degp S = 5)

3. ShiftRows: performs a cyclic left shift on the rows of the state matrix. If
the state rows are indexed 0, 1, 2, 3, the transformation is:

– Row i: cyclic left shift by i position, for 0 ≤ i ≤ 3.
4. MixColumns: mixes the data within each column via multiplication by a

constant MDS matrix M over F127. For each state column c,
s′

0,c

s′
1,c

s′
2,c

s′
3,c

 = M · c =


1 1 1 1
1 2 4 16
1 4 16 2
1 16 2 4

 ·


s0,c

s1,c

s2,c

s3,c

 (mod 127).



20 N. El-Asri, K. Garg, V. Suder

5. AddRoundKey: combines the state with the round key ki using addition
in F127: s′

i,j = si,j + ki,j .

Table 5 resumes some known properties of AES-prime.

Rounds ℓ data Algebraic Degree
1 − 4 p 5ℓ

5 p4 2002
6 p8 2015

Table 5. Known integral properties of AES-prime and its algebraic degree growth
through its round function, based on [5, Section 7.1].

In what follows, let R = L ◦ S denote the round function of AES-prime,
where S is the S-box layer and L is the linear layer consisting of the ShiftRows
and MixColumns operations. For a round key ki ∈ F4×4

p , we denote by Rki
(x) =

R(x+ ki) the i-th encryption round.
Proposition 4. Let {ei,j | 0 ≤ i, j ≤ 3} be the set of unit vectors of F4×4

p . Then,
R has the following one dimensional exact complete subspace trail

Fpei,j

R−→−→ FpL(ei,j) for any 1 ≤ i, j ≤ 3. (7)

Proof. We only need to show that the S-box layer S maps any additive coset of
Fpei,j to another additive coset of Fpei,j . Let a ∈ F4×4

p . For i, j ∈ {0, 1, 2, 3} we
have,

S(a+ uei,j) =

 ∑
0≤m,n≤3

(m,n)̸=(i,j)

S(am,n) em,n

 + S(ai,j + u) ei,j

= b+ S(ai,j + u) ei,j ∈ b+ Fp ei,j ∀u ∈ Fp,

where

b =
∑

0≤m,n≤3, (m,n)̸=(i,j)

S(am,n)em,n

does not depend on u. As S is a bijection, we have the following equality

S(a+ Fpei,j) = b+ Fpei,j .

By applying the linear layer L, we get R(a+ Fpei,j) = L(b) + FpL(ei,j). ⊓⊔
Remark 17. In Proposition 4, we can get a formula for the affine subspace R(a+
Fpei,j) as follows

R(a+ Fpei,j) = L

 ∑
0≤m,n≤3, (m,n)̸=(i,j)

S(am,n)em,n + Fp ei,j


= L (S(a) − S(ai,j)ei,j + Fp ei,j)
= L(S(a) + Fp ei,j) = R(a) + Fp L(ei,j).
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Hereafter, K → {k0, k1, . . . , ks} denotes the round keys k0, . . . , ks ∈ F4×4
p

generated from a key scheduling algorithm using a master key K ∈ F4×4
p . The

key scheduling algorithm used by the designers of AES-prime is K ∈ F4×4
p →

(k, k, k, . . . , k), that is the same key for all rounds. However, our arguments do
not rely on this particular choice and remain valid for any key schedule. By using
the one dimensional exact subspace trail (7) and Corollary 2, we describe a four-
round zero-sum integral distinguisher on AES-prime using p data as follows.

Proposition 5. Let {ei,j | 0 ≤ i, j ≤ 3} be the set of unit vectors of F4×4
p . For

any round keys K → {k0, k1, k2, k3, k4} ⊂ F4×4
p , and any x ∈ F4×4

p , we have∑
u∈Fp

Rk3 ◦ Rk2 ◦ Rk1 ◦ Rk0(x+ uei,j) = 0, for any 1 ≤ i, j ≤ 3.

Proof. From Corollary 2, and by using the trail (7), we have a zero-sum integral
distinguisher on ℓ rounds if ℓ verifies

ℓ < 1 + logdegp(R)(p− 1).

As p = 27 − 1 and degp(R) = 5, we get

1 + log5(p− 1) = 1 + log5(126) ≃ 4.005.

We thus have a zero-sum integral distinguisher on ℓ ∈ {1, 2, 3, 4} rounds using
only p data (summing over a space of cardinality p). ⊓⊔

Furthermore, we give a 5-round zero-sum integral distinguisher on AES-prime
using p4 data. In fact, similarly to AES, AES-prime also has a two-round exact
complete subspace trail

DI

R−→−→ CI

R−→−→ MI

of Fp-dimension 4×|I| where I ⊂ {0, 1, 2, 3}. The trail is defined the same way as
in Subsection 5.1 (see Remark 12), and such that CI = L(DI) and MI = L(CI).
Taking |I| ∈ {1, 2}, we get the following result.

Proposition 6. Let DI be the diagonal space where I ⊂ {0, 1, 2, 3}. For any
round keys K → {k0, k1, k2, k3, k4, k5} ⊂ F4×4

p , and any x ∈ F4×4
p , if |I| = 1, we

have ∑
u∈DI

Rk4 ◦ Rk3 ◦ Rk2 ◦ Rk1 ◦ Rk0(x+ u) = 0, ∀ 0 ≤ i, j ≤ 3,

and, if |I| = 2,∑
u∈DI

Rk5 ◦ Rk4 ◦ Rk3 ◦ Rk2 ◦ Rk1 ◦ Rk0(x+ u) = 0, ∀ 0 ≤ i, j ≤ 3.
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Proof. From Corollary 2, and, using the trail DI

R−→−→ CI

R−→−→ MI with |I| = 1, we
have a zero-sum integral distinguisher on ℓ rounds if ℓ verifies

ℓ < 2 + log5(4 × |I| × (p− 1)) = 2 + log5(4 × (p− 1)).

Since for AES-prime, p = 27 − 1, we have 2 + log5(4 × (p − 1)) ≃ 5.504. Thus,
AES-prime has a zero-sum integral distinguisher for ℓ ∈ {1, 2, 3, 4, 5} rounds
using p4 data.

Similarly, by taking |I| = 2, we get 2 + log5(4 × 2 × (p− 1)) ≃ 6.296 and by
Corollary 2, we have a 6-round zero-sum integral distinguisher on AES-prime
using p8 data. ⊓⊔

The lower bound on the number of rounds of AES-prime with round function
R to prevent the integral properties discussed in this section can be derived from
formula (3):

rmin(d) = ⌊3 + logd(3 × 4 × (p− 1))⌋, (8)

by using the trail DI

R−→−→ CI

R−→−→ MI with |I| = 3. This works on any AES-
prime-like SPN. To illustrate this, let’s consider the case of AES-prime field, i.e.,
p = 27 − 1. In this scenario, the algebraic degree of the round function R is
equal to the algebraic degree of the S-box: d = degp(S). This value can take
any integer between 2 and p− 1. Figure 3 provides a graphical representation of
the relationship (8). This expression (8) assumes an exponential growth in the
algebraic degree of the round function as a function of the number of rounds,
i.e. it is a generic bound.

Fig. 3. Minimal number of rounds required for AES-prime to be resistant to the pre-
sented integrals as a function of the algebraic degree

Table 5 already summarized the zero-sum integral distinguishers discussed
above and, as we can see, leads to the same conclusions as those obtained by
Beyne et al. [5]. However, our arguments are based on different notions, that
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are, the existence of exact subspace trails and the algebraic degree growth of the
round function.

We can improve Proposition 5 and 6 when I is of cardinality 1. More precisely,
some of these zero-sum integrals can be extended by one additional round for
a restricted subset of master keys K. To do so, we use the notion of subspace
chains and germs introduced in Definition 12 and Definition 13, respectively. Let
us first recall a result of Boeuf, Canteaut and Perrin [6] that we adapt in the
context of AES-prime. For x ∈ F4×4

p , define supp(x) := {(i, j) | xi,j ̸= 0}.

Lemma 5 (Theorem 1 [6]). Let R = L ◦ S be the round function of an
SPN over F4×4

p , where L is the linear layer and S the S-box layer with S-box
S(x) = xα + c over Fp. Let V = v0 + Fpv1 + · · · + Fpvm be a subspace of F4×4

p

such that supp(vi) ∩ supp(vj) = ∅ for any i ̸= j. Then

R(V ) = R(v0) + FpL(v1) + · · · + FpL(vm).

In AES-prime, the S-box is of the form S(x) = xα + c. From Lemma 5, we
can estimate the germ’s number for the round function R: |ΓR(FpL(ei,j))| (see
Definition 13).

Proposition 7. Let R be the round function of AES-prime. Then, for any a ∈
F4×4

p , if supp(a) ∩ supp(L(ei,j)) = ∅, where {ei,j | 0 ≤ i, j ≤ 3} is the set of unit
vectors of F4×4

p , x ∈ F4×4
p , we have

R(a+ FpL(ei,j)) = R(a) + FpL ◦ L(ei,j) ∀ 0 ≤ i, j ≤ 3,

or in other words,

|ΓR(FpL(ei,j))| ≥ p13 ∀ 0 ≤ i, j ≤ 3.

Proof. Let a ∈ F4×4
p , and suppose that supp(a) ∩ supp(L(ei,j)) = ∅ for some

0 ≤ i, j ≤ 3. Then, from Lemma 5, it follows that

R(a+ FpL(ei,j)) = R(a) + FpL ◦ L(ei,j).

Therefore, R(a+ u+ FpL(ei,j)) = R(a) + FpL ◦ L(ei,j) for any u ∈ FpL(ei,j).
Thus, if a ∈ F4×4

p is such that a = a1 +a2 where supp(a1)∩supp(L(ei,j)) = ∅
and a2 ∈ FpL(ei,j), then

R(a+ FpL(ei,j)) = R(a1) + FpL ◦ L(ei,j).

Observe that there exist p × p16−wH (L(ei,j)) of such elements a, where wH(·)
denotes the Hamming weight. In case of AES-prime, wH(L(ei,j)) = 4, i.e.

p× p16−wH (L(ei,j)) = p× p12 = p13.

Hence, |ΓR(FpL(ei,j))| ≥ p13. ⊓⊔

Now we are ready to present our 5-round weak key distinguisher on AES-prime.
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Theorem 4. Let {ei,j | 0 ≤ i, j ≤ 3} be the set of unit vectors of F4×4
p , x ∈ F4×4

p

and K → {k0, k1, k2, k3, k4, k5} ⊂ F4×4
p be the round keys. If

k1 + b ∈ ΓR(FpL(ei,j))

where b is such that R(x+ k0 + Fpei,j) = b+ FpL(ei,j), then∑
u∈Fp

Rk4 ◦ Rk3 ◦ Rk2 ◦ Rk1 ◦ Rk0(x+ uei,j) = 0, ∀ 0 ≤ i, j ≤ 3.

Proof. The proof follows directly from Theorem 3 using the trail (7) and Propo-
sition 7. ⊓⊔

Example 3. To illustrate Theorem 4, we use the trail Fpe0,0
R−→−→ FpL(e0,0) (Propo-

sition 4). First, we have

L(e0,0) =


1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0


and for a ∈ F4×4

p , we have R(a) = M ×
[
S(ai,j)

]
i,j

, 0 ≤ i, j ≤ 3. A two rounds
encryption of x ∈ F4×4

p under AES-prime using a key k ∈ F4×4
p is R(R(x+k)+k).

We first compute

R(k + Fpe0,0) = R




0 k0,1 k0,2 k0,3
k1,0 k1,1 k1,2 k1,3
k2,0 k2,1 k2,2 k2,3
k3,0 k3,1 k3,2 k3,3

 + Fp


1 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0




= M ×


S(0) S(k0,1) S(k0,2) S(k0,3)
S(k1,1) S(k1,2) S(k1,3) S(k1,0)
S(k2,2) S(k2,3) S(k2,0) S(k2,1)
S(k3,3) S(k3,0) S(k3,1) S(k3,2)

 + Fp


1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0


and therefore R(R(k + Fpe0,0) + k) =

R

M ×


S(0) S(k0,1) S(k0,2) S(k0,3)
S(k1,1) S(k1,2) S(k1,3) S(k1,0)
S(k2,2) S(k2,3) S(k2,0) S(k2,1)
S(k3,3) S(k3,0) S(k3,1) S(k3,2)

 +


k0,0 k0,1 k0,2 k0,3
k1,0 k1,1 k1,2 k1,3
k2,0 k2,1 k2,2 k2,3
k3,0 k3,1 k3,2 k3,3

 + Fp


1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0


 .

Thus, if

M ×


S(0)
S(k1,1)
S(k2,2)
S(k3,3)

 +


k0,0
k1,0
k2,0
k3,0

 =


u
u
u
u

 (9)
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for some u ∈ Fp, then R(R(k+Fpe0,0)+k) will be an affine subspace of dimension
1 (see Lemma 5). We have p choices for u ∈ Fp, p3 choices for K1,1,K2,2,K3,3
(because S is a bijection) and p9 for the other key variables that are not in the
Equation (9). We thus enumerate p13 keys k ∈ F4×4

p such that R(R(k+Fpe0,0)+
k) is an additive coset of Fpe0,0.

Proposition 7 allows us to have a zero-sum integral distinguisher on five rounds
of AES-prime, using only p data, provided that the key is chosen according to
the condition specified in Theorem 4. The number of such keys is greater than or
equal to p13 over a total of p16 possible keys based on Proposition 7 (see Example
3). A similar strategy can be applied to obtain a zero-sum integral distinguisher
for six rounds, in which case p4 data is sufficient. The following proposition is a
direct use of Lemma 5.

Proposition 8. Let I ⊂ {0, 1, 2, 3} such that |I| = 1. Then,

R(MI) = R(0) + L(MI).

Proof. If |I| = 1, then there is a vector basis of MI having pairwise disjoint
supports. The result follows from Lemma 5. ⊓⊔

Example 4. If we take I = {0}, i.e. CI = SpanFp{e0,0, e1,0, e2,0, e3,0}, then MI

has the following vectors as a basis:

m1 :=


1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0

 , m2 :=


0 1 0 0
0 2 0 0
0 4 0 0
0 16 0 0

 , m3 :=


0 0 1 0
0 0 4 0
0 0 16 0
0 0 12 0

 , m4 :=


0 0 0 1
0 0 0 16
0 0 0 2
0 0 0 4


and it is clear that m1,m2,m3 and m4 have a pairwise disjoint support.

Remark 18. Since the S-box of the AES is not of the form xα +c (See Lemma 5),
Proposition 8 holds for AES-prime, but not for AES.

Theorem 5. Let K → {k0, k1, k2, k3, k4, k5, k6} ⊂ F4×4
p be the round keys, x ∈

F4×4
p , and |I| = 1. If

k2 + b ∈ ΓR(MI)

where b is such that Rk1 ◦ Rk0(x+ DI) = b+ MI , then∑
u∈DI

Rk5 ◦ Rk4 ◦ Rk3 ◦ Rk2 ◦ Rk1 ◦ Rk0(x+ u) = 0.

Proof. Let x ∈ F4×4
p . Since we have the exact subspace trail DI

R−→−→ CI

R−→−→ MI ,
there exists an element b ∈ F4×4

p such that Rk1 ◦ Rk0(x + DI) = b + MI . If
k2 + b ∈ ΓR(MI), then Rk2 ◦ Rk1 ◦ Rk0(x + DI) is an affine subspace. Using
Proposition 8, we have |ΓR(MI)| ≥ |MI | = p4. It follows from Theorem 3 that
we can skip the first three rounds, and have a zero-sum integral distinguisher
over the remaining three rounds for AES-prime. ⊓⊔
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Example 5. We take I = {0} as in Example 4. A two-round encryption of x ∈
F4×4

p under a key k ∈ F4×4
p by AES-prime’s round function is R(R(x+ k) + k),

and by taking x ∈ DI , the quantity R(R(DI + k) + k) is an additive coset of
MI . To apply Theorem 5, we need

R(R(DI + k) + k) + k = MI .

From [18, Lemma 1 and 2], we know that

R(R(DI + k) + k) + k = R(R(k) + k) + k + MI ,

and, if R(R(k) + k) + k ∈ MI then,

R(R(R(DI + k) + k) + k) = R(0) + L(MI).

Thus, for at least NI number of keys, we have a zero-sum integral distinguisher
on six rounds of AES-prime, where NI denotes the number of k ∈ F4×4

p such
that R(R(k) + k) + k ∈ MI .

AES-prime decryption round Here, we briefly give some integral proper-
ties of AES-prime decryption round function, since the algebraic degree of the
decryption round is comparatively high (101) to the encryption round (5). We de-
note by R̄ := S̄ ◦ L̄ the decryption round of AES-prime, where S̄ : F4×4

p → F4×4
p

is the S-box layer with S-box S̄(x) = (x − 2)101 and L̄ = L−1. AES-prime
decryption round has the following exact complete subspace trail.

Proposition 9. Let R̄ : F4×4
p → F4×4

p be AES-prime decryption round. We have

MI

R̄−→−→ CI

R̄−→−→ DI .

Proof. For any a ∈ F4×4
p , we have

R̄(a+ CI) = S̄ ◦ L̄(a+ CI) = S̄(L̄(a) + L̄(CI)) = S̄(L̄(a) + DI)

as CI = L(DI). Since an S-box acts independently on the coordinates, S̄ maps
an additive coset of DI to another additive coset of DI , therefore there exists

b ∈ F4×4
p such that R̄(a + CI) = b + DI . One can prove MI

R̄−→−→ CI exactly the
same way as above. ⊓⊔

We also have a one dimensional subspace trails for R̄. More precisely, we have
the following.

Proposition 10. Let R̄ : F4×4
p → F4×4

p be AES-prime decryption round. Then
R̄ satisfies

FpL(ei,j)
R̄−→−→ Fpei,j

where {ei,j | 0 ≤ i, j ≤ 3} be the set of unit vectors of F4×4
p for all 0 ≤ i, j ≤ 3.
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Proof. For all a ∈ F4×4
p , we have

R̄(a+ FpL(ei,j)) = S̄ ◦ L̄(a+ FpL(ei,j)) = S̄(L̄(a) + Fpei,j) ∀ 0 ≤ i, j ≤ 3.

Since S̄ acts independently on every coordinate, S̄ maps any additive coset of
Fpei,j to another additive coset of Fpei,j . This ends the proof. ⊓⊔

From the trails defined in this subsection and by using Theorem 3, we can
get several zero-sum integrals on reduced-round AES-prime decryption. In par-
ticular, we have a 4-round AES-prime decryption distinguishers using p4 data
respectively. Applying the technique from Example 2,

R̄(R̄(R̄(R(MI)) − kℓ) − kℓ−1) − kℓ−2

will be a coset of DI . Using the algebraic degree argument, we get the following
zero-sum integral distinguisher when |I| = 1,∑

C∈R(MI )

R̄(R̄(R̄(R̄(C) − kℓ) − kℓ−1) − kℓ−2) − kℓ−3 = 0.

The same technique can be used for a one dimensional exact complete subspace
trail to have a 3-round AES-prime decryption distinguisher using p data.

6 Conclusions

We presented a unified and generic approach to mount integral attacks against
block ciphers based on exact subspace trails and higher order generalized deriva-
tives. Our main idea was to use exact subspace trails to skip initial rounds and,
provided some criteria on the algebraic degree of the last rounds, we obtained
an integral distinguisher on the whole encryption scheme. We were able to ex-
plain or improve some of the previously known results on AES-like SPN ciphers.
Moreover, our distinguisher provides a lower bound on the number of rounds for
which a cipher remains vulnerable to the proposed integral attack.

This work also highlighted potential applications of generalized derivatives
and higher order generalized derivatives in the context of encryption schemes.
In particular, they helped to explain previously known results differently or with
less data for specific key configurations.

Future work includes extending these results to any arbitrary subspace trails
and not only the exact complete ones. Second, it would be interesting to de-
velop new tools to analyse block ciphers by studying the properties of higher
order generalized derivatives of functions. Additionally, we plan to investigate
the possibility of applying these techniques to improve key recovery attacks.
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