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The AES [DR02]

Widely used symmetric cryptography NIST standard.
Many cryptanalysis papers, but only broken in the Related-Key setting for the
192-bit and 256-bit versions.
We are still interrested in improving the existing attacks.
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The AES

10,12,14 rounds of a fonction :

Round function f

AK SB

S

x
x
x
x

SR

C ← M× C
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An AES round ([Jea16])

3 / 21



Introduction Previous attack New Attack on AES-192 Attack with Related-key Structures Conclusion

AES key schedule

Three key lengths : 128, 192, 256 bits.

SK i

SK i+1

«S

(a) AES-128

SK i

SK i+1

«S

(b) AES-192

SK i

SK i+1

«S

S

(c) AES-256

The key schedules of the AES
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Differential cryptanalysis [BS91]

Instead of looking at single messages, we follow the propagation of the difference
x ⊕ x ′ of a pair of messages through the cipher.

A differential characteristic 𝛼
p−−→ 𝛽 predicts that an input difference 𝛼 becomes

an output difference 𝛽 with probability p.

x

x ′
E k

E k(x)

E k(x
′)

𝛼 𝛽

Pr[𝛼→ 𝛽] = p ≫ 2−n

If p is high enough, we can distinguish the cipher from a random permutation.
A good non linear layer should prevent from high probability differentials.
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Differential properties of the AES S-box

Let Δin be an 8-bit input difference and Δout an 8-bit output difference. Three cases
are possible:

The differential transition is impossible for 129/256 pairs of differences (Δin,Δout)

There exist two ordered pairs of values: (x , x ⊕Δin), (x ⊕Δin, x) that satisfy the
transition for 126/256 pairs of differences
There exist four ordered pairs of values that satisfy the transition for 1/256 pair of
differences.

=⇒ For a given input/output difference, we either get 2, 4 or 0 input/output possible
values for a total average of 1 solution.
=⇒ The maximum transition probability is 2−6.
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The boomerang attack

It is unlikely to have a characteristic covering the whole cipher.

1 differential characteristic (𝛼
p−→ 𝛽)

for the upper part of the cipher, and
one for the bottom part (𝛾

q−→ 𝜑).
We encrypt one pair (PA,PB) with
PA ⊕ PB = 𝛼 to (CA,CB), and we
construct (CC ,CD) such that
CA ⊕ CC = CB ⊕ CD = 𝛾.
We decrypt CC and CD : then
(PC ⊕ PD) = 𝛼 with probability p2q2,
which is unlikely to happen for a
random permutation.

It can be adapted to an attack where we
don’t use the decryption oracle, and the
probability is then 2−np2q2.
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The related-key framework

We allow the attacker to have more than one key, which are related to each other
by mathematical relations.

This is used to evaluate the resistance of the cipher when it is used for hashing,
where the message plays the role of the key.
Versions 192 and 256 are already broken in this setting :

2135, 2120.5, 2127.5 Time, data and memory for AES-192 [YSZ+24].
299.5, 299.5, 277 Time, data, and memory for AES-256 [BK09].
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A related-key trail for a Boomerang attack on AES

KA ⊕ KB , KC ⊕ KD :
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Disturbances and corrections

ΔP

ΔK1 ⊕

SB 2−6

SR+MC

ΔK2 ⊕

Correction

Disturbance

Disturbances and corrections in 1 round of AES
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Previous best attack [DEFN22]

The trail of the attack

Boomerang distinguisher of
probability 2−108 = 2−2(4×6+5×6)

Once we have a good quartet,
some key bytes are recovered
using the property of the s-box of
the AES.
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Key recovery and Filtering

⊕

SB

SR

⊕

Key recovery from the last round

A quartet gives us the value of the
gray difference S(a) + k, S(a+ 𝛿) + k .

Using the property of the S-box, we
can deduce the possible values
a, a+ 𝛿, S(a),S(a+ 𝛿), and have
candidates k .
If the difference cannot hold, then we
filter the quartet, and if it holds, we
get key candidates. In average we get
1 key candidate per quartet.
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"New" distinguisher

⊕

SB

SR+MCRound 1

⊕

SB

SR+MCRound 2

⊕

SB

SR+MC ...

⊕

SB

SR+MC Round 1

⊕

SB

SR+MC Round 2

⊕

SB

SR+MC ...
[DEFN22] Our distinguisher

Almost the same trail as in
Asiacrypt 2022

Some conditions in the first round
are relaxed, increasing the
probability of the boomerang
distinguisher from 2−108 to 2−96

Different framework : Amplified
boomerang vs boomerang
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The attack

Encrypt 264 structures of 248

plaintexts under the four related
keys KA,KB ,KC ,KD and store the
ciphertexts in four hashtables
SA, SB , SC ,SD .

Look for collisions between SA,SC
and between SB , SD . We will get
2262 possible quartets, that we
filter according to the values of
the input differences.
Before the key recovery step, we
will have 2130 quartets remaining.
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Comparison between the Key trails

KA ⊕ KB , KC ⊕ KD :

KA ⊕ KC , KB ⊕ KD :

Related-keys trails from [DEFN22].

KA ⊕ KB , KC ⊕ KD :

KA ⊕ KC , KB ⊕ KD :

0

= =

The same trail, but we deduce differences and values from known differences
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Filtering

KA ⊕ KB , KC ⊕ KD :

KA ⊕ KC , KB ⊕ KD :

0

= =

The same trail, but we deduce differences and values from known differences

The AES key schedule is non linear, but have some linear properties that we can
use. Overall we can reduce the quartets from 2130 to 288.
The filtering also gives us key bytes, and we recover 18 key bytes per quartet. We
determine the right key bytes by repeating the attack.

=⇒ Attack in 2133.5, 2115.5, 2131 time, data, memory.
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Previous attack on AES-256 [GSW22]

The trail of the attack

Guo et al. build a key structure
S = {Ki |K ⊕ Ki = Δi} for the
upper trail where K is the master
key.

For 1/28 of the keys the transition
probabilities will be 2−6 per S-box,
but for the 27−2

28 , it will be 2−7.

the probability of the whole
distinguisher can either be 2−106

or 22(−6×5−6×3) = 2−96.
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Advantage of key structures

1 plaintext structure of size m with 1 key structure of size n, we would get
22m+2n−1 pairs instead of having 22n+m−1 pairs for the same data cost obtained by
encrypting n plaintext structures of size m.

We need to know the differences between the related key bytes recovered and the
master key, otherwise we learn the value of a key in the structure but not of the
master key.
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Key structures on AES-192

We use a key structure of size 216 from the
last three columns of K 5 and the first three
columns of K 6.

The probability of the distinguisher will be
either 2−2(4×6)+2(5×7) = 2−118 or 2−108.
Starting from the decryption side, we
decrypt 240+16 ciphertexts, and we encrypt
256+14 plaintexts.
The average number of quartets we should
get is 271 × 27−2

28 × 2−118 = 2−48 or
271 × 1

28 × 2−108 = 2−45, depending on the
key pair used, And we will need 247

structures using the distinguisher with
probability 2−108.
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Results

Key size #keys Time Data Memory Reference

192 4 2176 2123 2152 [BK09]
4 2124 2124 279.8 [DEFN22]
4 2135.5 2120.5 2127.5 [YSZ+24]
4 2133.5 2115.5 2131 Our work

217 2117 2117 278 Our work

256 4 299.5 299.5 277 [BK09]
219−s 292+s 291+s 289−s [GSW22]

Best related-key attacks on AES
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Conclusion

We found useful relations in the key schedule of AES.
Using them, changing the framework from Boomerang to Amplified Boomerang,
and relaxing the first round conditions allowed us to reduce the data of the attack
on AES-192.
We found new tradeoffs by using related key structures.
Even if automated tools help a lot, we often have to try to improve the attacks by
hand.

Thank you !
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