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Motivation

Within symmetric cryptography, we choose Boolean functions with:
» Strong cryptographic properties, e.g.:
» High algebraic degree
» High nonlinearity
» High algebraic immunity
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Within symmetric cryptography, we choose Boolean functions with:
» Strong cryptographic properties, e.g.:
» High algebraic degree
» High nonlinearity
» High algebraic immunity

+ Some extra structure to enable efficient evaluation (e.g., in the
context of HHE ).
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Hamming-Weight Decompositions

Here is one recent source for obtaining such Boolean functions:

Definition [GM22, M O24]

We call f € B, weightwise degree-d if there are f;, € B, with
deg(fx) < d such that:

Ve e Fy . f(x) = Z Lo(e)=k - fr(x).
k

P. Méaux, T. Seuré Slicing Boolean Functions with Inner Products 2/12



Hamming-Weight Decompositions

Here is one recent source for obtaining such Boolean functions:

Definition [GM22, M O24]

We call f € B, weightwise degree-d if there are f;, € B, with
deg(fx) < d such that:

Ve e Fy . f(x) = Z Lo(e)=k - fr(x).
k

Notice that:

w(z) = (v,z) = szﬂ?i, v=(1,...,1) eZ".
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Vector-Slice Decompositions

This naturally leads to the following generalization to any v € Z™:

We call f € B,, degree-d on v-slices if there are fy € B, with
deg(fx) < d such that:

Vo € Fy: f(x) = Lpay—r - fr(@).
k

We denote the number of terms in this decomposition by:

k(v) = #{(v,x) | x € F5}.
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Vector-Slice Decompositions

Decomposition of F3 according to v = (1,1, 1):

Il’ ‘\\ {(07 O7 0)}
/ Y {(0,0,1),(0,1,0),(1,0,0)}
(1,1,1)}
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Vector-Slice Decompositions

Decomposition of F3 according to v = (1,1, 2):

1’ \\:—___——’, {(07070)}
BT S ] {(0,1,0),(1,0,0)}
{(0,1,1),(1,0,1)}
: N : \\\ {(17171)}
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Slice Complexities

We want to minimize the number of terms in the decomposition of f:

The degree-d slice complezity of f € B, is:

Kd(f) == min{k(v) | v € Z" and f is degree-d on v-slices}.
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Slice Complexities

We want to minimize the number of terms in the decomposition of f:

The degree-d slice complezity of f € B, is:

Kd(f) == min{k(v) | v € Z" and f is degree-d on v-slices}.

Every f € B, is degree-d on v-slices for v = (1, 2,4,..., 2'"'_1) € 7", so
ka(f) is well-defined.
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First Results

Every f € B, satisfies the following:
* ka(f) =1 < deg(f) <d
* ra(f) < 2"
* 2" =12 ro(f) Z mi(f) = = ra(f) =1

If f € B,, depends on all n variables, then ko(f) = n+ 1, with
equality if and only if f is translation-equivalent to a symmetric

function.

Many more results are in the paper!
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Homomorphic Evaluation

* Consider a GSW-like FHE scheme handling encrypted
bits.
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Homomorphic Evaluation

* Consider a GSW-like FHE scheme handling encrypted
bits.

* In the paper, we provide a circuit to homomorphically compute:

Enc(z1),...,Enc(z,) — Enc(f(x)).
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bits.

* In the paper, we provide a circuit to homomorphically compute:
Enc(z1),...,Enc(z,) — Enc(f(x)).

* For fixed scheme parameters, this circuit increases the error variance
by a factor of O(kq(f) - n).
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Homomorphic Evaluation

* Consider a GSW-like FHE scheme handling encrypted
bits.

* In the paper, we provide a circuit to homomorphically compute:
Enc(z1),...,Enc(xy,) — Enc(f(x)).

* For fixed scheme parameters, this circuit increases the error variance
by a factor of O(kq(f) - n).

* The essential part is how we homomorphically compute the indica-
tors:

Enc(z1),...,Enc(x,) N Enc(1(y,z)=k)-
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Homomorphic Computation of Indicators

The indicators are homomorphically computed as follows (adapted

from ):
v=(1,-1,2)
a M I
SHOOOE)
Moo =1

= My =Ty
]\/[i,k = Mux(wivj\/fil,hj\/fil,kui)} ok (v,z)=Fk
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Generic Behavior

Generic
exponential

Universal
linear

Transition

|

S

[n/2]

(1/2 —€)n

e d < (1/2—e)n: Almost all f € B,, have kq(f) = 22,
s d>|n/2|: All f € B, have kq(f) <n+ 1.
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Generic Behavior

Generic Universal

linear

exponential

Transition

S

0 | /2
(1/2 —€)n

e d < (1/2—e)n: Almost all f € B,, have kq(f) = 22,
s d>|n/2|: All f € B, have kq(f) <n+ 1.

» The proposed decomposition is thus not useful for generic f € B,.

* Instead, we should aim to construct special Boolean functions.
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Generalizing Weightwise Degree-d Functions

Definition [Bry91]

The hidden-weight-bit function is the function HWBF, € B,
given by:

HWBFn(QS) = Z Ilw(w):k * Tk mod n-
k
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Generalizing Weightwise Degree-d Functions

Definition [Bry91]

The hidden-weight-bit function is the function HWBF, € B,
given by:

HWBF Zﬂu(w) k Lk mod n-

k

The hidden-weight-bit function on wv-slices is the function
HWBF;, € B,, given by:

HWBFU Z ]1<1; z)=k * Lk mod n-
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Parameters for Small n

Small-dimensional parameters for HWBF.:

Param.

..... 9
deg 10 11 12 13 14 15 16
8 10 10 11 13 13 12
..... 4 5 5 5 5 6 6
4 5 5 5 6 6 6
4 4 5 5 6 6 7
372 772 1544 3172 6344 12952 25904
399 799 1627 3255 6607 13215 26761
396 874 1620 3716 7486 13784 30584
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Takeaways & Outlook

* Beyond Hamming Weight:
Replacing (1,...,1) € Z™ by a general v € Z" yields more freedom
in slicing up F3.

* Rich Structure:
The slice complexity kq(f) leads to interesting new combinatorial
questions, structural results, and bounds.

* Generic Limitation:
Unfortunately, almost all functions require exponentially many
slices in the low-degree regime.
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Takeaways & Outlook

* Beyond Hamming Weight:
Replacing (1,...,1) € Z™ by a general v € Z" yields more freedom
in slicing up F3.

* Rich Structure:
The slice complexity kq(f) leads to interesting new combinatorial
questions, structural results, and bounds.

* Generic Limitation:
Unfortunately, almost all functions require exponentially many
slices in the low-degree regime.

* Outlook:
Study how the cryptographic parameters of known weightwise
degree-d functions change when (1,...,1) € Z™ is replaced by a
general v € Z".
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Questions?
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