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Preliminaries

m Syndrome decoding and Information Set Decoding (ISD)
m Approximate and perfect hints

Our contribution
m From hints to reliabilities
m Hint-ISD: biased permutations

Experiments and practical impact on HQC and McEliece

Letizia D’Achille, Andre Esser, Nicolai Kraus Syndrome Decoding with Hints



Syndrome decoding problem and ISD

Syndrome Decoding Problem (SDP)

Given H € an_k)xn, s € Fg_k and weight ¢, find

e € Fy, le| =t, He =s.
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Syndrome decoding problem and ISD

Syndrome Decoding Problem (SDP)

Given H € an_k)xn, s € Iﬁ'g_k and weight ¢, find

e € Fy, le| =t, He =s.
ISD
e € €9
HNEENEEEE HEENEBESE
P
— _— =
H 8 H; H, S

Letizia D’Achille, Andre Esser, Nicolai Kraus Syndrome Decoding with Hints



Hints

For a row h of H, we obtain
(h,e) +e=2z €N, e~D.

We call (h, z) an approzimate hint.
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Hints

Approximate hint Perfect hint

For a row h of H, we obtain Special case £ = 0:

(hye) +e =2z €N, e~D. (h,e) =z ¢ .

We call (h, z) an approzimate hint. ~We call (h, z) a perfect hint.

| e | | e |
h +e =2z h =z
H H
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SDP with Hints

ling Problem

Given
m (H,s) an instance of SDP;

Find
e e Iy, le| =1t, He = s on [y,

IS
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SDP with Hints

Syndrome Decoding Problem with Hints

Given
m (H,s) an instance of SDP;

m hints (h,e) +¢ =z for h € I, where ¢ ~ D.
Find
e € Fy, le| =t, He = s on Fo,

H|je+e=zon N.
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Scoring and score distribution

Use the hints

Hjje+e=12z I

to optimize the choice of P.
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Scoring and score distribution

Use the hints

Hjje+e=12z I + |2

to optimize the choice of P.

Score of a coordinate 7 [FL20

Yi(z) = (hilr,2)

Intuition: if ¢ € Supp(e), h;|; contributes to z = larger 1;(z).
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Scoring and score distribution

Score of a coordinate 7

We actually use for [I| =m

Yi(z) = (hylr,z) + (1™ = hy[1, 11" — z)

1073
2 Z = m/2 s
< - |
I |
il —— i ¢ Supp(e)
£ ;1 | — e suwpe) 1
E]

2 2r 1
f=1 1k N
0 i L

7,800 8,000 8,200 8,400

score 1;(z)

Key idea: Larger score = coordinate ¢ is more likely in Supp(e).
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Integrate ISD with reliabilities: Hint-ISD

Recall: ISD chooses P at random

ISD
e €] (D]
LET TP T HEENERESEN
P
= —— =
H s H, H, s
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Integrate ISD with reliabilities: Hint-ISD

Hints Scores Reliabilities
z=H|je+e i (z) Ti

Reliability

ri :=Prli € Supp(e) | ¥i(z)]

r

. e

?

how to choose
P from r?
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Integrate ISD with reliabilities: Hint-ISD

[ Hints l [ Scores ‘ i Reliabilities _
Hint-ISD
z=H|je+e

r
rank by

—_—
success prob.
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Integrate ISD with reliabilities: Hint-ISD

[ Hints l [ Scores ‘ i Reliabilities _
Hint-ISD
z=H|je+e

r

gt

rank by

—_—
success prob.

exponentially many!

Open problem: can this be done efficiently?
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Integrate ISD with reliabilities: Hint-ISD

Hints Scores Reliabilities Hint-ISD
z=H|ete bi(2) r ‘n'

r Hint-ISD

ey e

sample P ~ r
_—

H H, H,

Feasible in practice!
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Integrate ISD with reliabilities: Hint-ISD

Hints Scores Reliabilities Hint-ISD
z=H|ete bi(2) r ‘n'

r Hint-ISD

ey e

sample P ~ r
_—

H H, H,

Feasible in practice!

but estimating the running time requires knowing e
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Integrate ISD with reliabilities: Hint-ISD

Hints Scores Reliabilities Hint-ISD
z=H|ete bi(2) r ‘n'

r Approx Q

Alpils Waree

fix a

sample rest
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Validating approximation
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Remark: Hint-ISD can be integrated with any ISD variant.
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Practical results - Perfect hints

McEliece.
296 T R A Approx-Hint-ISD |
| Required hints in [CCD*21]
‘g 264 1 > B
° 32 A
252 |- R 1
a

| | Il A |
0% 10% 20% 30% 40% 50%
perfect hints m/(n — k)

HQC.

296 4 A Approx-Hint-ISD B
. | Required hints in [CCD*21]
+ 264 L B
k3 N
o
232 - 2 |
4 A al

0% 1% 2% 3% 4% 5% 6%
perfect hints m/(n — k)

rome Decoding with Hints 9/10



Conclusions

Key takeaways.
Scores can be converted into reliabilities.
Reliabilities can be integrated into ISD.
Hint-ISD gives non-trivial speedups for any hint exposure.

Hint-ISD interpolates between classical ISD and
polynomial-time decoding.

Additional results.

m Lower bound on hints required for
polynomial-time decoding.

m Stern-based Hint-ISD.

m Experiments for approximate hints.

m Analysis for systematic matrices. eprint.iacr.org/
2026/341
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