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isec.tugraz.atBackground

Integral cryptanalysis one of the main cryptanalysis techniques

Difficult to give guarantees against integral distinguisher
Integral resistance provides strong arguments against integral
distinguisher

Hard to show integral resistance for ciphers with large linear layers
Zeng and Tian [ZT25] introduce minimal transition method

We generalize this idea and provide some theoretical foundations
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isec.tugraz.atIntegral Cryptanalysis Details

Given an input set, sum over the corresponding outputs

This sum is constant regardless of used keys
Integral cryptanalysis linked to the algebraic representation of a cipher
Algebraic normal form (ANF) of output coordinate i

E(i)k (x) =
∑
u∈Fn2

a(i)u (k) · xu =
∑

u∈Fn2,v∈Fm2

a(i)u,v · kvxu

Example: Xor

E(x) = 0 · x00 + 1 · x01 + 1 · x10 + 0 · x11 = x1 + x2
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isec.tugraz.atIntegral Cryptanalysis Details

Binary möbius transform allows us to
calculate coefficient au

au =
∑
x⪯u

f (x)

When au = 0, saturating the input space
u leads to an integral property
Degree d of function

d = maxu hw(u) where au = 1

Example: Xor
x1 x2 f (x)
0 0 0
0 1 1
1 0 1
1 1 0

a01 = f (00) + f (01) = 0 + 1 = 1
a11 = f (00) + f (01) + f (10) + f (11)

= 0 + 1 + 1 + 0 = 0
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isec.tugraz.atIntegral Resistance Property

Notion introduced by Hebborn et al. [Heb+21]

With the n− 1 degree input monomials (u = ē1 = 011...1) we construct

I(E) =


a(1)
ē1,v1

a(2)
ē1,v1

· · · a(n)ē1,v1
a(1)
ē2,v1

· · · a(j)ēi,v1
· · · a(n)ēn,v1

a(1)
ē1,v2

a(2)
ē1,v2

· · · a(n)ē1,v2
a(1)
ē2,v2

· · · a(j)ēi,v2
· · · a(n)ēn,v2...

... . . . ...
... . . . ... . . . ...

a(1)
ē1,vs a(2)

ē1,vs · · · a(n)ē1,vs a(1)
ē2,vs · · · a(j)ēi,vs · · · a(n)ēn,vs


If I(E) is full rank

No linear combination of input/output can lead to integral distinguisher
With key whitening statement holds for any input set
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ē1,v2

a(2)
ē1,v2

· · · a(n)ē1,v2
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ē1,v1

a(2)
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ē1,v2

· · · a(n)ē1,v2
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· · · a(n)ēn,v2...
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isec.tugraz.atToo Many Trails

How do we determine the coefficients?

Use monomial prediction
Pre-calculate monomial transitions of cipher
components (MPT)
Use theory of trails to connect cipher components

Challenges
Calculation of MPT for large linear layers
infeasible
Since we are in F2, an even number of trails
cancels out

Enumerate trails
Large number of intermediate monomials leading to
spurious trails

Table: Monomial Prediction Table
(MPT) of an XOR

u
v 0 1

0 .
1 .
2 .
3 . .

5 Simon Gerhalter
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isec.tugraz.atMinimize Transitions

Zeng and Tian [ZT25] chose key variables in monomial deliberately

Each intermediate monomial can only have a certain degree

3
3
3
3

1
1
1
1

SC
1
1
1
1

≪1
≪2
≪3

3
1MC 1

4
1 . . .

u
v 0 1 2 4 8 3 5 6 9 a c 7 b d e f

0 . . . . . . . . . . . . . . .
1 . . . . . . . . .
2 . . . . . . . . . . . . .
3 . . . . . . . . .
4 . . . . . . . . . . . . .
5 . . . . . . . . .
6 . . . . . . . . .
7 . . . . . . . . . . . . .
8 . . . . . . . . . . . . .
9 . . . . . . .
a . . . . . . . . .
b . . . . . . . . . . . . .
c . . . . . . . . . . . . .
d . . . . . . . . . . . . .
e . . . . . . . . . . . . .
f . . . . . . . . . . . . . . .

u
v 0 1 2 4 8 3 5 6 9 a c 7 b d e f

0 . . . . . . . . . . . . . .
1 . . . . . . . . . . . . . . .
2 . . . . . . . . . . . . . .
3 . . . . . . . . . . . . . .
4 . . . . . . . . . . . . . .
5 . . . . . . . . . . . . .
6 . . . . . . . . . . . . .
7 . . . . . . . . . . . .
8 . . . . . . . . . . . . .
9 . . . . . . . . . . . .
a . . . . . .
b . . . . . . .
c . . . . . . . . .
d . . . . . . .
e . . . . . . . .
f . . . . . . . . . . . . . . .
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2 .
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isec.tugraz.atS-Box Requirements
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isec.tugraz.atS-Box Requirements
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isec.tugraz.atDegree Abstraction Model
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in = out + k

sum(in) ≤ sum(out)
in =


0 out = 0
4 out = 4
3 out = 1
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isec.tugraz.atDegree Abstraction Results

Cipher Model 1 2 3 4 5 6 7

PRINCE like Cell-Based 3 9 27 49 57 61 63

PRINCE with 64-bit MC Cell-Based 3 9 27 51 59 62 63

Rijndael-256 Bound [BC13] 7 28 113 235 250 254 255
Cell-Based 7 28 112 232 249 254 255

General property of PRINCE like ciphers without max-degree full-rank S-Boxes
Force degree 3 to 2 transition in first round
7 round model becomes unsatisfiable

Always 7 round distinguisher for ciphers like LED, uKNIT
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isec.tugraz.atMinimal Transitions Method: 3 Step approach

1 Find unique degree contained in each state

We introduce degree abstraction model that simplifies this step
2 Precompute monomial transitions

We use the ZR [ZR19] method to massively speed up the process
3 Propagate monomials backwards through cipher

Start with set consisting of single output monomial
Each round

Apply look-up table to each monomial in set
Remove parity 0 monomials
Choose key variables such that they follow degree abstraction

At input we get all n− 1 degree monomials contained in the ANF of output

10 Simon Gerhalter
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isec.tugraz.atIntegral Resistance of PRINCE

Properties of PRINCE
7 round integral resistance

Reduce runtime by a factor of 4, since some
outputs lead to same set of input monomials
Takes a diverse set of key variables to obtain
full-rank integral resistance matrix

Choose key variables random

We use MILP model to find lower-latency
MixColumns

Retains 7 round integral resistance
Useful for ciphers like Orthros
Allows us to verify correctness of approach
with trail counting



. . 1 . . . . . . . . . 1 . . .

. . . . . . 1 . . . . . . . . 1

. . . . 1 . . . . . . . . . 1 .

. . . . . . . 1 1 . . . . . . .

. . . . 1 . . . 1 . . . . . . .

. . . . . . . . . . . 1 . . . .

. . . . . . . . . . . . . 1 . .
1 . . 1 . . . . . . . . . . . .
. . . . . . . 1 . 1 . . . . . .
. . . . . . . . . . . 1 1 . . .
. 1 . . . . . . . . . . . . . .
. . . . . . . . . . 1 . . . 1 .
. . 1 . . . 1 . . . . . . . . .
. . . 1 . . . . . 1 . . . . . .
1 . . . . . . . . . . . . . . 1
. . . . . 1 . . . . . . . . . .



11 Simon Gerhalter



isec.tugraz.atIntegral Resistance of PRINCE

Properties of PRINCE
7 round integral resistance
Reduce runtime by a factor of 4, since some
outputs lead to same set of input monomials

Takes a diverse set of key variables to obtain
full-rank integral resistance matrix

Choose key variables random

We use MILP model to find lower-latency
MixColumns

Retains 7 round integral resistance
Useful for ciphers like Orthros
Allows us to verify correctness of approach
with trail counting



. . 1 . . . . . . . . . 1 . . .

. . . . . . 1 . . . . . . . . 1

. . . . 1 . . . . . . . . . 1 .

. . . . . . . 1 1 . . . . . . .

. . . . 1 . . . 1 . . . . . . .

. . . . . . . . . . . 1 . . . .

. . . . . . . . . . . . . 1 . .
1 . . 1 . . . . . . . . . . . .
. . . . . . . 1 . 1 . . . . . .
. . . . . . . . . . . 1 1 . . .
. 1 . . . . . . . . . . . . . .
. . . . . . . . . . 1 . . . 1 .
. . 1 . . . 1 . . . . . . . . .
. . . 1 . . . . . 1 . . . . . .
1 . . . . . . . . . . . . . . 1
. . . . . 1 . . . . . . . . . .



11 Simon Gerhalter



isec.tugraz.atIntegral Resistance of PRINCE

Properties of PRINCE
7 round integral resistance
Reduce runtime by a factor of 4, since some
outputs lead to same set of input monomials
Takes a diverse set of key variables to obtain
full-rank integral resistance matrix

Choose key variables random

We use MILP model to find lower-latency
MixColumns

Retains 7 round integral resistance
Useful for ciphers like Orthros
Allows us to verify correctness of approach
with trail counting



. . 1 . . . . . . . . . 1 . . .

. . . . . . 1 . . . . . . . . 1

. . . . 1 . . . . . . . . . 1 .

. . . . . . . 1 1 . . . . . . .

. . . . 1 . . . 1 . . . . . . .

. . . . . . . . . . . 1 . . . .

. . . . . . . . . . . . . 1 . .
1 . . 1 . . . . . . . . . . . .
. . . . . . . 1 . 1 . . . . . .
. . . . . . . . . . . 1 1 . . .
. 1 . . . . . . . . . . . . . .
. . . . . . . . . . 1 . . . 1 .
. . 1 . . . 1 . . . . . . . . .
. . . 1 . . . . . 1 . . . . . .
1 . . . . . . . . . . . . . . 1
. . . . . 1 . . . . . . . . . .



11 Simon Gerhalter



isec.tugraz.atIntegral Resistance of PRINCE

Properties of PRINCE
7 round integral resistance
Reduce runtime by a factor of 4, since some
outputs lead to same set of input monomials
Takes a diverse set of key variables to obtain
full-rank integral resistance matrix

Choose key variables random

We use MILP model to find lower-latency
MixColumns

Retains 7 round integral resistance

Useful for ciphers like Orthros
Allows us to verify correctness of approach
with trail counting



. . 1 . . . . . . . . . 1 . . .

. . . . . . 1 . . . . . . . . 1

. . . . 1 . . . . . . . . . 1 .

. . . . . . . 1 1 . . . . . . .

. . . . 1 . . . 1 . . . . . . .

. . . . . . . . . . . 1 . . . .

. . . . . . . . . . . . . 1 . .
1 . . 1 . . . . . . . . . . . .
. . . . . . . 1 . 1 . . . . . .
. . . . . . . . . . . 1 1 . . .
. 1 . . . . . . . . . . . . . .
. . . . . . . . . . 1 . . . 1 .
. . 1 . . . 1 . . . . . . . . .
. . . 1 . . . . . 1 . . . . . .
1 . . . . . . . . . . . . . . 1
. . . . . 1 . . . . . . . . . .



11 Simon Gerhalter



isec.tugraz.atIntegral Resistance of PRINCE

Properties of PRINCE
7 round integral resistance
Reduce runtime by a factor of 4, since some
outputs lead to same set of input monomials
Takes a diverse set of key variables to obtain
full-rank integral resistance matrix

Choose key variables random

We use MILP model to find lower-latency
MixColumns

Retains 7 round integral resistance
Useful for ciphers like Orthros

Allows us to verify correctness of approach
with trail counting



. . 1 . . . . . . . . . 1 . . .

. . . . . . 1 . . . . . . . . 1

. . . . 1 . . . . . . . . . 1 .

. . . . . . . 1 1 . . . . . . .

. . . . 1 . . . 1 . . . . . . .

. . . . . . . . . . . 1 . . . .

. . . . . . . . . . . . . 1 . .
1 . . 1 . . . . . . . . . . . .
. . . . . . . 1 . 1 . . . . . .
. . . . . . . . . . . 1 1 . . .
. 1 . . . . . . . . . . . . . .
. . . . . . . . . . 1 . . . 1 .
. . 1 . . . 1 . . . . . . . . .
. . . 1 . . . . . 1 . . . . . .
1 . . . . . . . . . . . . . . 1
. . . . . 1 . . . . . . . . . .



11 Simon Gerhalter



isec.tugraz.atIntegral Resistance of PRINCE

Properties of PRINCE
7 round integral resistance
Reduce runtime by a factor of 4, since some
outputs lead to same set of input monomials
Takes a diverse set of key variables to obtain
full-rank integral resistance matrix

Choose key variables random

We use MILP model to find lower-latency
MixColumns

Retains 7 round integral resistance
Useful for ciphers like Orthros
Allows us to verify correctness of approach
with trail counting



. . 1 . . . . . . . . . 1 . . .

. . . . . . 1 . . . . . . . . 1

. . . . 1 . . . . . . . . . 1 .

. . . . . . . 1 1 . . . . . . .

. . . . 1 . . . 1 . . . . . . .

. . . . . . . . . . . 1 . . . .

. . . . . . . . . . . . . 1 . .
1 . . 1 . . . . . . . . . . . .
. . . . . . . 1 . 1 . . . . . .
. . . . . . . . . . . 1 1 . . .
. 1 . . . . . . . . . . . . . .
. . . . . . . . . . 1 . . . 1 .
. . 1 . . . 1 . . . . . . . . .
. . . 1 . . . . . 1 . . . . . .
1 . . . . . . . . . . . . . . 1
. . . . . 1 . . . . . . . . . .



11 Simon Gerhalter



isec.tugraz.atConclusion
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We are able to show this for ciphers with large linear layers
7 round integral resistance of PRINCE and 6 rounds of Beanie
Our framework can be easily adapted for new ciphers

Degree abstraction model leads to new results
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