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Cryptography in the quantum world

Cryptography + = |threats)

Quantum-capable adversary
® Quantum attacks: Grover's algorithm, Shor’s algorithm, etc.

— Post-quantum cryptography.
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Cryptography in the quantum world

Cryptography + = |threats) + |advantages)

Quantum-capable users
® Unconditional security: QKD, etc.

e (Classically impossible functionalities: Quantum Money, Unclonable Encryption,
Secure Key Leasing, etc.
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Secure Key Leasing (SKL)

Note. Key = Secret cryptographic tasks, e.g., decryption key
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Here is my key!

Observation

® (Classical: requires updating public keys & re-encryption; Quantum: ?
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Secure Key Leasing with Quantum Revocation
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o Bob
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Accept/Reject
Alice
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Observation
e Classical: X; Quantum: v < No-cloning theorem.

® Reusable keys : v < Gentle measurement lemma.

® Less quantum resources: ?
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Secure Key Leasing with Classical Revocation

\
(4

@

Alice ¢ Bob

Observation

® (Classical: X; Quantum: v < No-cloning theorem.
® Reusable keys: v < Gentle measurement lemma.

® |ess quantum resources: v < Classical channels, reducing qubit-complexity.
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Previous works - Secure Key Leasing for Encryption

Primitives Revocation Assumption Quantum Resources

[Agr+23]* PKE,IBE Quantum  PKE,IBE Q(A?)

[KMY25]2 PKE Classical PKE Q(A?
[APV23; AHH24]3 PKE Classical LWE w(Alog® \)
[Cha+25; Pha+24]* PKE Classical LWE O(Mlog \)

® Quantum resources: qubit-complexity required for long-term quantum memory
¢ [APV23; AHH24] requires sub-exponential modulus-to-noise ratio.

® [Agr+23] requires O(\) parallel instances of IBE and garbled circuits.

!Agrawal et al. EUROCRYPT 2023.
2Kitagawa, Morimae, Yamakawa. EUROCRYPT 2025.

3Ananth, Poremba, Vaikuntanathan. TCC 2023; Ananth, Hu, Huang. TCC 2024.
4Chardouvelis et al. EUROCRYPT 2025; Phan et al. ASIACRYPT 2024.
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Our contributions

e Efficient SKL-PKE from LWE with polynomial modulus
® Simple and efficient SKL-IBE from LWE

Primitives Revocation Assumption Quantum Resources

[Agr+23] PKE, IBE  Quantum PKE,IBE Q(X\?)

[KMY25] PKE Classical PKE Q()\zz)
[APV23; AHH24] PKE Classical LWE w(Alog® \)
[Cha+25; Pha+24] PKE Classical LWE O(Mlog \)
Ours PKE, IBE  Classical LWE O()\ Iog;2 )\)
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Secure Key Leasing - Definitions

Definition (SKL-PKE = (%G, Enc, Dec, Del, Vrfy))

* %G(1*) — (pk, sk, vk). ® Enc(pk, 1) — cty.
® Del(sk) — cert. ® Dec(sk,ct,) — .
® Vrfy(vk,cert) — T /L.
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Secure Key Leasing - Definitions

Definition (SKL-PKE = (%G, Enc, Dec, Del, Vrfy))

* %G(1*) — (pk, sk, vk). ® Enc(pk, 1) — cty.
® Del(sk) — cert. ® Dec(sk,ct,) — .
® Vrfy(vk,cert) — T /L.

Definition (SKL-IBE = (Setup, XG, Enc, Dec, Del, Vrfy))

e Setup(1*) — (msk, mpk). ® Enc(mpk,id, u) — ct,.
o f](g(mSk, |d) — (Sk‘id,Vkid). ° Q)EC(Skid,Ctu) —> ,U,/.
® Del(sk;yq) — cert. ® Vrfy(vkiq, cert) — T /L.
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Secure Key Leasing - Definitions

Security: 4 cannot simultaneously return a valid certificate and guess the challenge bit.

Definition (SKL-PKE = (%G, Enc, Dec, Del, Vrfy))

* %G(1*) — (pk, sk, vk). ® Enc(pk, 1) — cty,.
® Del(sk) — cert. ® Dec(sk,ct,) — .
® Vrfy(vk,cert) — T /L.

Definition (SKL-IBE = (Setup, XG, Enc, Dec, Del, Vrfy))

e Setup(1*) — (msk, mpk). ® Enc(mpk,id, ) — ct,.
o ‘Kg(msk, Id) = (Skid7Vkid)' ° ’Dec(skid,ctu) — ,U/.
L4 De[(skid) — cert. O Vrfy(Vkid’ Cert) — T/J—
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Secure Key Leasing PKE from LWE

Dual-Regev PKE [GPV08]5

* pk=(A,y) € Zg"" x Zg °sk=x€ZT:Ax=y
® Enc(pk, ) — ct = (sTA,sTy + [§]u) ® Dec(sk,ct) = p/ o ct-(—x,1)

® (Gentry, Peikert, Vaikuntanathan. 40th ACM STOC)
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Secure Key Leasing PKE from LWE

Dual-Regev PKE [GPV08]5

* pk=(A,y) € Zg"" x Zg °sk=x€ZT:Ax=y
® Enc(pk, ) — ct = (sTA,sTy + [§]u) ® Dec(sk,ct) = p/ o ct-(—x,1)

Dual-Regev SKL-PKE [APV23; AHH24|
* k= erzg’:Ax:y [x) ® Upec : |x)]0) — |x)|Dec(x, ct))

® (Gentry, Peikert, Vaikuntanathan. 40th ACM STOC)
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Secure Key Leasing PKE from LWE

o %G(1*): sample (A, td) + GenTrap(1}), (‘¢A7y> y) < GenGauss(A, o)

‘wA,y> = Z pcr(x) ‘X> :

xEZg :Ax=y
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Secure Key Leasing PKE from LWE

e %G(11): sample (A, td) < GenTrap(1%), (’¢A7y> ,Y) < GenGauss(A, o), v <${0,1}"

v 1. (x, q,.
W’A,y> = ZEIVJ ’ W’A,y> = Z Po(X) qu G [x) .

XEZg :Ax=y
® Del(p): apply QFT and measure to obtain certificate wT = §TA + &7 4 [ 1] -vT € Z

9.y
QF T [Yh ) = XE”J Z Pq/o(€) wés’” |sTA + e mod q).
eczZm

e Vrfy(msk, cert): decode w with td to get v/ and check v’ L.
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Computational Hardness

Uncertainty principle for Gaussian coset states [APV23]
A = (Ap, A1) consisting of a QPT algorithm A and an unbounded algorithm Aj;:

1. Ch prepares

w;,y> and sends (A, y, w;,y>) to Ap.

1/’X,y> ® Paux) — X € Zg', then sends xq to Cf and (A,Y, paux) to A;.

2. Ap(A,y,
3. A1(A,Y, paux) = V' € {0,1}" and sends it to Ch.
4. Choutputs vV =vAA-x9 =Yy A |xo| <0oy/m/2.

® A successful A should return a valid certificate and a short preimage

Secure Key Leasing IBE from LWE
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Computational Hardness

Uncertainty principle for Gaussian coset states [APV23]
A = (Ap, A1) consisting of a QPT algorithm A and an unbounded algorithm Aj;:

1. Ch prepares

w;,y> and sends (A, y, w;,y>) to Ap.

1/’X,y> ® Paux) — X € Zg', then sends xq to Cf and (A,Y, paux) to A;.

2. Ap(A,y,
3. A1(A,Y, paux) = V' € {0,1}" and sends it to Ch.
4. Choutputs vV =vAA-x9 =Yy A |xo| <0oy/m/2.

® A successful A should return a valid certificate and a short preimage
e A successful SKL-PKE 4 should return a valid certificate and distinguish ciphertext

— A quantum search-to-decision reduction
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Quantum Search-to-Decision Reduction [AHH24]

Input: Dl':,’g' or Dfn’i’;. Output: x.
Distributions:
I Dﬁ,’g = (AaY,sTA +eT,sTy + e’), s +$Zg, e < Dzm,, e < Dy
2. DpX = (A, Ax,cl,clx +¢€"), ¢} =sTA +eT, ¢ + Dy
3. D;\va = (A, Ax,c],cJx + €"), cg <5 zr
4. DAY = (A,y,cj,c1) co ¢S ZT, ¢ +$ Zg

Ay
unif

Strategy: Extract by guessing entry-by-entry between DQ’X and D
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Quantum Search-to-Decision Reduction [AHH24]

Input: Dl':,’g' or Dfn’i’;. Output: x.
Distributions:
1. Dﬁ,’g = (A,y,sTA+eT,sTy +¢'), s <5 Zy, e < Dgmy, € < Dz
2. Dﬁf: = (A, Ax,c},clx+€"), cf =sTA+eT, " < Dy, X'/x = o/m-2°")
3. D;\va = (A, Ax,c],cJx + €"), cg <5 zr
4. DAY = (A,y,cj,c1) co ¢S ZT, ¢ +$ Zg

Ay
unif

Strategy: Extract by guessing entry-by-entry between DQ’X and D
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Quantum Search-to-Decision Reduction [AHH24]

Input: Dlevg or D:\.{i):c- Output: x.
Distributions:
L DlAvx;g = (Ay,sTA+eT,sTy +¢), s <5 Zg, €  Dymy, € < Dy

2. DX = (A Ax,cf,clx+¢"), ] =sTA+eT, &+ Dy, X'/x = o/m - 2°")
3. DA = (A, Ax,cl,cix +€e”), co 5 Z

4. Dtﬁ’i)il: = (Aay7C5,C1) Co ¢S Zg,c+$Zq

Ay

unif

Strategy: Extract by guessing entry-by-entry between D:I’X and D

Observation: e” doesn't need to be independent noise — gentle noise smudging [BD20]°

®Brakerski, Déttling. EUROCRYPT 2020.

Selected Areas in Cryptography 2026 Secure Key Leasing IBE from LWE



Refined Quantum Search-to-Decision Reduction

Distributions:
J Dé’c?x =sTAx + €', where &' <~ Dy s,
° Dﬁ’fl\x =sTAx + € + &, where & + Nl,x’/\@ and & « DZ%&X,/\@,
° DQ};?X = sTAX + é]x + & + &, where & N & Ny 57 with
T = X272 = 2¢Ix]%,
o DQ’C’LI\X =sTAx + (eT + &l)x + & + &, where e < Dzm ., € < Ny,
° D:’C'Ll\x = (sTA + e)x + €”, where e’ + DZ,\/E with ¥ = 2 — )(2||x||2

Smudging noise: \'/x > ov/2m
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Secure Key Leasing IBE from LWE

Dual-Regev IBE [ABB10; Cas+10]’

A nx(3m+1
¢ mpk:(A,AaBJ)_GZqX( o ® skig =x € Zg : Agx =y
® pkig = Aig = [A | A+ H(id)B] ® Dec(skiq,ct) = p/ occt-(—x,1)
® Enc(mpk, id, u) — (sTAig, STy + [ 3 |1)

" (Agrawal, Boneh, Boyen. EUROCRYPT 2010; Cash et al. EUROCRYPT 2010)
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Secure Key Leasing IBE from LWE

Dual-Regev IBE [ABB10; Cas+10]’

A nx(3m+1
¢ mpk:(A,AaBJ)_GZqX( o ® skig =x € Zg : Agx =y
® pkig = Aig = [A | A+ H(id)B] ® Dec(skiq,ct) = p/ occt-(—x,1)
® Enc(mpk, id, u) — (sTAig, STy + [ 3 |1)

V.

Dual-Regev SKL-IBE

9q,. _
g = |Uhg) @ W) =Z2" ST py(x)[x) @ |u), where §+ (A + H(id)B)u = y
XEZq :Ax=y

— preparation requires trapdoor td for Ay

.

" (Agrawal, Boneh, Boyen. EUROCRYPT 2010; Cash et al. EUROCRYPT 2010)
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Security Proof

® Adapt the quantum search-to-decision reduction with IBE ciphertext distribution
® Answer 1 decrypting-key query without trapdoor ?

® Stateful verification viq
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Security Proof

® Adapt the quantum search-to-decision reduction with IBE ciphertext distribution

wAid* 7Y>

e Stateful verification viqy — stateless verification by vig <— PRF.Eval(k, Ha(id)||¥)

e Answer 1 decrypting-key query without trapdoor — program y in pk from
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Future Directions

® Adaptive security for our construction?
® More efficiency from Ring/Module-LWE?

® Unbounded collusion-resistance from standard assumption? Currently requires iO.
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Thank youl!
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