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Cryptography in the quantum world

Cryptography + Quantum = |threats⟩

User Adversary

vs

Quantum-capable adversary

• Quantum attacks: Grover’s algorithm, Shor’s algorithm, etc.

→ Post-quantum cryptography.
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Cryptography in the quantum world

Cryptography + Quantum = |threats⟩+ |advantages⟩

User Adversary

VS

Quantum-capable users

• Unconditional security: QKD, etc.

• Classically impossible functionalities: Quantum Money, Unclonable Encryption,
Secure Key Leasing, etc.
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Secure Key Leasing (SKL)

Note. Key = Secret cryptographic tasks, e.g., decryption key

Alice Bob

Return your key!

Here is my key!

Observation
• Classical: requires updating public keys & re-encryption; Quantum: ?
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Secure Key Leasing with Quantum Revocation

Alice Bob

Return your key!

Here is my key!

Accept/Reject

Observation
• Classical: ✗; Quantum: ✓ ← No-cloning theorem.

• Reusable keys : ✓ ← Gentle measurement lemma.

• Less quantum resources: ?
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Secure Key Leasing with Classical Revocation

Alice Bob

Delete your key!

Here is the certificate!
✓/✗

Observation
• Classical: ✗; Quantum: ✓ ← No-cloning theorem.

• Reusable keys: ✓ ← Gentle measurement lemma.

• Less quantum resources: ✓ ← Classical channels, reducing qubit-complexity.
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Previous works - Secure Key Leasing for Encryption

Primitives Revocation Assumption Quantum Resources

[Agr+23]1 PKE,IBE Quantum PKE,IBE Ω
(
λ2

)
[KMY25]2 PKE Classical PKE Ω

(
λ2

)
[APV23; AHH24]3 PKE Classical LWE ω

(
λ log2 λ

)
[Cha+25; Pha+24]4 PKE Classical LWE O

(
λ2 log λ

)
• Quantum resources: qubit-complexity required for long-term quantum memory

• [APV23; AHH24] requires sub-exponential modulus-to-noise ratio.

• [Agr+23] requires O(λ) parallel instances of IBE and garbled circuits.

1Agrawal et al. EUROCRYPT 2023.
2Kitagawa, Morimae, Yamakawa. EUROCRYPT 2025.
3Ananth, Poremba, Vaikuntanathan. TCC 2023; Ananth, Hu, Huang. TCC 2024.
4Chardouvelis et al. EUROCRYPT 2025; Phan et al. ASIACRYPT 2024.
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Our contributions

• Efficient SKL-PKE from LWE with polynomial modulus

• Simple and efficient SKL-IBE from LWE

Primitives Revocation Assumption Quantum Resources

[Agr+23] PKE, IBE Quantum PKE,IBE Ω
(
λ2

)
[KMY25] PKE Classical PKE Ω

(
λ2

)
[APV23; AHH24] PKE Classical LWE ω

(
λ log2 λ

)
[Cha+25; Pha+24] PKE Classical LWE O

(
λ2 log λ

)
Ours PKE, IBE Classical LWE O

(
λ log2 λ

)
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Secure Key Leasing - Definitions

Definition (SKL-PKE = (KG ,Enc,Dec,Del ,Vrfy))
• KG(1λ)→ (pk, sk , vk).
• Del (sk )→ cert.

• Vrfy(vk, cert)→ ⊤/⊥.

• Enc(pk, µ)→ ctµ.

• Dec(sk , ctµ)→ µ′.

Definition (SKL-IBE = (Setup,KG ,Enc,Dec,Del ,Vrfy))
• Setup(1λ)→ (msk,mpk).

• KG(msk, id)→ (sk id, vkid).

• Del (sk id)→ cert.

• Enc(mpk, id, µ)→ ctµ.

• Dec(sk id, ctµ)→ µ′.

• Vrfy(vkid, cert)→ ⊤/⊥.
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Secure Key Leasing - Definitions

Security: A cannot simultaneously return a valid certificate and guess the challenge bit.
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Secure Key Leasing PKE from LWE

Dual-Regev PKE [GPV08]5

• pk = (A, y) ∈ Zn×m
q × Zn

q

• Enc(pk, µ)→ ct = (s⊺A
:::

, s⊺y
:::

+ ⌊q2⌋µ)
• sk = x ∈ Zm

q : Ax = y

• Dec(sk, ct)→ µ′ ∝ ct · (−x, 1)

Dual-Regev SKL-PKE [APV23; AHH24]

• sk =
∑

x∈Zm
q :Ax=y |x⟩ • UDec : |x⟩ |0⟩ 7→ |x⟩ |Dec(x, ct)⟩

5 (Gentry, Peikert, Vaikuntanathan. 40th ACM STOC)
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Secure Key Leasing PKE from LWE

• KG(1λ): sample (A, td)← GenTrap(1λ), (
∣∣∣ψA,y

〉
, y)← GenGauss(A, σ)

∣∣ψA,y

〉
=

∑
x∈Zm

q :Ax=y

ρσ(x) |x⟩ .

• Del (ρ): apply QFT and measure to obtain certificate w⊺ = ŝ⊺A+ ê⊺ + ⌊qν ⌋ · v
⊺ ∈ Zm

q

QFTq

∣∣ψv
A,y

〉
≈ϵ

∑
e∈Zm

ρq/σ(e)ω
⟨s,y⟩
q |s⊺A+ e⊺ mod q⟩ .

• Vrfy(msk, cert): decode w with td to get v′ and check v′
?
= v.
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Computational Hardness

Uncertainty principle for Gaussian coset states [APV23]

A = (A0,A1) consisting of a QPT algorithm A0 and an unbounded algorithm A1:

1. Ch prepares
∣∣∣ψv

A,y

〉
and sends (A, y,

∣∣∣ψv
A,y

〉
) to A0.

2. A0(A, y,
∣∣∣ψv

A,y

〉
⊗ ρaux)→ x0 ∈ Zm

q , then sends x0 to Ch and (A, y, ρaux) to A1.

3. A1(A, y, ρaux)→ v′ ∈ {0, 1}m and sends it to Ch .

4. Ch outputs v′ = v ∧ A · x0 = y ∧ ∥x0∥ ≤ σ
√
m/2.

• A successful A should return a valid certificate and a short preimage

• A successful SKL-PKE A should return a valid certificate and distinguish ciphertext

→ A quantum search-to-decision reduction
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Quantum Search-to-Decision Reduction [AHH24]

Input: DA,y
lwe or DA,y

unif . Output: x.

Distributions:

1. DA,y
lwe =

(
A, y, s⊺A+ e⊺, s⊺y + e ′

)
, s←$ Zn

q, e← DZm,χ, e
′ ← DZ,χ′

2. D̄A,x
lwe =

(
A,Ax, c⊺0, c

⊺
0x+ e ′′

)
, c⊺0 = s⊺A+ e⊺, e ′′ ← DZ,χ′

, χ′/χ = σ
√
m · 2o(n)

3. DA,x
gl =

(
A,Ax, c⊺0, c

⊺
0x+ e ′′

)
, c0 ←$ Zm

q

4. DA,y
unif =

(
A, y, c⊺0, c1

)
c0 ←$ Zm

q , c ←$ Zq

Strategy: Extract by guessing entry-by-entry between DA,x
gl and DA,y

unif

Observation: e ′′ doesn’t need to be independent noise → gentle noise smudging [BD20]

Selected Areas in Cryptography 2026 Secure Key Leasing IBE from LWE 13 / 18



Quantum Search-to-Decision Reduction [AHH24]

Input: DA,y
lwe or DA,y

unif . Output: x.

Distributions:

1. DA,y
lwe =

(
A, y, s⊺A+ e⊺, s⊺y + e ′

)
, s←$ Zn

q, e← DZm,χ, e
′ ← DZ,χ′

2. D̄A,x
lwe =

(
A,Ax, c⊺0, c

⊺
0x+ e ′′

)
, c⊺0 = s⊺A+ e⊺, e ′′ ← DZ,χ′ , χ′/χ = σ

√
m · 2o(n)

3. DA,x
gl =

(
A,Ax, c⊺0, c

⊺
0x+ e ′′

)
, c0 ←$ Zm

q

4. DA,y
unif =

(
A, y, c⊺0, c1

)
c0 ←$ Zm

q , c ←$ Zq

Strategy: Extract by guessing entry-by-entry between DA,x
gl and DA,y

unif

Observation: e ′′ doesn’t need to be independent noise → gentle noise smudging [BD20]

Selected Areas in Cryptography 2026 Secure Key Leasing IBE from LWE 13 / 18



Quantum Search-to-Decision Reduction [AHH24]

Input: DA,y
lwe or DA,y

unif . Output: x.

Distributions:

1. DA,y
lwe =

(
A, y, s⊺A+ e⊺, s⊺y + e ′

)
, s←$ Zn

q, e← DZm,χ, e
′ ← DZ,χ′

2. D̄A,x
lwe =

(
A,Ax, c⊺0, c

⊺
0x+ e ′′

)
, c⊺0 = s⊺A+ e⊺, e ′′ ← DZ,χ′ , χ′/χ = σ

√
m · 2o(n)

3. DA,x
gl =

(
A,Ax, c⊺0, c

⊺
0x+ e ′′

)
, c0 ←$ Zm

q

4. DA,y
unif =

(
A, y, c⊺0, c1

)
c0 ←$ Zm

q , c ←$ Zq

Strategy: Extract by guessing entry-by-entry between DA,x
gl and DA,y

unif

Observation: e ′′ doesn’t need to be independent noise → gentle noise smudging [BD20]6

6Brakerski, Döttling. EUROCRYPT 2020.
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Refined Quantum Search-to-Decision Reduction

Distributions:

• DA,Ax
0,c1

= s⊺Ax+ e ′, where e ′ ← DZ,χ′ ,

• DA,Ax
1,c1

= s⊺Ax+ ẽ + ē, where ẽ ← N1,χ′/
√
2 and ē ← DZ−ẽ,χ′/

√
2,

• DA,Ax
2,c1

= s⊺Ax+ ẽ⊺0x+ ẽ1 + ē, where ẽ0 ← Nm,χ
√
2, ẽ1 ← N1,

√
Σ′ with

Σ′ = χ′2/2− 2χ2∥x∥2,
• DA,Ax

3,c1
= s⊺Ax+ (e⊺ + ẽ⊺2)x+ ẽ1 + ē, where e← DZm,χ, ẽ2 ← Nm,χ,

• DA,Ax
4,c1

= (s⊺A+ e)x+ e ′′, where e ′′ ← DZ,
√
Σ with Σ = χ′2 − χ2∥x∥2

Smudging noise: χ′/χ > σ
√
2m
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Secure Key Leasing IBE from LWE

Dual-Regev IBE [ABB10; Cas+10]7

• mpk = (A, Ā,B, y) ∈ Zn×(3m+1)
q

• pkid = Aid = [A | Ā+H(id)B]

• Enc(mpk, id, µ)→ (s⊺Aid
::::

, s⊺y
:::

+ ⌊q2⌋µ)

• skid = x ∈ Zm
q : Aidx = y

• Dec(skid, ct)→ µ′ ∝ ct · (−x, 1)

Dual-Regev SKL-IBE

sk id =
∣∣ψv

A,ŷ

〉
⊗ |u⟩ = Z

⌊qν ⌋·v
q

∑
x∈Zm

q :Ax=ŷ

ρσ(x) |x⟩ ⊗ |u⟩ , where ŷ + (Ā+H(id)B)u = y

→ preparation requires trapdoor td for Aid

7 (Agrawal, Boneh, Boyen. EUROCRYPT 2010; Cash et al. EUROCRYPT 2010)
Selected Areas in Cryptography 2026 Secure Key Leasing IBE from LWE 15 / 18



Secure Key Leasing IBE from LWE

Dual-Regev IBE [ABB10; Cas+10]7
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Security Proof

• Adapt the quantum search-to-decision reduction with IBE ciphertext distribution

• Answer 1 decrypting-key query without trapdoor ?

→ program y in pk from
∣∣∣ψAid∗ ,y

〉

• Stateful verification vid

→ stateless verification by vid ← PRF.Eval(k,H2(id)∥ŷ)
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Future Directions

• Adaptive security for our construction?

• More efficiency from Ring/Module-LWE?

• Unbounded collusion-resistance from standard assumption? Currently requires iO.
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Thank you!
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