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Integral distinguishers

Definition (Daemen—Knudsen—Rijmen 1997; Knudsen—Wagner 2002)

Let & = {€k : Fy — F;}Kng be an (-round iterated cipher and X C [F}.

If
Z Ex(z) =c with ¢ independent of the key K,

zeX
then X is an integral distinguisher for £. If ¢ = 0: a zero-sum integral
distinguisher.
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Subspace trails: three definitions in the literature

Definition

F: IFZ — IFZ, subspaces Uy, . . ., U, with dimp, U; < dimg, U;11: for each
i and each a; € A; there exists a;11 € B;11 with

F(Ui + ai) CUit1 + @it1-
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Often used interchangeably — but they are not equivalent!
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Exact complete subspace trails

Our setting

A subspace trail is exact if all inclusions hold with equality. Our
distinguisher uses exact complete trails:

UL - Su,, F(Ui+ a;) = Uit1 + ait1 Va; € Fp.
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Derivatives and higher-order derivatives

Derivative
For F': Fpn — IFpn and a direction o € Fpn,

A F(x) := F(z + «) — F(x).

Higher-order derivative (Lai 1994)

Along directions a, ..., as € Fpn,

Aoy, 0. F(x) =47y - Ay F(z).
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Generalized derivatives

Generalized derivatives (Kuroda-Tsujie 2017; Ozbudak-S3l3gean 2021)
For F': Fpn — Fpn and a € Fpn,

VoF(z) =) F(z+ia)

i€y
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Generalized derivatives

Generalized derivatives (Kuroda-Tsujie 2017; Ozbudak-S3l3gean 2021)
For F': Fpn — Fpn and a € Fpn,

VoF(z) =) F(z+ia) = Ay oF(z)  (forp=2: Vo =A,).

Zer p—1

Higher-order generalized derivative

Along F-linearly independent a1, ..., ag, with U = (aq, ..., O‘8>va

Vai, o F(x) = Z F(x4+u) =: VyF(x).
uelU
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Generalized derivatives

Generalized derivatives (Kuroda-Tsujie 2017; Ozbudak-S3l3gean 2021)
For F': Fpn — Fpn and a € Fpn,

VoF(z) =) F(z+ia) = Ay oF(z)  (forp=2: Vo =A,).

Zer p—1

Higher-order generalized derivative

Along F-linearly independent a1, ..., ag, with U = (aq, ..., O‘8>va

Vai, o F(x) = Z F(x4+u) =: VyF(x).
uelU

VuF =0 makes every coset of U a zero-sum integral distinguisher.

5/19



Why generalized derivatives?

Let s = dimp,(U). To compute Vi F'(x):

Via higher-order derivatives

Unfold into s(p — 1) simple A's: | Use VyF(z) = > F(x+u):
uclU

25(=1) evaluations of F.

p* evaluations of F.
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Why generalized derivatives?

Let s = dimp,(U). To compute Vi F'(x):

Via higher-order derivatives

Unfold into s(p — 1) simple A's: | Use VyF(z) = > F(x+u):
uclU

25(=1) evaluations of F.

p* evaluations of F.

p s Via higher-order  directly
3 2 24 =16 32=9

5 2 28 — 256 52 =25
7 3 218x26-10° 73 =343
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Algebraic degree

Algebraic degree

For F'= (Fy,..., Fy) : F} — F}, the algebraic degree is

degp(F) = 11111,8’)( degp(Fi))

<n
where deg,(F7;) is the (total) degree of F; as a reduced multivariate
Fplzi,...,xn)

(2 —zq, .. 2h — xp)

polynomial in
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Algebraic degree

Algebraic degree

For F'= (Fy,..., Fy) : F} — F}, the algebraic degree is

deg,,(F) := max deg,(£7),

where deg,(F7;) is the (total) degree of F; as a reduced multivariate

polynomial in pl#1 s Tl

(2 —zq, .. 2h — xp)

Degree bound

deg,(VyF') < deg,(F) — dimg,(U) (p — 1)
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Main observation

Let F' = Ry o Ry with Ry, Ry : IF;L — IF;,L, and let U,V be subspace of IE‘;L

R . .
such that U == V is an exact complete subspace trail. Then

VaeF! 3b, €F?:  VyF(a) = VyRa(ba).
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Zero-sum integral distinguisher (R (z) = R(x + k))
Theorem (Asri-G.-Suder)

Let &k = R, © -+ o Ry, be an f-round cipher on [}, for any round keys
ki,...,ky. Suppose

@ an exact complete trail through the first m rounds, with all
dimg, U; = s:

Rk Rk ka
U= U == ---

Um,
@ the remaining ¢/ — m rounds have algebraic degree:
deg, (sz 0---0 ka+1) <s(p-1).

Then for every x € F7,

Z Ex(x+u)=0.

uely
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Idea of the proof
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Idea of the proof
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Idea of the proof
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Idea of the proof

Uo u%; felee

| ERRN

trail
Uy — D[ |7 ve + Un ——|

degp (5}?)) < (dlm]Fp UnL)(p - 1) =
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A lower bound on the number of rounds

Result (Asri-G.-Suder)

The tail has £ —m rounds, so deg, (59) <d“™ with d := deg,(R).

d"m<s(p—1) <= (¢ < m+log, (s(p—1)).
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A lower bound on the number of rounds

Result (Asri-G.-Suder)

The tail has £ —m rounds, so deg, (59) <d“™ with d := deg,(R).

d“m<s(p—1) <= ¢ < m+log, (s(p—1)).

p=23 -1 d=5 s5=12, m=2

= [ < 2+4logs(12(p—1)) ~ 16.9 = ¢ < 16 rounds.
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Application: AES-like SPN ciphers

Cipher degy(R) Rounds ¢ m £ —m degy((¢ —m)-rounds) Data

AES 7 4 2
Midori-64 3 5 2
Klein-64 3 5 2
Skinny-64 3 5 2
Skinny-64 3 7 2

W W W N

t

<49

264
232
232
232

248

Key-independent zero-sum integral distinguisher

AES (Daemen—Knudsen—Rijmen, 1997); KLEIN-64 (Yu-Wu-Li-Zhang, 2012);

Midori-64, Skinny-64 (Derbez—Fouque, 2020).
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Application: AES-prime

AES-like SPN over Fp,, p = 27 — 1: state € IF%X4, deg,(R) = 5.
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Application: AES-prime

AES-like SPN over Fp,, p = 27 — 1: state € IF%X4, deg,(R) = 5.

Rounds ¢ Data Keys

1-4 P all

Known results 4 I
Beyne-Verbauwhede 2025 5 p a

6 p® all

Key-independent zero-sum integral distinguisher
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Extending the subspace trail

Germs of a subspace (Asri-G.-Suder)

Ip(U)={a€cF,: Fla+U) is an Fp-affine subspace }.
I'r(U) either empty, or of size > |U]|.

Why: a trail needs every coset to map to a coset; a germ asks only that
one coset does — enough to buy one more round.

14/19



One more round

Ex = Ry, 0+ o Ry, be an l-round cipher on Fy, and Ry (z) := R(z + k)
for any round keys ki, ..., ky.
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One more round

Ex = Ry, 0+ o Ry, be an l-round cipher on Fy, and Ry (z) := R(z + k)
for any round keys ki, ..., ky.

Theorem (Asri-G.-Suder)
Suppose

@ exact complete trail Uy % U % % Un, all dimp, U; = s;
o I'r(Un) # 0
° degp(Rz_m_l) <s(p-1).

Then for every x € F}} there are |'z (U, )| keys K with

> Ex(r+u)=0.

uelUy
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Application: AES-prime

Rounds ¢ Data Keys

1-4 P all
Known 4 I
Beyne—Verbauwhede 2025 5 p a
6 p® all
Ours 1-5 D > p'3
one more round 6 p4 > N,

M = MC(Dy) is the mixed space of dimension 4|1|, for I C {0,1,2, 3}, and
Ny =|{k € F)* : R(R(k) +k)+k € My}
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Conclusion

@ One framework: exact subspace trails + higher-order generalized
derivatives give integral distinguishers.

@ Known distinguishers explained.
@ One more round on AES-prime, in a weak-key setting.

@ Also yields a lower bound on the number of rounds needed for
security.
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Conclusion

@ One framework: exact subspace trails + higher-order generalized
derivatives give integral distinguishers.

@ Known distinguishers explained.
@ One more round on AES-prime, in a weak-key setting.

@ Also yields a lower bound on the number of rounds needed for
security.

Future directions

@ Extend to arbitrary subspace trails, not only exact complete ones.

@ Develop tools to analyse block ciphers through properties of
higher-order generalized derivatives.

o Apply these techniques to key-recovery attacks.

o Extend beyond AES-like SPNs — Feistel ciphers.
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