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Block-cipher Models

M Ex C

Block ciphers
» One of the cryptography’s workhorses

» Their cryptanalysis impacts myriads of applications

Analysis often (have to) concentrates on chosen-data models
» Provide more freedom to adversaries

» Fully appropriate: in general, many block ciphers can be employed for
use cases that support high degree of freedom

Motivation



RKP Model

» In many practical settings — randomized ciphers, MACs, or AE schemes —
adversaries cannot freely choose the inputs to the underlying block cipher

» Known plaintexts (KP) allow adversaries to remain passive

» Random known plaintext (RKP) model poses the simplest assumptions
on the input data: plaintexts are chosen randomly

Motivation



What Types of Attacks Apply in The RKP Model?

Cryptanalysis techniques in the RKP model:

» Linear cryptanalysis is well-known to work

» Algebraic methods and some MitM attacks can also work

What about differential attacks?

» They usually need plaintext pairs with particular input differences

» They are often the more effective/efficient attacks

How large is the security gap between the models?

Motivation



The Advanced Encryption Standard
[Nat01]
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Probably the most widely deployed block cipher
Versions: AES-128, -192, -256 with 10, 12, 14 rounds, respectively
More than 25 years of cryptanalysis

Much progress on new techniques in the past decade
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But heavy focus on chosen-data properties and attacks

Motivation



Best Known Results on the AES-128

CP Model RKP Model
Key recovery: 7 rounds Key recovery: 6 rounds
» DS-MitM [DFJ13] » MitM [BDF11]
» Impossible differential [LP21] Best known attack for more

> Related differential [BR22] than a decade

Distinguishers: 6 rounds Distinguishers: 4 rounds
» Mixture differentials [BR19b] » Conditional linear [AT25]
» Truncated differentials [BGL20, CWSW22] » Zero-correlation linear [BR11]

ACP+ACC Model: Distinguishers: 6 rounds
» Boomerang chains [YTXQ24]

Motivation



Motivation (cont’d)

Related works

» Biham and Shamir [BS92]: Suggested the classical conversion of a CP differential

attack requiring 2" chosen pairs into an RKP attack using approximately
2(r+n+1)/2 data

» But it remained unapplied since

» Unclear whether other differential-based attacks, including impossible-differential,
rectangle, mixture, and differential-based MitM attacks, can be effectively
transferred to the RKP model

» If so, we could reduce the gap

How to generalize the transformation of attacks between the CP and RKP models?

Motivation



Key-recovery Attacks on Round-reduced AES

(a) Single-key attacks in the CP model. (b) Single-key attacks in the RKP model.
Version  Type #Rds.  Time Data Memory  Reference Version  Attack type #Rds. Time Data Memory  Reference
Integral 7/10 2128 2119 2128 9119 p/p [FKL*00] MitM 5/10 2120 1 29 [BDF11, Der13]
128 Imp. differential ~ 7/10  2!109 21049 2719 [LP21, LP25] MitM 5/10 220 210 [CGL*25]
- Zero difference  7/10 21102 21102 21102 [BR22] 125 MitM 6/10 2120 21085 91095 [BDD*12]
DS-MitM 7/10 299 4 2100 207 2% [DFJ13] R | 6/10 21055 2991 21052 This work
102 DS-MitM 9/12 21864 4 gl86:8 9121 21723 [LZ24] DS-MitM 7/10 21281 124 9125 This work
DS-MitM 9/12 21828 4 91828 9125.3 21732 [DLW*24] Imp. differential ~ 7/10 21181 21165 1175 This work
256 DS-MitM 9/14 2203 4 9205 2120 2203 [DFJ13] Zero correlation 6/12 21884 oIz 9128 [BR14]
o DS-MitM 9/14 21945 4 91971 9127 21629 [DLW+24] 19 MitM 7/12 218 1 272 [cGL*25]
Imp. differential ~ 7/12 2126 21175 21185 Fyj| version
DS-MitM 8/12 2179 2124 21286 Fy|| version
Zero correlation 6/14 21884 2128 2128 [BR14]
MitM 8/14 2248 1 272 [CGL+25]
256 Imp. differential*) ~ 8/14 2220 U8 olis [Kar25]
Imp. differential ~ 8/14 22285 21168 9217 Full version
DS-MitM 9/14 22477 2124 21941 Fy|| version

#Rds. = #rounds, memory in #AES states, n/a = not available. () = we argue in the full version that the data does not suffice.

Motivation



Distinguishers on Round-reduced AES

(a) Single secret-key distinguishers under chosen data.

Attack type #Rds. Time Data Memory Reference
Truncated differential  CP 6 206:5 9894 9894 [BGL20]
Mixture differential cpP 6 288:2 9882 9882 [BR19b]
Boomerang CP-+ACC 6 257 28 nja [BL23]
Mixture differential CP+ACC 6 284 2% n/a [BR19a]
Boomerang CP-+ACC 6 2766 9766 /3 [YTXQ24]

#Rds. = #rounds, memory in #AES states, n/a = not available.

(b) Single secret-key distinguishers

in the RKP model.

Attack type #Rds. Time  Data Memory  Reference
Zero correlation PR TE R e — [BR11]
Conditional linear 4 21256 91256 peg| [AT23,AT25]
Mixture differential 6 21181 l15.5  9lI75  This work
Rectangle 6 2117.7 21135 21155 Eyl| version
Truncated differential 6 21119 1068 91084 This work

Motivation



Conversion of Classical Differential Attacks



Classical Differential Attacks

T T
| Kin 3 Kaist 3 Kout |
XoX' YovY'
o p -
POF 9-cm €Dy 2 €Dy 9-cou cec
€ Dy € Dout
E; Eist E,

> Split E = Eout 0 Egist 0 Ein
Define a nontrivial differential AX 29 AY through Egis¢ with probability 277

Define 2% = |D;,| and 2% = |Dyye|,

>

» Define a possible plaintext-difference space D;, and ciphertext-difference space Doyt

>

» Define spaces of desired input differences X & X’ € D, and output differences Y &Y’ € D,

Conversion of Classical Differential Attacks



Conversnon of CIassncaI Differential Attacks
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» CP attacks can use plaintext structures
(CC attacks can use ciphertext structures)

2¢ data can produce 2¢+min(d.dmn)—1

pairs
All those pairs are in D;,

KP attacks can use all data to form 224~ pairs
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But pairs are not automatically in D;,



Conversion of CIassncaI Differential Attacks

[~ o o] » CP attacks can use plaintext structures
T T T (CC attacks can use ciphertext structures)
3 | d d-rmin(d,dn)—1 ai
o s — . » 27 data can produce 24+ ™in(d:dn) =1 pairs
@ Spon G o ERYy g Co . .
< Pa € Do » All those pairs are in Dj,
» KP attacks can use all data to form 22¢=1 pairs
B Eax P » But pairs are not automatically in Dj,
CP Expected Surviving Pairs: RKP Expected Surviving Pairs:
E[#SP2] = Nep - (LReul - (1 - 277) + 277) E[#SPRiG] = amiok - Newe - (5ol - (1 —277) + 277)

#Candidate pairs: Ncp as 2¢Fmin(d:0in) =1 #Candidate pairs: Nrxp &~ 22971 . 20in—n



Conversion of CIassncaI Differential Attacks

| Kin i Kt i Kot |
XoX' Yov'
PaP cac
® €D, 0 €Dy 9-com -
D, 2 2 v 2 oD,
B i E.

CP Expected Surviving Pairs:
E[#SP2] = Nep - (LReul - (1 - 277) + 277)

#Candidate pairs: Ncp A 24+ min(d:din)—1

RKP data complexity must satisfy:

leH > leH +

RKP

» CP attacks can use plaintext structures
(CC attacks can use ciphertext structures)

» 2¢ data can produce 2¢Tmin(d:dn)=1 pajrs
» All those pairs are in Dj,

» KP attacks can use all data to form 22¢=1 pairs
>

But pairs are not automatically in D;,

RKP Expected Surviving Pairs:

E[#SPRE] = 3y - N - (sl - (1 —277) +277)

#Candidate pairs: Nggp &~ 22471 . 2%in—n

n — max(dg}ﬁ, din)
2



Conversion of Impossible-differential (ID) Attacks

[ o e | » We can use a similar conversion for ID attacks
] ] I » Use a differential with probability p =0
, | » CP attacks usually have plaintext structures
. o » Can use pairs whose ciphertext differences fall
in Dout
R o . » Need to filter down 2% keys

» A pair can filter a fraction of 2 (éntcan) keys

Conversion of Classical Differential Attacks



Conversion of Impossible-differential (ID) Attacks

= . o] » We can use a similar conversion for ID attacks
[ ] ] » Use a differential with probability p =0
| » CP attacks usually have plaintext structures
PoP \X:Df\ Contradiction cec y P
- ] P » Can use pairs whose ciphertext differences fall
— in Dout
. o FW » Need to filter down 2F keys
= : = » A pair can filter a fraction of 2~ (¢ntceu) keys
CP Expected Surviving Pairs: RKP Expected Surviving Pairs:
E[#SPG] = Nep - Lre] E[#SPlp] = gk - Nexp - Smout]
#Candidate pairs: Ncp av 20+ min(d.din)—1 #Candidate pairs: Ngxp & 22¢10in—n—1

Conversion of Classical Differential Attacks






7-round Impossible-differential Attack on AES-128

» Impossible-differential Trail.
4-round impossible-differential
distinguisher from [MDRM10], also used
in the best attacks
in [BLNS18,BNS14,LP21, LP25]

» Key-guessing rounds. 2 rounds before,
1 round after the distinguisher;

k = 112 key bits
(Cin, Cout) == (46, 22) bit conditions

» Filter. Every satisfying pair can filter out ca. » #Required pairs. Needs approx.
24 . 9112=44 — 972 pajrs that satisfy the

k  o—cCin—Cout ~, 0l12—46—22 _ 44 ] }
22 TR2 =2 keys differential

Application



7-round Impossible-differential Attack on AES-128

» Input-difference space. Two fixed
ror active plaintext diagonals, one fixed
active ciphertext diagonal:

|Din| ~ 04 |Dout| = 252

] » Data complexity. We also aim at 272
. surviving pairs. Thus, we require

2d—1 128—64 128-32 72
2 >2 -2 -2

d> 72+1+—264+96 =116.5

» Data collection dominates the time
complexity

Application






Mixture-Differential Distinguishers
[Gral8]

» Start from one pair (X, X)) with Xo & X} = AX
» Assume states are composed of m w-bit words
» Exchange selected words between the two texts to X,

!
X(J

generate related pairs. From an exchange vector

a=(ag,...,am-1) € {0,1}"™,

define

XO[j]a if &7 :()a *

(pa(Xo, X0)) 4] = {

X{[j], otherwise.

» The related pair is

X1 :pa(X07X(/))a X{ Zpa(X(/),Xo)




Mixture-Differential Distinguishers (cont’d)
[Gral8]

» Conditional Differential: The exchange preserves

the input difference:
X10X]=Xod X, =AX €D, oo o
et Py , on
E, : E4ist (K, Xo) @ Eaist (K, X)) € D, and - .
Ey : Baw(K, X1) @ B (K, X]) € D,
A mixture differential exploits o ‘ .
Pr[E, | E,] =27, N

when this conditional probability differs from that of
a random permutation.

Conversion of Mixture-differential Attacks



Conversion of Mixture-differential Attacks (cont’d)

CP Expected Surviving Quartets.
Starts from pairs of pairs in input-difference space

i D, of 217 / ’ :
E[#5Qgs] = Nep - (% S(1—2- @ty 4 o= (et >> Nep a 2d-+min(d.gip) =3

RKP Expected Survivng Quartets.
Starts from quartets that must lie in the spaces, form a pair, and a mixed pair

Mi | Din |- N; | Dout |- | DL | _ / _ / 24\ oad—
E[#SQRLI(XP = (21171'?;P ) ((2n2u1)A(2nmE3) : (1 -2 (p+p )) +2 (ptp )) Nrkp =23+ (4) ~ 24 ?




Conversion of Mixture-differential Attacks (cont’d)

CP Expected Surviving Quartets.
Starts from pairs of pairs in input-difference space

B D, |D! / ’ i
E[#SQ%’:‘;‘] = Ncp - (7(2‘712“3_123":‘3) (1 — 2@ty 4 o= (ptp )) Ncp =~ 2@+min(d,bip)—3

RKP Expected Survivng Quartets.
Starts from quartets that must lie in the spaces, form a pair, and a mixed pair

Mi | Din |- N| |Dout || Doy | —(p+p’ = / 24\ _ 54d—
E[#SQRPI(XP = (27171'?;P ) ((2n2u1).(23|£3) . (1 -2 Saxs )) + 2 (ptp )) Nrkp =23+ (4) ~ 24 ?

RKP data complexity must satisfy:

Mix Mix
dMix > 2dgp +3n7max(dcp ,§in)
RKP — 4







Six-round Mixture Distinguisher in the CP Model

[BR19b]

Application

Plaintext differences. Collects CPs with
three active plaintext diagonals

Mixture Pairs. The second pair is obtained
by exchanging one plaintext diagonal. The
probility of distinguisher:

—38 —94 —44 —176
Preal 22738279 971 — 9

—188
Dideal = 2

Data complexity. 2532 CPs yield one
mixture quartet on average



Six-round Mixture Distinguisher in the RKP Model

Application

Plaintext differences. Collects CPs with four
active plaintext diagonals

Mixture trail. The second pair is obtained by
exchanging one plaintext diagonal. The
probility of distinguisher:

Preal & 27146 9794 944 _ 9184

—188
PDideal =~ 2

Why not use the previous differentials? The
inactive plaintext diagonal would increase time
and data complexities

gld=2 - 9256 532 5176

— 4> 2+256—232+176:116.5




Six-round Mixture Distinguisher in the RKP Model (cont’d)

» Consequence. We have “only” a 94-bit filter.
Surviving #pairs would be the bottleneck of
the time complexity

» Trade-off. Fix 20 bits apriori in three
unchanged diagonals of plaintexts where
P[i] = P’[i], such that P[i] = P’[4] and use
them as additional condition and filter

» Data complexity.
24d—2 > 2256 . 220 ) 2184

— d> 2+256—|;12O+184:115.5

Application






DS-MitM Attack with Differential Enumeration

PoP
€ Din

9—cin

XX

€D,

Cec
€ Dout

» Demirci-Selcuk (DS-)MitM
attacks [DS08].
Trace a set of m related texts through a
distinguisher Figist

» Compute all possible output sequences (or
sets) through Fgist in an offline step

» Exploit that the #output sequences is smaller
for a real partial cipher than for a random
permutation

» Differential enumeration [DKS10]. Waits
for a first pair that satisfies a differential to
reduce the number of possibilities in the
distinguisher

Demirci-Selcuk Meet-in-the-Middle Attacks



DS-MitM Attack with Differential Enumeration
[DS08, DKS10]

» In the CP model. The attacker builds structures of many related texts, e.g. a d-set. The required
related plaintexts are guaranteed to be available in the online phase. The surviving pairs:

E[#SPgp] = E[#SPcr]
» In the RKP model. The number of pairs is similar as in a differential attack:
E[#SPEIS(P] = E[#SP%?P]

But random data can not guarantee the availability of related texts. For 2% known plaintexts, m
related texts are available with probability

Pr[m related texts available] 2 2(=™™

How to avoid data complexity close to the full codebook in RKP model?

Demirci-Selcuk Meet-in-the-Middle Attacks



Conversion of DS-MitM Attacks with Diff. Enumeration

Let m = #possible related texts, and k = #required texts used for matching

>

>

k-out-of-m strategy.

Online phase. Instead of requiring all related texts, only use the (lexicographically) first available &k
out of m

Offline phase. Compute (’Z) index-set combinations

Matching. Look up if k£ out of m texts are available; otherwise discard the current pair candidate

Thus, the attack requires at least kK among m related texts are available in the given data, whose
probability is

Qsuce = 1 — ( i;é (Z’) (2d—n)k(1 _ 2d—n)m—k)

Demirci-Selcuk Meet-in-the-Middle Attacks






7-round DS-MitM Attack on AES-128 in the CP Model

Application

» Offline complexity.

Differential-enumeration. Using one of the
4-round trails from [DFJ13]

280 gesses per trail

» Key-guessing rounds. 1 rounds before, 2

round after the distinguisher
Probability.

p R 2724 . 27120 — 27144

A structure of 232 CPs yields 2%% pairs. Thus,
it needs 2144763132 — 9113 Cpg

Complexity. Dominated by encrypting
213 CPs in the online phase



7-round DS-MitM attack on AES-128 in the RKP Model

Online Phase: Find candidate data

Application

Plain-ciphertexts Filter. From D = 2¢
random known plaintexts, 22971 pairs can be
formed. The initial plaintext/ciphertext filter has
probability

996 9=96 _ 5—192

Differential /Key Filter. Guess the outer-round
key information and restrict the difference at
AY?[0] and AX®[0].

Related-text availability. For each surviving lead
pair, derive the first m related texts backwards to
the plaintext side. Check whether they occur in
the collected RKP data and store the sequences
(AXC, AX] ... AX] ) into table Toniine.

i1



7-round DS-MitM attack on AES-128 in the RKP Model

BE0E

Offline Phase: DS-MitM

Matching

Application

Guess the required internal values/differences and
trace the related texts through the distinguisher,
obtaining the full sequence

(AX® AX?, ... AXS).

m
k
subsets {i1,...,ix} C{1,...,m}.

For each subset, form

Enumerate all

(AXC,AXY . AXD ity i)

and look it up in Tonline.

For a match, use the remaining available related
texts to further filter false candidates.



7-round DS-MitM attack on AES-128 in the RKP Model

» Trade-off d,m, k. A specific related plaintext » The number of right pairs remain.

is contained in the data with probability

d—128
Pav = 2 .

Set d = 124, then pa, = 274
Among the first m related texts, the expected
number available is

E[X]=m- 27"

Set m = 144, gives E[X] = 144/16 = 9.
Therefore, set the threshold to

k=09.

Application

For d = 124, the expected number of
initial right pairs is

2d—128—192 11
Nright =2 =2

Extra restrict on AY? as a = 1 out of
approximately 28 nonzero differences:

2! . 278 =1 2% right pairs |.






Conclusion

» Generic CP-to-RKP conversions. We develop generic conversions from the
CP model to the RKP model for (truncated-)differential, impossible-differential,
mixture, and rectangle attacks

» Conversion of attacks with many related texts. We show that DS-MitM

attacks can also be mounted in the RKP model with a probabilistic k-out-of-m
technique and a time-data trade-off, without using almost the full codebook

» New results on round-reduced AES. The conversions yield improved RKP
distinguishers and key-recovery attacks on all AES variants, extending previous
results by at least one round

» RKP may benefit from other trails than the CP model.
The conversion changes which properties are easy to obtain;
thus, optimal trails can change

» Security interpretation stays theoretical. The complexities are far from
threatening full AES.

Conclusion



Thanks for your attention!

Questions?
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