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Foundations



Symmetric-Key: Authentication and Encryption

K

e Two parties, Alice and Bob, want to communicate over a public channel
e They have agreed on a secret key K, used to protect their messages

e Eve may try to eavesdrop, tamper with, or disrupt this communication

e This leads to two core security goals:

e Confidentiality: Eve learns nothing about the message contents
e Authenticity: Manipulation/replay/delay of messages is detected
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Symmetric-Key Algorithms (Oversimplified)

[Building Blocks}/

Dedicated designs also exist (e.g., some stream ciphers)
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Some Building Blocks of Symmetric-Key Cryptography

Block Cipher

—

Me{0,1}" —

E

L ce{on

R

ce{o1y —

E71

- M e {0,1}"

e Using key K, message M is bijectively transformed to ciphertext C
e Example: AES with k € {128,192,256}; n = 128
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Some Building Blocks of Symmetric-Key Cryptography

Block Cipher
K € {0,1}* T € {0,1} K € {0,1}* T €{0,1}
M € {0,1}" —— E —— C e {0,1}" cefo,1}* —— E-1 +——=Me{0,1}"

e Using key K, message M is bijectively transformed to ciphertext C
e Example: AES with k € {128,192,256}; n = 128

e Generalization: tweakable block cipher

Permutation
e A bijective function (no key) X e{0,1}) — P Y € {0,1}"
e Example: Ascon (b = 320), Keccak-f[1600]
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Foundations

Security Models With Examples



The Big Picture (1/2)

e We cannot prove the security of most cryptosystems directly
(No full security proof for SHA-2, SHA-3, AES-GCM, ...)
e |n practice, we rely on two complementary approaches:

(1) Cryptanalysis: extensively attack the building block and/or the algorithm
(2) Provable Security: prove security under some assumptions on the building
block/adversary
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The Big Picture (2/2)

Provable Security:

e Standard model: “If B is secure, then mode[B] is secure”, or
Adv;eg'd”;ﬁgfl (A) < some terms 4 AdvSiher-seemodel( 4/

e ldeal model: replaces B with an ideal object (e.g. random oracle):
Advsnfga“;[‘i’g:;_m (A) < some terms (do not depend on B)

— Allows to prove more things, but interpret results carefully
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Security Games We’'ll Look at

Oracles

queries

A — output

e A wins if output satisfies a set of conditions

e Information-theoretic adversary: A’s ressources are only measured by its
number of oracle queries
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Indistinguishability

Real world (Wg) Ideal world (W7)

@) T

.

Adv™(D) = [2Pr (b=V) — 1
= [Pr (P° - 1) — Pr (D' —1)|

b =0 if real world, else b’ =1

D —be{0,1}

Goal: bound Adv'"4(D) as a function of D’s ressources
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Example: PRP/PRF Switching Lemma (1/2)

Happens frequently as an intermediate step in security proofs

RP

RF

P

F

~

D

P :{0,1}" — {0,1}" is a random permutation (forward queries only)

F :{0,1}™ — {0,1}" is a random function

The adversary makes at most ¢ fresh queries

Proof using the fundamental lemma of game-playing [BR06]
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Example: PRP/PRF Switching Lemma (2/2)

On a fresh input =z,

RP: RF:
y & {0, 1)\ T y <& {013
T+ TU{y} T+ TU{y}
return y return y

e T is initialized as the empty set
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Example: PRP/PRF Switching Lemma (2/2)

On a fresh input =z,

RP’:
5
+~ {0,1}"
RP: ye {01 RF:
o i IfyeT 8 N
y {0, 13"\ T et bad y < {0.1}
T+ TU{y T+ TU{y
e —y & {01\ T w
return y return y
T+ TU{y}
return y

e T is initialized as the empty set
e Rewrite RP into RP’
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Example: PRP/PRF Switching Lemma (2/2)

On a fresh input =z,

RP’:
' 10,1} RF':
&0 1w
RP: v y < {0, 1} RF:
o i IfyeT 8 N
y < {0,13"\T et bad IfyeT: y < {0,1}
T+ TU{y — set bad T+ TU{y
e —y & {01\ T w
return y T+ TuU{y} return y
T+ TU{y}
return y
return y

e T is initialized as the empty set
e Rewrite RP into RP’; RF into RF’

e RP'" and RF’ are identical as long as bad is not set

. o , —1
N AdVRP’RF(D) — AdvRP5RF (D) < Pr (DRF sets BAD) < ngn_H)
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Foundations

SPRP Security and Even-Mansour



Strong Pseudorandom Permutation (SPRP) Security

Real world Ideal world

E(Ka')inl(Kf) 57571

~

D

e E*(K,-) for some random secret key K should be indistinguishable from a
random permutation £+

e D can make forward or inverse queries!

e E(-,-) is a public algorithm: D may evaluate E* offline, on any key of its choice

= D'’s resources: number of oracle queries and running time

'Forward queries only = PRP security (weaker notion)
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The Even-Mansour Construction [EM91, EM97] (1/4)

The Even-Mansour (EM) construction is a generic way to build a block cipher from a
public permutation:

Ke {0,1}"
K K
ME{O,l}n% E %CE{Oal}n = M"$—> P 4’£—>C

e Encryption: XOR the plaintext with K, apply P, XOR the result with K again

e Decryption: same, using P~ ! instead
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The Even-Mansour Construction (2/4)

K K
SPRP security: MHeLa P HeLéc
Real world (W) ‘ Ideal world (W)
EME [P] | &
! 5 enc/dec queries
D

e P is a public permutation
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The Even-Mansour Construction (2/4)

K K
SPRP security: MHGL; - —>5L—~C
Real world (W) Ideal world (W)
EM?E £* aE enc/dec queries
qp permutation queries

D

NV

e P is a public permutation
e Proof treats P as a uniformly random permutation

= Make P part of the oracles
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The Even-Mansour Construction (2/4)

SPRP security:

Real world (W) Ideal world (W)

EMZ | i

e P is a public permutation

qE enc/dec queries

qp permutation queries

D

e Proof treats P as a uniformly random permutation
= Make P part of the oracles

e This also requires an ideal-world counterpart to compare against

K

K

w_b

P

4
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The Even-Mansour Construction (2/4)

K

K

SPRP security: M—»eL—~

P

4

Real world (W) Ideal world (W)

£ + + +
EMi L P € P aE enc/dec queries

// qp permutation queries

e P is a public permutation

e Proof treats P as a uniformly random permutation

= Make P part of the oracles

e This also requires an ideal-world counterpart to compare against = give access

to a random permutation, independent of the block cipher oracle
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The Even-Mansour Construction (3/4)

Real world (Wp) Ideal world (W)

Elix' L 7):(: 5:{: 7):(:

z =
H
(@]
Il
z
& x
he}
& =
(@]

e Intuitively, things go wrong when an EM query and a permutation query collide

on the same underlying P-call

e Example: an EM query on M internally computes C := P(M @ K) @ K. If D later
queries O := P(M @ K), then they get CH O =K

= can be turned into a key recovery attack
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The Even-Mansour Construction (4/4)

Real world (Wp) Ideal world (W)

Ex | P* &= P
K

X
X

z
H
(@]
Il
z
&
he}
&
(@]

e As before, security reduces to a bad event.? Writing Tabperm = {(X,Y)} for the
table of P-queries so far, bad is set when

e A query C <+ E(M) has M @ K € dom(Tabperm) or C@ K € rng(Tabperm )
e Or same as above, with the roles of E and Perm swapped

2
— AdvERF(D) < HEIP
on

2Shown for PRP security; SPRP is analogous, just more cases
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The H-Coefficient Technique [Pat08, CS14]

e We will not use it today, but ubiquitous in the literature

e Summarize D's interaction into a transcript 7, and let

Pre(T) = Pr (DO yields 7‘) , pia(7) = Pr (DI yields 7')

e Split attainable 7 into Tgo0d U Thad- We have
Pre(7) >1—¢ VY7 € Tgoods Pr (D” yields 7 € Trad) < 6
pid(7)

— Adv™ (D) <e+§

Identical-until-bad: special case when pe(7) = pia(7), V7 € Tgo0d

H-coefficient is more general, conceptually a bit different
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Hash Functions

message M —— H —— digest h

e A hash function maps an arbitrarily long message M to a fixed-size digest h
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Hash Functions

message M . H ——» digest h

output length v

e A hash function maps an arbitrarily long message M to a fixed-size digest h

e Generalized version: eXtendable Output Function (XOF)
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Merkle-Damgard (MD) Construction [Mer89, Dam89]

My Mo

LISNES LI
=R

n

e Construction underlying the SHA-2 family

e Message is injectively padded and split into m-bit blocks,
which are processed iteratively via a compression function
F:{0,1}" x{0,1}"™ — {0,1}"
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Merkle-Damgard (MD) Construction [Mer89, Dam89]

My Mo

LISNES LI
=R

n

e Construction underlying the SHA-2 family
e Message is injectively padded and split into m-bit blocks,

which are processed iteratively via a compression function
F:{0,1}" x{0,1}"™ — {0,1}"
e [ can be built with block ciphers, e.g., Davies-Meyer

M;

CV; —+
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Hash Function Security: Pre/SecPre/Col (1/2)

Second Preimage

: : _ Collision Resistance
Preimage Resistance Resistance

L M —— H

M ——

ﬂ\ \}
M ——~ H J M— H =
It should be hard to find

M’ # M such that
H(M) =H(M')

Given h, it should be hard to  Given M, it should be hard to
find M find M’ # M such that
H(M) =H(M')
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Hash Function Security: Pre/SecPre/Col (2/2)

Take MD Construction with 10* padding: append a 1, then as many 0’s as needed so
the length is a multiple of m.

my mg||10*

.y LNLD

M = my||ma|ms

e MD® with a random F is Pre/SecPre/Col
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Hash Function Security: Pre/SecPre/Col (2/2)

Take MD Construction with 10* padding: append a 1, then as many 0’s as needed so
the length is a multiple of m.

K p2||10*

LLLD

M = K||p1||p2

e MD® with a random F is Pre/SecPre/Col
e Does not imply security in any use-case due to length extensions attacks
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Hash Function Security: Pre/SecPre/Col (2/2)

Take MD Construction with 10* padding: append a 1, then as many 0’s as needed so
the length is a multiple of m.

— MD(M)

M = K||p1||p2

e MD® with a random F is Pre/SecPre/Col
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Hash Function Security: Pre/SecPre/Col (2/2)

Take MD Construction with 10* padding: append a 1, then as many 0’s as needed so
the length is a multiple of m.

m|[10*

F

L////J MD (M)

— MD(M)

M" = K||p1||p2[|10*[jm

e MD® with a random F is Pre/SecPre/Col
e Does not imply security in any use-case due to length extensions attacks
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Hash Function Security: Pre/SecPre/Col (2/2)

Take MD Construction with 10* padding: append a 1, then as many 0’s as needed so
the length is a multiple of m.

m|[10*

F

V MD (M)

— MD(M)

M" = K||p1||p2[|10*[jm

e MD® with a random F is Pre/SecPre/Col
e Does not imply security in any use-case due to length extensions attacks

e We want something stronger: the construction behaves like a random oracle
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Random Oracles

e A random oracle is an idealized object: on each new input, it returns a uniformly
random output

e Consistency: querying the same input twice always returns the same output

e We will focus on random oracles with a fixed-sized output:
RO :{0,1}* — {0,1}"

on input M, returns a uniform random string of a fixed size v
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Indifferentiability (1/4)

How to prove that a hash function construction H based on a random primitive F
behaves like a random oracle RO?
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Indifferentiability (1/4)

How to prove that a hash function construction H based on a random primitive F
behaves like a random oracle RO?

Real world (W g) Ideal world (W)

X

o Attempt: Wy gives access to H”, W; gives access to RO

D

e Problem: in the real world, D could also query F directly

e So D needs access to F in Wp
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Indifferentiability (1/4)

How to prove that a hash function construction H based on a random primitive F

behaves like a random oracle RO?

Real world (W g) Ideal world (W)

X

Attempt: Wx gives access to H”/, W gives access to RO

D

e Problem: in the real world, D could also query F directly

So D needs access to F in Wp

Which primitive should W; implement?
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Indifferentiability (2/4)

Real world (Wg) Ideal world (W7 )

H Ly F RO F

o Attempt: W;'s primitive oracle gives access to a random F
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Indifferentiability (2/4)

Real world (Wg) Ideal world (W7 )

H Ly F RO F

o Attempt: W;'s primitive oracle gives access to a random F

e New problem: In W;, we have two objects that are unrelated to each other,
while there is a relation between primitive and construction queries in Wgr
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Indifferentiability (2/4)

Real world (Wg) Ideal world (W7 )

H Ly F RO L | S

o Attempt: W;'s primitive oracle gives access to a random F

e New problem: In W;, we have two objects that are unrelated to each other,

while there is a relation between primitive and construction queries in Wgr

e Solution: [MRH04, CDMPO05] replace primitive oracle with a simulator S that
plays the role of F in the ideal world, while staying consistent with RO
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Indifferentiability (3/4)

Real world (W Ideal world (W
R I

H Ly F RO L | S

e 7 is indifferentiable from RO for some simulator S whenever any D can
distinguish the two worlds only with a negligible probability

e Advantage is denoted as Adviﬂnfgﬁ(A)
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Indifferentiability (4/4)

Real world (Wg) Ideal world (W7 )

H Ly F RO L | S

e For any single-stage game,3indifferentiability allows to replace (K7, F) with
(RO, S[RO))
— Attacking a cryptosystem C based on H” reduces to attacking C based on RO,
at the cost of the indifferentiability advantage
e In particular, for atk € {pre, secpre, col}, we have [AMP10]

AdV%_Ek(.A) < Adv mdlff(A/) +Ad atk (.AH)

3See [RSS11] for examples where composition fails
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The Sponge Construction and Its
Indifferentiability Proof




The Sponge and Cryptographic Competitions

2007
2008

2011
2012

2014

2019

2019

2023

- SHA-3 competition begins

Also: Arithmetization-Oriented Sponges,
Introduction of sponge [BDPV07] e.g., [GKRT21, BBC'23, GKL"22]

Call for hashing
Introduction of the duplex with SpongeWrap [BDPV11a]

- SHA-3 competition ends (FIPS PUB 202)

Keccak selected as winner (SHA3-{224,256,384,512}, SHAKE{128,256})

- CAESAR competition begins

Call for AEAD; 57 submissions, of which ~ 10 sponge/duplex-based

- CAESAR competition ended

Ascon won in the category lightweight

NIST lightweight crypto competition begins

Call for AEAD (optional hashing)

57 submissions, of which a2 22 sponge/duplex-based

NIST Lightweight crypto competition ends (NIST SP 800-232)

Ascon selected as overall winner
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The Sponge Construction

my ma ms3 Mg 21 22
0 i } I I }
P P P P
0 —
® —/ - —/ -

e Permutation of size b = r + ¢ bits:

e rate r: outer part of the state (efficiency parameter)
e capacity c: inner part of the state (security parameter)

e The message is padded with a sponge-compliant padding (e.g., 10*)
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Generic Security of the Sponge [BDPV08]

e There exists S (using at most ¢ RO-queries) s.t., for any D with query
budget ¢:

q(q+2)
26

e Implies security of sponge truncated to v bits against classical attacks:

9(¢+2)  gqlg=1) (e +2) ¢

AdVETonge(A) < =0+ T Advire () < TL22 4 L
Pr a¢+2) ¢
Adepinge('A) < T + 27

e Attacks already described in [BDPVO07]
e Col, SecPre bounds tight; Pre bound needed a dedicated proof [LM22]
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Collision Attack [BDPVO07]

M®
0 —+~4 : b— - —d
P P P P
0
¢ ~—/ ~— ~—/ ~—

o Absorb 2¢/2 different message blocks
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Collision Attack [BDPVO07]

M@ /p@)
0 4 | ST
P P P P
0~ L
C —/ — —/ —
S £ g0)

o Absorb 2¢/2 different message blocks

o With high probability, there exists S(*) # S() that collide on their inner part
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Collision Attack [BDPVO07]

29

M@ /M@ A /AG) ZEU Z( 7) Z(!)
() ” 1 1 1
P P P P
0 . —
@ J N J N

S@) £ g() 7() = 7z()

Absorb 2¢/2 different message blocks

With high probability, there exists S £ SU) that collide on their inner part

Compensate the difference in the outer part with A =

[S®7,, AU = [0,

Triggers a full-state collision = collision for any output length
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The Sponge Construction and Its
Indifferentiability Proof

Indifferentiability Proof



Reminder about Indifferentiability

Real world (Wg) Ideal world (W7 )

RO || S§*

H | Pt

‘P is a random permutation with bidirectional access, H denotes the sponge
construction

Goal: build a simulator S such that (H7,P*) = (RO, (SR®)F) for any D with
reasonable query complexity

q denotes D 's total query budget if we were dealing with the real world

Here, S does not know the queries that D made to RO
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Public Indifferentiability [YM009, DRS09, MPS12] (1/2)

Real world (Wg) Ideal world (W7 )

RO || S§*

e A notion weaker than plain indifferentiability: here, S additionally sees the

adversary's construction queries

e Consequence: we can assume that each construction query directly triggers a call

to § with the matching input
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Public Indifferentiability [YM0O09, DRS09, MPS12] (2/2)

Public indifferentiability is weaker: (plain) Merkle-Damgard is publicly
indifferentiable but not indifferentiable [DRS09]
Yet it is remains meaningful and powerful notion, and allows composition

whenever inputs to H are not meant to be secret

We have
Indiff = Public Indiff = Correlation Intractability =~ == Col/Pre/SecPre
[MPs12] [CGHOs]
In our case: used as an intermediate step to prove full indifferentiability
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Simplifying assumption

e One squeezed block per message

e |nputs are assumed pre-padded

Notation

e C: construction oracle P: primitive oracle
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(1) Build a simulator
(2) Graph representation and analysis = consistency of the answers

(3) Split the analysis with an intermediate world = split quality of randomness of

the simulator and consistency
(4) Conclude and get public indifferentiability
(5) Upgrade the result to indifferentiability
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Simulator Intuition (1/2)

Let m € {0,1}". Assume the adversary makes the queries

P(m[|0°)  and  C(m)
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Simulator Intuition (1/2)

Let m € {0,1}". Assume the adversary makes the queries

P(m||0°) and C(m)

Real World: C uses P

m

N
0 \ St = Sponge” (m)
P
0 ISH
N

[P(m)0°)], = Sponge” (m)
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Simulator Intuition (1/2)

Let m € {0,1}". Assume the adversary makes the queries

P(m||0°) and C(m)

Real World: C uses P Ideal World:
m e Cis a random oracle
0 —d ) 8t = Sponge” (1) e So S takes over the consistency: outer
part of its answer is fixed to RO(m)
. r o e Inner part: random (will change later!)
— 1 = S§(ml|0°) = RO(m)||rand

[P(m)0°)], = Sponge” (m)
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Simulator Intuition (2/2)

m RO(m) m/
{ \\
\
A\l
P
00— Sh—

e Assume next query is of the form P(S%|.S? & (m/]|0%))
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Simulator Intuition (2/2)

m RO(m) m/ RO(m|m')
{ \\ J \\
\ \
Al Al
P P
0— S s

e Assume next query is of the form P(S%[.S? & (m/||0%))

e Simulator needs to reply with a state whose outer part is consistent with RO (m||m’)
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Simulator Intuition (2/2)

m RO(m) m’ RO(mlm’) m!’  RO@m|m/|m')
{ \\ J \\ { \\
\ \ \
A Al A
P P P
0—— S — s — St

e Assume next query is of the form P(S%[.S? & (m/||0%))

e Simulator needs to reply with a state whose outer part is consistent with RO (m||m’)

e This goes on for each element on the chain
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Simulator Intuition (2/2)

e Assume next query is of the form P(S%[.S? & (m/||0%))

e Simulator needs to reply with a state whose outer part is consistent with RO (m||m’)

This goes on for each element on the chain

This induces a graph construction
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Graph Construction and Consistency of the Answers (1/2)

e Nodes represent states, edges absorption of a
message block

e A path from 0 is a sequence of message blocks
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Graph Construction and Consistency of the Answers (1/2)

e Nodes represent states, edges absorption of a
message block

e A path from 0 is a sequence of message blocks
e S acts as follows:

© On a forward query, S checks if inner part
appears in a node reachable from 0;
if so, it reconstructs the associated message,
and answers consistently with RO;

else, answer at random

< On a inverse query, random answer

38/58



Graph Construction and Consistency of the Answers (2/2)

What can go wrong?
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Graph Construction and Consistency of the Answers (2/2)

ma12 Meoll

S5 —o—| — S}y ——— Y

P
Sb —— —— S5, =YP —yb .
S yl > S |
msi1 Meol2
o) Yb —— Sb |

S5, —&— — S}, —— Y

Sgl S?u =Yt yb

What can go wrong?
e Collision between two rooted nodes
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Graph Construction and Consistency of the Answers (2/2)

m, ul

Sk "@_’ [: Sk "@_’ [:

current query

What can go wrong?

e Collision between two rooted nodes
e A posteriori connection
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Graph Construction and Consistency of the Answers (2/2)

Me2

Sh Sgp —— St
Sh sty st

What can go wrong?

e Collision between two rooted nodes
e A posteriori connection
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Graph Construction and Consistency of the Answers (2/2)

current query

What can go wrong?

e Collision between two rooted nodes
e A posteriori connection
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Graph Construction and Consistency of the Answers (2/2)

What can go wrong?

e Collision between two rooted nodes
e A posteriori connection
v" Two possibilities:
e Turn this into bad event, analyze proba of bad

e Or like [BDPVO08]: ensure that the inner parts are fresh = we will do that )
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The Simulator from [BDPV08]

Algorithm 3 The permutation simulator P[RO]
Interface F', taking node s as input
if node s has no outgoing edge then
if node s is rooted AND RUO # C (no saturation) then
Construct path to ¢: find path to s, append s, and call the result p
Write p as p = p/0"7 where p' does not end with 0"
if p’ can be unpadded into z then
Assign to ta the value z; with z = RO()
else
Choose t, randomly and uniformly
end if
Choose t. randomly and uniformly from C'\ (RU O) and such that (ta,tc) has
no incoming edge yet
Let t = (ta, tc)
else
Choose ¢ randomly and uniformly from all nodes that have no incoming edge
yet
end if
Add an edge from s to ¢
end if
return the node t at the end of the outgoing edge from s

Interface !, taking node s as input
if node s has no incoming edge then
Choose t. randomly and uniformly
Choose t. randomly and uniformly from C'\ R and such that (ta, t.) has no outgoing
edge yet
Let t = (ta, tc)
Add an edge from ¢ to s
end if
return the node ¢ at the beginning of the incoming edge into s
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The Simulator is Consistent

Lemma (consistency of the answers)

As long as g < 2¢, whenever SpongeSRO (M) is computable from the simulator query
history, we have

SpongeS”™” (M) =TRO(M)
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World Decomposition

Real world (WR) Ideal world (W)
ey pE RO S*
D D
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World Decomposition

Real world (WR)

RO

Intermediate world (W) /’\

+

Ideal world (W)

N

+

N

e Introduce an intermediate world W where:

RO S
D

e Primitive queries implemented by § based on RO hidden from D

e Construction queries: Sponge based on S

e Two distances to analyze
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W versus W;

RO

Intermediate world (W ) T Ideal world (W)
H S RO )
D D

e S is aware of all construction queries made by D

+ +

e Along with the consistency lemma, querying directly H or RO does not make a
difference, the answers will be the same

= As long as ¢ < 2¢, Ap(Wn; Wr) =0
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Wgr versus Wy

Real world (Wg)

+

N

RO

Intermediate world (W ) T

+

N
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Wgr versus Wy

RO
Real world (W) Intermediate world (W ) T
rpi S*

D’ D!

e We can drop the construction oracle by building a new adversary D’ from D
e The distinguishing game reduces to analyzing the quality of randomness of &

e An analysis gives Ap(Wy; Wg) < %
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Conclusion: Public Indifferentiability

e We obtain
biff q(g+1)
AdVESonge,S(D) < 9¢
e Simulator makes at most ¢ queries to RO

The proof extends to arbitrary-length squeezing, provided the padding rule is
sponge-compliant

Last step: generalize to full indifferentiability
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Stretching to Full Indifferentiability (1/3)

Going back to (plain) Merkle-Damgérd:

mi ma ms

e P e DA
0 Py

e Can be shown publicly indiff with advantage ~ g—i using a similar technique
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Stretching to Full Indifferentiability (1/3)

Going back to (plain) Merkle-Damgérd:

D MD(M'||m)

e Can be shown publicly indiff with advantage ~ g—i using a similar technique

e However, (plain) MD is broken by length extension attacks, does not behave like
RO = not indifferentiable

e Resistance against length extension attacks is the missing piece of our proof
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Stretching to Full Indifferentiability (2/3)

RO

Real world (W) Intermediate world (W) T Ideal world (W)

T

+

NS

e In our setting, the difference occurs in the distance between Wy and Wry:

e In Wy the simulator has more information due to the queries made to H
e Need to show that this extra knowledge does not put S from W7 at disadvan-
tage
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Stretching to Full Indifferentiability (3/3)

e Assume D makes a construction query
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Stretching to Full Indifferentiability (3/3)

e Assume D makes a construction query = In Wy, S's graph construction is
expanded
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Stretching to Full Indifferentiability (3/3)

e Assume D makes a construction query = In Wy, S's graph construction is
expanded

e Assume D then makes the query P(S1 @ ma||0)
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Stretching to Full Indifferentiability (3/3)

mo

e Assume D makes a construction query = In Wy, S's graph construction is
expanded

e Assume D then makes the query P(S; @ mz||0°) = In Wy, the answer will be
consistent
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Stretching to Full Indifferentiability (3/3)

H mo %
myq
- : :

e Assume D makes a construction query = In Wy, S's graph construction is
expanded

e Assume D then makes the query P(S; @ mz||0°) = In Wy, the answer will be
consistent, and so is any P-query extending from S

4858



Stretching to Full Indifferentiability (3/3)

H mo %
myq
- : :

e Assume D makes a construction query = In Wy, S's graph construction is
expanded

e Assume D then makes the query P(S; @ mz||0°) = In Wy, the answer will be
consistent, and so is any P-query extending from S

e But such a situation does not happen in W; = exploitable to distinguish

e Add a bad event in Wy of the form “D queries a rooted node that was not built
from left to right via permutation queries” = extra term of the form ;&
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Indifferentiability: Conclusion

The sponge is indifferentiable from a random oracle:

e Designed a simulator S, track its answers via a graph, and argued RO-consistency
e Built an intermediate world Wy, and split the analysis via the triangle inequality
e This gave public indifferentiability

e One extra bad event upgrades the bound to full indifferentiability
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Keyed Applications of Sponges




Sponge-Based PRF Constructions

mi mo ms3 my Ma 21 Z2
0 1 1 1 1 ce 1
P P P P P
0 - -
€ —/ N —/ N —/

e The sponge can be tweaked
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Sponge-Based PRF Constructions

K Ky m ma My Z1 )
0 1 1 1 1 1
P P P P P
0 - -
¢ __/ N __/ _/ __/

e The sponge can be tweaked to build a pseudorandom function
e Blackbox invokation of sponge with input K ||M
e The construction is named Outer-Keyed Sponge [BDPV11b]

50 /58



Outer Keyed Sponge: Security

=
=

9
S
s
N

(=)
()
(=)

e PRF security of OKS can be deduced from indifferentiability ...
. but indifferentiability does not distinguish between offline and online
complexities
e A dedicated analysis yields a tighter bound [GPT15, ADMV15, NY16, Men18].
Ignoring constant/log factors:
AdvERE(D) = O (B + L0

qoff Goffdon )
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Sponge-Based PRF Constructions: Optimization

A long line of research showed:
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Sponge-Based PRF Constructions: Optimization

mi ma ms Mea 21 V9) z3
K -+ f I I I
k r
P P P P P P
0~
b—Fk NI N N N N N

A long line of research showed:

e State may be initialized with key, in various ways [BDPV12, DM24], ...
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A long line of research showed:

e State may be initialized with key, in various ways [BDPV12, DM24], ...
e May absorb over the entire state [BDPV11lc, BDPV12, CDH"12, ADMV15], ...
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Sponge-Based PRF Constructions: Optimization

mi ma ms Mea 21 V9) z3

(
(

A long line of research showed:

e State may be initialized with key, in various ways [BDPV12, DM24], ...
e May absorb over the entire state [BDPV11c, BDPV12, CDH*12, ADMV15], ...
e ... without decreasing generic security. Also, security bounds that capture
fine-grained adversarial power were conducted
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Sponge-Based AEAD Constructions

=
S
=
=
3
S
¥
S
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=
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)
)
)
)
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e The sponge can be tweaked

*Simplified for the figure, see [BDPV11a] for the exact construction
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Sponge-Based AEAD Constructions

1]j0¢

e The sponge can be tweaked for authenticated encryption purposes

*Simplified for the figure, see [BDPV11a] for the exact construction
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Sponge-Based AEAD Constructions

1]j0¢

e The sponge can be tweaked for authenticated encryption purposes

e The first construction to achieve that is named SpongeWrap [BDPV11a]*

*Simplified for the figure, see [BDPV11a] for the exact construction
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Sponge-Based AEAD Constructions

K PGy Py Cy P Cs Po Ca Ty T
0 +—¢ f t e
P P P P P
0
¢ — — — I — —

1]j0¢

e The sponge can be tweaked for authenticated encryption purposes
e The first construction to achieve that is named SpongeWrap [BDPV11a]*

e Build on top of the duplex [BDPV11a], a sort of online version of the sponge

*Simplified for the figure, see [BDPV11a] for the exact construction
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Keyed Duplex

Z  flag left,.(P) Z  flag left,.(P)

"

right,(P). | P

L
I,
duplex

(picture taken from Bart Mennink’s talk Understanding the Duplex and Its Security) [Men23]

e Very general object that captures a lot of use-cases for keyed applications®

e Bounds parametrized by various use-cases, complex to interpret

®Unkeyed versions of duplex were also treated, see [DFG23]
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K D ! q q ! q q b P
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n ; ; f p £
¢ I ! ¢ ¢ I ! c ¢ ! I x
0| K | 0|11 | Kj0* 0*|| K
initialization associated data plaintext finalization

Variant of SpongeWrap
e QOuter permutation p and inner permutation ¢, both on b bits

e Additional key blindings around “outer” permutations = better authen-
ticity and strong leakage resilience

e See SoK: Security of the Ascon Modes [LM25] for a broad picture on As-
con's generic security
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Conclusion




Conclusion

The sponge is a versatile and cool paradigm

Its indifferentiability result is central, but sometimes we want dedicated analysis

Proofs in random permutation model
e Sometimes possible to have standard model proofs (e.g., reduce to EM for
keyed sponges)
e Weakening ideal permutation model is an interesting open problem

Provable security/mode design of permutation based crypto is still active, e.g.,
e Permutation-Based Hashing with security " Beyond the Birthday Bound”,
e.g., [LM24, LSY'26, LLHL26]
e Security of sponges against a quantum computer,
e.g., [ACMT25, Hos25, CHL"25]
e And many more - - -
Machine-checked proofs (e.g, for sponge [ABB*19])
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More on Permutation-Based Cryptography

FSE 2026 invited talk

Evolution of Permutation-Based Modes and Their Security
Bart Mennink

(slides: on his website, recording will follow)

History of Sponge Modes — Not Ex i id Get Exhausted)

2022 { Asiey OMPZZ)

St Speite e

8/37

57 /58


https://www.bartmennink.nl/slides/fse26.pdf

Online GAPS

e Recurring online seminars on provable security for Website:
symmetric-key cryptography since February 2026 E L
-

e Website:  https://gapsworkshop.github.io/online/
(contains links to slides and recording of most past

presentations)
e You may also join the google group:
https://groups.google.com/g/onlinegaps
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Online GAPS

GAPS
Website:

]

e Recurring online seminars on provable security for
symmetric-key cryptography since February 2026

e Website:  https://gapsworkshop.github.io/online/
(contains links to slides and recording of most past

presentations)
e You may also join the google group:
https://groups.google.com/g/onlinegaps

|
Thank you for your attention!
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